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| T Technical Requirements

1. SDC Architecture 71 IT

A typical SDC architecture is being depicted in the schematic below:
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a. Integration of SDC with SWAN

One of the most important aspects which should be taken care while designing the SDC is about
seamless integration with SWAN and CSC. The SWAN Network Operating Center( NOC) is situated
adjacent to the proposed site of Data center. Presently 1 State Network Center, 22 District Head

Quarters, 110 District Network Centers, 120 Blocks are presently connected and working. The SWAN and
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Data Center will be directly integrated using optical Fiber. Provisioning of connectivity between the SDC
and SWAN shall be the responsibility of SWAN operator.

b. Internet bandwidth at SDC

DCO shall be responsible for provisioning of internet bandwidth. The requirement for the same is as

under.

Initially the internet bandwidth that will be required for running this centre will be 8 MBPS unshared
bandwidth to start off wthas al |l CSC&és woul d be acrcteguwitenygevidpi@e i n f i r s
DCO will present the bandwidth status and will project the bandwidth requirement if any.
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2. Technical Specifications - IT Components

2.1.Core LAN Switch

e Hardware Architecture (190 Rack mountabl e)

0 Redundant Supervisor / Switching / Routing engine. All the relevant hardware should be
loaded to achieve the required switching and routing performance. Redundancy should

be on supervisor on different switching fabric.
0 Internal Redundant Power Supply
o Power supply 230 Volt 50Hz input
0 Modular Chassis
e Interfaces/ Slots
0 Minimum 7 Slots
0 4 x48 Ports GE (10/100/1000 MBPS) and upgradeable
0 1 x 24 Ports Gig Fibre
e Performance
o0 High back plane speed 600 GBPS or more
o Forwarding rate should be atleast 300 MBPS (non-blocking)
e L2 Features
o IEEE 802.1Q VLAN encapsulation
o 802.1s
o 802.1w
0 IGMP snooping v1 and v2, v3
¢ |IP Routing Protocols
o Static Routing
o OSPF, OSPF V3
o RIP, RIPng
0 HSRP /VRRP
o IPv4 /1Pv6 support
e Security
o Standard and extended ACLG6s on all ports
0 AAA and RADIUS authentication

e Manageability & Up gradation
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o Console port for administration & management

0 Support SNMP v1, v2,v3

0 Support management using CLI, GUI using Web interface

0 Support FTP/TFTP for upgrading the operating System
Standards

o |EEE 802.1x support

o |EEE 802.3x full duplex on 10BASE-T and 100BASE-TX ports

o |EEE 802.1D Spanning-Tree Protocol

o |EEE 802.1p class-of-service (CoS) prioritization

o IEEE 802.1Q VLAN

o |EEE 802.3 10BASE-T specification

o |EEE 802.3u 100BASE-TX specification

2.2. Application Switches

Application switches shall be implemented in the DMZ and shall be connected to the core LAN switch

and the router.

Rack Mountable: Mountable in standard 42U rack.

48 ports, 10/ 100/1000 Base auto-sensing with 4 Nos. GBIC/SFP Slots
Atleast one console port for CLI based configuration

30 GBPS switching fabric

35 MBPS forwarding rate

IEEE 802.3ad support required

Link Aggregation Control Protocol (LACP) to aggregate 4x1GBPS i.e. 4GBPS uplink to the Core
LAN Switch.

Load Balancing and Failover support should be built-in
Management:
0 SSH v2,SNMP vi1/iv2c/v3,IGMPv3, RMON I, VLANSs, GUI, Web based interface,
o Compatibility with network mgmt with auto discovery & management.
o0 Manageability on per port basis.
Security:
0 802.1x support,
o0 RADIUS support
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0 MAC address based port level filtering support

e Quality of Service: The switches should support the aggregate QoS model by enabling
classification, policing/metering & marking functions on a per-port basis at ingress and

gueuing/scheduling function at egress

0 The switches should support QoS classification of incoming packets for QoS flows based

on Layer 2, Layer 3, and Layer 4 fields.

0 The switches should support identification of traffic based on Layer 3 ToS field i DSCP

values.
e Support for rate limiting with granularity of traffic flows.
e TFTP & NTP support,

e Compliant to Standards such as IEEE 802.1x, 802.1w, 802.1s, 802.3x, 802.1D, 802.1p, 802.1Q,
802.3ad, 802.3u, 802.3ab, 802.3z

2.3.Internet Router

e Hardware Architecture (190 Rack mountabl e)
o Should support IP, MPLS etc
o Power supply supporting hot swappable functionality.
0 On-line insertion and removal for cards
0 Modular Chassis
o Power supply for 230 V AC 50 Hz with Redundant power supply
e Interface / Slots
o Ethernet Port 10/100 MBPS
0 Should support variety of interfaces like ChE1/E1/ISDN PRI/ ChE3
o Console port
e Security
0 GRE and IP Sec 3DES/AES VPN for configuration of VPN tunnels.
o0 NAT, PAT
0 Access control - Multilevel
O Support ACLO6s to provide supervision and
o Multiple Privilege Levels for managing & monitoring
o0 Support for Remote Authentication User Service (RADIUS) and AAA
e Routing Protocols

o Static Routes

contro
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(0]

(0]

RIPv1, RIPv2

OSPFv2 and v3.

BGP4

Route redistribution between any of the above protocols

It should support Load Balancing on equal and un-equal cost paths

e Protocols

(0]

(0]

(0]

(0]

(0]

PPP, Multi-link PPP
HDLC

IPv4, IPv6

MPLS L2 & L3
VRRP / HSRP

e Congestion

(0]

(0]

(0]

Random Early Detection
Weighted Fair Queuing

Selective Packet Discard

e |P Multicasting

(0]

IGMPv1,v2& v3, PIM-SM, PIM-DM or MOSPF

e Management

(o]

(o]

(0]

(o]

(0]

Accessibility using Telnet, SSH, Console access.

Software upgrades using FTP, TFTP, etc.

SNMP Support for vi1, v2

Using CLI, GUI based software utility and using web interfaces

Support for Syslog

e Debug & Diagnostics

(o]

(0]

Display of input and output error status on all interfaces

Display of Dynamic ARP table

Display of physical layer line status signals like DCD, DSR, DTR, RTS, CTS on all

interfaces
Display of Routing table
Trace-route, PING, extended PING

10
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2.4.HIPS (Host Based Intrusion Prevention System)

HIPS should perform log analysis, integrity checking, root kit detection, time-based alerting and
active response. It should help to detect attacks, software misuse, policy violations and other

forms of inappropriate activities.

HIPS should be able to monitor multiple systems, with one system being the HIPS server and the

others the HIPS agents that report back to the server.
Minimum Features of Host-based intrusion Prevention:

o Time to Time Signature updates

0 Monitoring and prevention from Intrusion attack

0 Monitors specific system

o Detects attacks that network-based systems miss

o Well-suited for encrypted and switched environments

o Near-real-time detection and response

2.5.Intrusion Prevention System

Features
o Layer 7 Throughput of 4 Gigabit or more

o Minimum 4 Numbers of Gigabit segments support. Option for future expansion to add 4

more Gigabit segments should be provided.

o0 Should support monitoring of 2 inline segment from day one and should be upgradable to

4 inline segment
o0 Should support fail-open to four Gigabit segments in case of HW/SW failure
0 Should protect against DoS/ DDoS / SYN-flood/ TCP-flood /UDP-flood

o0 Must haveayyiZepmoot ection against DoS/ DDo S
behavior. Also it should mitigate Zero day http floods and brute force attack &

vulnerability scanning attempts based on traffic behavior analysis
o0 Capable of applying the security policies based on VLAN ID, Source/Destination subnets

0 Should protect against SSL based attacks by integrating with external high capacity SSL

accelerators.
0 Should support peer to peer traffic detection & blocking and rate shaping for P2P traffic.
o0 Should support bandwidth management and QoS provisioning
0 Should protect against XML based crafted messages
Action on detection

o Block attacks in real time, Drop Attack Packets, Packet Logging

11
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0 Reset Connections, Action per Attack

0 Support for detailed intrusion alarms
e State Operation

0 TCP Reassembly

o IP Defragment

o Bi-directional Inspection

o Forensic Data Collection

0 Access Lists
e Signature Detection

o Vendors Signature Database of minimum 1500 signatures

o Device should have capability to add User Defined Signatures

0 Should support Automatic signature synchronization from OEM database server.

e Extensive protocol monitoring: should support monitoring of protocols such as TCP/IP, ICMP,

FTP, UDP, SMTP, HTTP, SNMP, DNS, RPC, NetBios, Telnet etc
e Should also have the ability to monitor 802.1 (trunked) traffic.
e Certification ( Should have atleast one)
0 ICSA/ Common Criteria (EAL)/ NSS/ FIPS
e Alerting SNMP, SMTP support
0 Log File, Syslog support
¢ Management

o Console, SSH, Telnet, HTTPS, HTTP, SNMP v1, v2

2.6.External Firewall

e Physical attributes
o Should be mountable on 190
0 Modular Chassis
e Interfaces
0 Should have atleast 4x GE upgradeable to 8x GE,
o Console Port, 1 number
e Performance and Availability
0 Redundant Architecture

o Firewall Throughput: minimum 4GBPS

Rack

12



HSDCRFPi Volume Il

0 Encrypted throughput( 3 DES/AES): minimum of 1.0 GBPS
o Concurrent connections: up to 60,000 numbers
o0 Simultaneous VPN tunnels: up to 10,000 numbers
e Memory
0o Minimum RAM 1024 MB, Upgradeable to 2048 MB RAM
o Flash 256 MB Upgradeable to Flash 512 MB
o0 Encrypted throughput: minimum 800 MBPS
o Concurrent connections: up to 2,000,000
0 Simultaneous VPN tunnels: 2000
0 Clear text throughput: Up to 07 GBPS
e Protocols
o TCP/IP, PPTP
o RTP
o IPSec, DES/3DES/AES
o PPPoE
o FTP,HTTP, HTTPS
o SNMP, SMTP
o DHCP, DNS
0 support for IPv6
e Other support

0 802.1Q, NAT, PAT, IP Multicast support, Remote Access VPN, Time based Access
control lists, URL Filtering, support VLAN, Layer 2 Firewall, Virtual Firewall, Radius/
TACACS

e Management
o0 Console, Telnet, SSHv2, Secured GUI based configuration.

0 SNMPv1, SNMPv2

2.7.Internal Firewall

e Hardware Architecture
o0 Modular chasis
o 1966 rack mountabl e

o Shall Support At least 5 Security Zones physically with 1 GBPS ports isolated from each

other

13
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(0]

Statefull Inspection

e Performance

(0]

(0]

The firewall throughput performance should be at least 5GBPS or more.

Should support 3DES/AES VPN Throughput of atleast 1 GBPS

The firewall should provide at least 50,0000 or more concurrent connections

Should provide at least 50,000 connections per second or more.

Should support 802.1Q trunking and at least 50 VLANS.

Should have AAA through RADIUS or TACACS (RFC 1492) protocol and should support

with the AAA server asked for the network.

Should have Application inspection for standard applications like DNS, FTP, HTTP,
ICMP, MGCP, NetBIOS Name Service, SMTP, TFTP etc.

Should support inbuilt support for IPSEC VPNs with DES/ 3DES and AES support.

Firewall should support MD-5 and SHA-1 authentication

e Firewalling at layer 2 and layer 3 of the OSI layer.

(0]

(0]

(0]

Static route, RIPv2, and OSPF

NAT and Port Address Translation feature

Optional support to perform intelligent packet filtering, URL filtering.
Should support IPv4 and IPv6.

Optional support to be able to detect, respond to and report any unauthorized activity.

o Firewall features shall include:

(o]

(0]

(o]

(0]

Application/Protocol Inspection Engines:

L2 transparent firewalling

Advanced HTTP Inspection Engine

Time-based ACLs

e VPN feature shall support:

0

0

Support for n-tiered X.509 certificate chaining

Manual X.509 certificate enrollment (PKCS 10/7 support)

e Authentication, Authorization and Accounting (AAA) Features:

14
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0 Support multiple RADIUS accounting servers

o Accounting for management traffic - generates AAA accounting records for management
connections to the device.

o Native Window NT/Active Directory user authentication support (VPN only)

o Native SDI/RSA SecurID user authentication support (VPN only)

High Availability i State full failover
Management
o Embedded web based configuration / management support.

o Should have Management access through console, SSH and GUI for managing the

firewall.

o Should have the capability of restricting the access through the Console and out-of-band

management interface to protect the devices from local threats.

2.8.Database Servers (Intel / AMDG64)

Minimum 2x Quad core processor with 2.1GHz or above with 1066Mhz FSB expandable to four

physical processor with 2x2MB 12 cache per processor

Minimum Memory: 8 GB, Scalability to 128 GB

HDD 4x146GB 2.5" 10K RPM HDD or More

Redundant Power Supply

Atleast 2 x 10/100/1000 MBPS Ethernet Ports

2 x 4 GBPS Fiber Channel ports. This is required only for database servers.

RAID Controller with RAID 0/1/5 with 256 MB cache and does not occupy any PCI slot
Optical / diskette: 8X / 24X slim-line DVD ROM drive

Remote Management hardware to monitor server remotely even when server power is off.
Management Feature to identify failed components even when server is switched off.
Server components should be UL, FCC, IEC,EN and ROHS complied.

Rack Mountable

It should provide Secure Sockets Layer (SSL) 128 bit encryption and Secure Shell (SSH) Version

2 and support VPN for secure access over internet.

Should be able to manage systems through a web-browser

15
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2.9.Application Server, Web Servers, Enterprise Access Servers, Management

Servers, Directory Server, Enterprise Backup Server, Staging Server,
Antivirus Server (Blade Server)

Single blade chassis should accommodate minimum 6 (Quad-Processor)/8 (Dual Processor) and

Scalable to minimum 10 or higher hot pluggable blades
6U to 12U Rack-mountable

Dual Back-plane providing 2 separate connections to each Blade Server or single Passive

Backplane.

Should accommodate Intel, AMD, RISC/ EPIC Processor based Blade Servers for future

applications

Should be certified for installing all industry standard flavors of Windows, LINUX/LINUX/UNIX and
LINUX/UNIX Operating Environments

Single console for all blades in the enclosure or KVM Module/ feature or access through

centralized console.

DVD ROM can be internal or external or through centralized console, which can be shared by all

the blades allowing remote installation of S/W and OS.
Two 10/100/1000 Ports per blade.

Two hot-plug, redundant 4 GBPS Fiber Channel adapters per blade. It should connect to the

external Fibre Channel switch, and ultimately to the storage device.
Power Supplies:
o Chassis to be fully populated with hot Swappable redundant power supplies

o Power supplies should have N+N or N+1 redundancy. All Power supply should be

populated.
Hot Swappable and redundant Cooling Unit

All Cooling Modules/Fans should be populated. LED indicators Alerts on Hard disk drives,

processors, blowers/Fans, memory or provision to monitor the same.
Management:

0 Systems management and deployment tools to aid in Blade Server configuration and OS

deployment,
o0 Remote management capabilities through internet

Built-in KVM switch (Chassis should have provision of accommodating Optional redundant KVM

switch) or KVM functionality provisioned through chassis.

Dedicated management network port should have separate path for management

16
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2.10.

Support heterogeneous environment: Xeon and RISC/EPIC CPU blades must be in same chassis
with scope to run Win2008 Server, Red Hat LINUX/LINUX/UNIX, Suse LINUX/LINUX/UNIX, 64
Bit LINUX/UNIX.

Blade Specifications:
o Blade can be half/full height
0 2 Quad core 2.3 Ghz/ 2 Dual core @ 3GHz with 4 MB shared L2 cache, 1333 MHz FSB
o 4 GB DDR2 RAM with 2 Nobds free slots for
o Memory upgradeable to atleast 16 GB or higher per blade.
0 The Blade should have redundant 4 GBPS Fiber Channel HBA
0 2 X (1000BASE-T) Tx Gigabit LAN ports support on blade server

0 2 X 146GB HDD or more hot plug system disk with mirroring using integrated RAID 0,1
on internal disks

0 VGA/Graphics port

0 Should support heterogeneous OS platforms

Work Station ( Desktop)

The system software for RDBMS must provide all the administration tools, notification server:
CPU should have Intel Pentium Dual Core E2140 (1.6 GHz, 1 MB L2 cache, 800 MHz FSB) /
AMD* Athlon* 64 X2 4000+ (2.1 GHZ, 2*512 KB L2 cache, 2000 MHz FSB, AM2 socket)
Motherboard should have For Intel (Intel G31 chipset or better ), For AMD (AMD 690 series with
Radeon 1200 Graphics or NVIDIA GeForce 6150 chipset or better)

Bus Architecture Integrated onboard graphics, Two PCI, One PCI Express 1/4, One PCI Express
16 slots ,Integrated Audio

Memory should have 1 GB DDR2 SDRAM @ 667 MHz. 1 DIMM slot should be free.

Hard disk should havel60 GB SATAII hard disk with 7200 rpm & Pre Failure alert.

Keyboard should be USB or Ps/2 104 Keys keyboard.

Mouse should be USB or PS/2 Two button scroll optical mouse with pad.

Ports are 1 Serial, 1 Parallel, 4 USB 2.0 (min. 2 at front), VGA, Microphone, Headphone.
Networking features like 10/100/2000 MBPS Network card.

O.S. should have Pre loaded Windows XP Professional licensed software with latest updates and
Restore/ Recovery CD/ Self Mechanism

Certifications  For PC: Windows XP certification

For Monitor: MPR 1I/TCO 03 certification

Antivirus should havePre loaded Latest Trend Micro Anti virus software with license and media

with one year updates

17

futur e



HSDCRFPi Volume Il

Dust Cover for CPU, Monitor, Keyboard, Mouse

3. Storage and Backup Solution

3.1.SAN Switch i Qty02

Minimum 16 Active ports (each with minimum port speed 4Gb) within same switch upgradeable to
32 ports with minimum 2 no of additional 10GBPS FC ports.

Should support FCIP protocol

All cable and accessories for connecting Servers /Devices to SAN

Should have capability of port trunking.

Should have dual Fans and Hot plug power supplies

Should have GUI based management software for administration and configuration
Should support zoning configuration, virtual SAN/ Virtual Fabric

Should support fabric routing to enable cross fabric connectivity

All other necessary fiber cables and racking accessory should be supplied

Should have inbuilt diagnostic features like power on self test, FC trace route, FC ping
Should support RADIUS authentication or SSH

3.2.SAN

Dual active-active storage Controllers and SAN raid array in an end-to-end 8 GBPS architecture.

The storage array should support industry-leading Operating System platforms and clustering
including: Windows Server 2008 (enterprise Edition), sun Solaris, HP-UX, IBM-AIX, LINUX/UNIX

etc.

The storage array shall be configured with atleast 4 GB cache of total cache mirrored across with
dedicated interface / paths communication between two storage controllers and should be
scalable to 8GB.

All the necessary software to configure and manage the storage space, RAID configuration,
logical drives allocation, virtualization, snapshots (including snap clones and snap mirrors) for

entire capacity etc.

Redundant and hot swappable power supplies, batteries and cooling fans and data path and

storage controller.
Load balancing must be controlled by system management software tools

The storage array must have complete cache protection mechanism either by de-staging data to

disk or providing complete cache data protection with battery backup for upto 72 hours or more.
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The offered system should be pre-configured with at least 10 TB of useable Storage Capacity out
of which 5TB useable shall be configured using Fiber Channel Hard disks of at-least 300 GB or
higher 15 K PRM drives in RAID 5 and 5TB useable capacity shall be configured using 750GB or
higher SATA/FATA Drives. The Storage should have at least 32GBPS port bandwidth for the

connectivity to servers and at least 16GBPS port bandwidth (aggregated) for disk connectivity.
Storage should support hardware based RAID with RAID level 0, 1, 5

Appropriate hard disks of different capacities should be included in the offer and priced separately
(300 GB 15 KRPM, 1 TB SATA/FATA etc).

Storage must be offered with Global Hot Spare Disk drive at least 1 Disk Drive per 30 Disk
configured rounded off to next number for both FC and SATA/FATA Drives.

The storage array must have capability to do array/Controller based remote replication.

The system array should support synchronous and asynchronous replication.

3.3.SAN Storage Management Software

Should support storage virtualization, i.e. Easy logical drive expansion

Should support hot-swappable physical drive raid array expansion with the addition of extra hard
disks

Should support expansion with drives of lower performance like SATA / FATA drives 7.2K RPM.

Should be able to allocate logical spaces to multiple operating Systems in the same storage
facility
Should be able to support clustered and individual servers at the same time

Should be able to take "snapshots" of the stored data to another logical drive for backup

purposes.

Should be able to take "snapshots"/Mirror Clones of the stored data to another internal or

possibly to another external logical volume.
Vendor should also offer storage performance monitoring and management software

The vendor must provide the functionality of proactive monitoring of Disk drive and Storage

system for all possible hard or soft disk failure

3.4.Tape Library-Qty01

Should support LTO-4 or latest technology based library with at least 4 LTO-4 tape drives with
more than 50 Ultrium cartridge slot attachable to SAN with FC network, rack mountable.

Cartridges should have physical capacity up to 800GB per cartridge compressed; 400GB native
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3.5.Virtual Library System (VLS or VTL)

Back up would be done in such a way that daily incremental data and on we e k e rcainplete
backup will be taken. Also the DCO will adhere to the backup policy as defined by the state, from

time to time.

Virtual Library shall be Modular design to allow configuration, and add capacity to increase

performance.

Virtual Library shall be offered with Minimum of 5TB of useable space scalable to atleast 30TB

useable.

Virtual Library shall have the ability to configure/emulate at-least 16 tape Libraries, 100 or more

tape drives and atleast & at-least 512 Cartridge slots in the single appliance.
Virtual library Solution shall have capability to deliver selective restore from disk Library itself.

Solution shall integrate and utilize ¢ u s t o raarenbtape backup infrastructure in the following

aspects.

o Compatibility with the existing backup server/media servers at customer end

o Compatibility with the existing tape library and tape drive

o Compatibility with the existing backup software

o Compatibility with the existing san switch hardware.
Compatibility with all the leading backup software products and customer backup software
specifically.
Ability to flexibly emulate popular tape drive/tape formats LTO-Gen2, LTO-Gen3, LTO-Gen4,
DLT8000, SDLT etc.
Offered Virtual Library shall have Minimum of 4 x Fibre Channel connections to SAN switches.

Fault tolerance in the offered Virtual Library shall be achieved by active disk redundancy

technology like RAID.

Virtual Library shall offer Data compression feature with out performance degradation feature
without using from back up software, replication support. The bidder shall provide the relevant

documents for the same.

Virtual Library Solution shall allowtheback up appl i cati onds Manager

application) to handle the movement of data from disk to tape.

The Virtual Library shall have the ability to add and upgrade disk.

Management console/interface of Virtual tape library shall provide the following functionality:
0 Add or delete virtual libraries

0 Add or delete virtual tape drives
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0 Add or delete virtual tape cartridges
0 Add new disk storage

o Configure network parameters

3.6.Backup Software

The proposed Backup Solution should be available on various OS platforms such as Windows
and LINUX/UNIX platforms and be capable of supporting SAN based backup / restore from
various platforms including LINUX/UNIX and Windows.

Proposed backup solution shall be offered with Cluster license of server.

Proposed backup solution shall have same GUI across heterogeneous platform to ensure easy
administration.

The proposed backup solution should allow creating tape clone facility after the backup process.

The proposed Backup Solution has in-built frequency and calendar based scheduling system and
supports Clustering the Backup Server and Media Server on Windows and LINUX/UNIX.

The proposed backup solution supports the capability to write multiple data streams to a Target
device which can be a Disk or Tape devices in parallel from multiple clients to leverage the

overall throughput of the available devices.

The proposed backup solution support de-multiplexing of data cartridge to another set of cartridge

for selective set of data for faster restores operation to client/servers

The proposed solution should be capable of taking back up of SAN environment and well as LAN

environment.

The backup solution shall be configured in such a fashion that no extra license for Client and

media servers is required while moving from LAN to SAN based backup.

The proposed backup solution shall be offered with unlimited client and media (Both Cluster and
stand alone) or alteast 100 Client and Media License (Both Cluster and stand alone) for SAN
based backup and LAN based backup.

The proposed solution also supports advanced Disk staging

The proposed Backup Solution has in-built media management and supports cross platform
Device & Media sharing in SAN environment. It provides a centralized scratched pool thus

ensuring backups never fail for media.

Backup Software is able to rebuild the Backup Database/Catalog from tapes in the event of

catalog loss/corruption.

The proposed Backup Software shall offer OPEN File Support for Windows based servers.
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The proposed Backup Solution has online backup solution for different type of Databases such as
Oracle, MS SQL, PostgreSQL,DB2, Sybase etc on various OS

The Proposed backup solution shall provide granularity of single file restore.

The Proposed backup solution shall be designed in such a fashion so that every client/server in a

SAN can share the robotic tape library.
Backup Solution shall be able to copy data across firewall.

Backup solution should provide command line utilities an alternative method of accessing the
operations available from the GUI Manager.

Backup solution should also provide report writer that allows designing of report templates which
can be used to generate meaningful reports in CSV / HTML / XML / Text format / PDF.

3.7.Server Load Balancer

10/100/1000 MBPS Ethernet Ports 4 ports
Throughput support up-to 2 GBPS
Memory 1-2GB
Server Load Balancing Mechanism
0 Cyclic, Hash, Least numbers of users
0 Weighted Cyclic, Least Amount of Traffic
o Private/Customized Algorithm, Response Time
Redundancy Features
o 1+ 1 Active hardware Redundancy
o Provision for SLB to work in Active-Active mode
0 VRRP/HSRP Support

0 Segmentation/Virtualization support along with resource allocation per segment,
dedicated access control for each segment, CPU, throughput & Access Control per

Virtual partition
Server Load Balancing Features
o Server and Client process coexist
o0 UDP Stateless
o0 Service Failover
o0 Backup/Overflow
o Direct Server Return

o Client NAT
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o Port Multiplexing-Virtual Ports to Real Ports Mapping
0o DNS Load Balancing
o Next hop router per VIP
0 Should support static and dynamic Caching
0 Should support TCP offloading
Load Balancing Applications
o Application/ Web Server, MMS, RTSP, Streaming Media
0 DNS, FTP- ACTIVE & PASSIVE, REXEC, RSH,
o LDAP, RADIUS
Content Intelligent SLB
HTTP Header Super Farm
URL-Based SLB
Compression
o0 It should support HTTP based compression
o Compression Throughput atleast 500 MBPS
SLB should support below Management options
0 Web Based Management
0 Secure Web Based Management
o SSH
o TELNET
o SNMPv1,2, 3 Based GUI

o Command Lin
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4. Man agement & Monitoring System (EMS)

The proposed solution should manage service availability of various citizen-centric services

hosted in SDC by identifying critical services.

The proposed solution should provide comprehensive and end-to-end management of all the
components for each service including Network, Systems, Databases and Application

infrastructure.

The management system needs to aggregate events and performance information from the
domain managers and tie them to service definitions. This capability is critical for the SDC to have
a complete view of the performance and availability of various application services being
managed.

The proposed EMS tools should automatically document problems and interruptions for SDC
services and integrate with the service level management system for reporting on service level

agreements (SLAS).

4.1.Design Specifications for EMS

Monitoring fault and performance of the SDC network components as well as a helpdesk solution
for the Data Center is a key requirement for the State. HARTRON has already procured and

implemented the following management tools from CA to manage their SWAN:
0 CA SPECTRUM Suite of products for Network fault Management
0 CA eHealth Suite of products for Network Performance Management
0 Unicenter ServiceDesk Suite of products for Helpdesk Management and
o0 CA Secure Content Manager Suite for protecting content at the gateway

The Bidder can quote any tool of his choice, though presently CA is being used. Integration with

the existing tool will be the responsibility of the bidder. .

The suggested deployment architecture for the NMS and Helpdesk Solutions is shown below:
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4.2.Solution Specifications for EMS
The basic components for this management solution will be as follows:

e Performance Management i Provide performance management across key parts of the
infrastructure. The solution should integrate network, system and database performance
information. It should allow identifying trends in performance in order to avert possible service
problems. The proposed performance management system shall integrate network, server
and database performance information and alarms in a single console and provide a
unified reporting interface for network and system components. The current
performance state of the entire network and system infrastructure in the SDC shall be visible

in an integrated console.

o0 The proposed Network Performance Management System must provide the following
features:

A The extended Network Performance Management consoles must provide a

consistent report generation interface from a single central console at SDC.

A Central console will also provide all required network performance reports
(threshold violations, packet errors, availability, bandwidth utilization etc.) for
the network infrastructure managed by SWAN and SDC..

A The proposed system shall collect, analyze and summarize management
data from LAN/WAN, MIB-II interfaces and various servers for performance

management.

A The proposed system shall identify over-and under-utilized links and assist in

maximizing the utilization of current resources

A The proposed system shall provide Performance of Network devices like
CPU, memory & huffers etc, LAN and WAN interfaces and network

segments.

A It shall provide comprehensive health reporting to identify infrastructure in
need of upgrades and immediate attention. Capacity planning reports shall
identify network traffic patterns and areas of high resource utilization,
enabling to make informed decisions about where to upgrade capacity and
where to downgrade or eliminate capacity. It should also support Trend
analysis & Forecasting reporting to enable understanding the effect of growth

on available network resources..
A The proposed system shall provide easy to read representations of health,

utilization and availability.

A It shall provide Real time network monitoring and Measurement offend-to-end
Network/ system performance & availability to define service levels and

further improve upon them.
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A Detailed analysis of performance metrics and response time for the network

shall be made available.

A System shall identify how device resources are affecting network
performance, document current network performance for internal use and
service level agreements (SLA).

0 The proposed solution should provide the following performance reports.

A Executive Summary report that gives an over all view of a group of elements,

showing volume and other important metrics for the technology being viewed.

A Capacity Planning report which provides a view of under-and-over-utilized

elements.

A Service Level report that shows the elements with the worst availability and

worst response time-the two leading metrics used to monitor SLAs.

0 The proposed system must have a built-in report authoring tool which will enable

complete customization flexibility of performance reports.

0 The tool should provide performance information from Single Console. It should be

possible to drill-down into the performance view to execute context specific reports.

0 The proposed system should provide the following reports for troubleshooting,

diagnosis, analysis and resolution purposes:
0 Trend Reports
0 Status at a Single View Reports
o Utilization reports with Top N

o Capacity prediction reports with What-If analysis

The proposed Server Performance Management System must provide the following features:

The proposed server performance management system shall integrate network performance
management systems and provide the unified performance state view in a single console.
The current performance state of the entire network and server infrastructure in the SDC shall

be visible in an integrated console.

The proposed tool must provide server agents to ensure availability and performance for

target server nodes and deliver scalable, real-time management of critical systems at SDC.

The proposed tool should be able to monitor various operating system parameters such as
processors, memory, files, processes, file systems, etc. where applicable, using agents on the

servers to be monitored.

It should be possible to configure the operating system monitoring agents to monitor systems
based on user-defined thresholds for warning/critical states and escalate events to event

console of enterprise management system.
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e The proposed tool should integrate with network performance management system and
support operating system monitoring for various platforms including Windows, LINUX/UNIX,
and LINUX/LINUX/UNIX.

e |t should also be able to monitor various operating system parameters depending on the
operating system being monitored yet offer a similar interface for viewing the agents and
setting thresholds.

e The proposed tool must provide provision for performance scoping and trending to provide

real-time as well as historical reporting, where specified.

e The proposed tool should be able to gather information about resources over a period of time
and provide historical performance and usage information through graphical reports, which

will quickly show performance trends.
e The proposed solution should support management following parameters:

o0 Processors: Each processor in the system should be monitored for CPU utilization. It
should compare Current utilization against user specified warning and critical
thresholds.

o File Systems: Each file system should be monitored for the amount of file system
space used, which should be compared to user-defined warning and critical
thresholds.

o Log Files: Logs should be monitored to detect faults in the operating system, the
communication subsystem, and in applications. System agents should also analyze
log files residing on the host for specified string patterns.

0 System Processes: System agents should provide real-time collection of data from
all system processes. Using this it should help identify whether or not an important
process has stopped unexpectedly. It should provide an ability to automatically restart

Critical processes.

o0 Memory: System agents should monitor memory utilization and available swap

space and should raise an alarm in event of threshold violation.

e The proposed solution should provide automated management to detect, isolate, and resolve
problems autonomously

e The proposed solution should provide self-monitoring wherein it will track critical status such
as

o CPU utilization
o Memory capacity
o File system space and other important data.

e The proposed tool should detect threshold violations in real-time, send alerts/trapsto the
existing network management system at SDC and automatically fix problems according to

pre-specified instructions.
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The proposed tool should provide Process and NT Service Monitoring wherein if critical
application processes or services in SDC fail, administrators are immediately alerted and

processes and services are automatically re-started

The proposed solution should provide quick at-a-glance reports on systems and applications,
disk and file system statistics, hardware/software inventories and more. The tool should be
able to identify CPU hogs, and detect memory-leaking processes and I/O bottlenecks before

they bring down the server.

The proposed tool should be able to provide Log File Monitoring which enables administrator
to watch system logs and text log files by specifying messages to watch for. When matching
messages gets logged, the proposed tool should notify administrators and enable to take

action like sending an email.

The proposed Database Management System must provide the following features:

The proposed database performance management system shall integrate network and server
performance management systems and provide the unified performance state view in a single
console. The current performance state of the entire network and systems infrastructure in the

SDC shall be visible in an integrated console.

It should be able to automate monitoring, data collection and analysis of performance from
single point.
It should also provide the ability to set thresholds and send notifications when an event

occurs, enabling database administrators (DBAS) to quickly trace and resolve performance-
related bottlenecks.

Database performance management solution for Distributed RDBMS must include hundreds
of predefined scans for monitoring various database, operating system and network
resources. This should minimize the need to write and maintain custom scripts. If a special

monitoring situation exists, you can modify an existing script to meet your requirements.

With respect to user-defined parameters, the tool should report conditions that exceed

thresholds and automatically takes corrective actions.

The event management system must send alerts for an array of server conditions, including

inadequate free space, runaway processes, high CPU utilization and inadequate swap space.

The tool should have the ability to create real-time or historical custom graphs and stacks for

comparison, correlation and trending across any collected database or database server

The database performance management solution must support historical archive store for
performance information in a compressed time-series form. DBAs should be able to drill down
through layers of data to discover the cause of a condition occurring with the databases,
operating system or network. These historical reports must also be usable to perform trend

analysis and capacity planning.

The database performance management solution must be able to trace, analyze and tune

resource-consuming SQL statements.
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The database performance management solution must have a console to enable users to
monitor, analyze and take corrective action from a centralized point. It should also include a

platform-independent, browser-based console to monitor performance from remote locations.

The proposed Service Level Management System must provide the following features:

The system must be capable of managing IT resources in terms of the business services they
support, specify and monitor service obligations, and associate users/Departments/
Organizations with the services they rely on and related Service/Operational Level
Agreements. Presently, business services shall include E-mail, Internet Access, Intranet and

other business services hosted.

The Users definition facility must support defining person(s) or organization(s) that uses the
business Services or is a party to a service level agreement contract with a service provider

or both. The facility must enable the association of Users with Services and SLAs.

The Service Level Agreements (SLAS) definition facility must support defining a set of one or
more service Guarantees that specify the Service obligations stipulated in an SLA contract for
a particular time period (weekly, monthly, and so on). Guarantees supported must include one
that monitors service availability (including Mean Time to Repair (MTTR), Mean Time
between Failure (MTBF), and Maximum Outage Time thresholds) and the other that monitors

service transaction response time.

Root cause analysis of infrastructure alarms must be applied to the managed Business

Services in determining service outages.

SLA violation alarms must be generated to notify whenever an agreement is violated or is in

danger of being violated.

The system must provide the capability to designate planned maintenance periods for
services and take into consideration maintenance periods defined at the IT resources level. In
addition the capability to exempt any service outage from impacting an SLA must be

available.

The system must provide the capability of Advanced Correlation for determining Service
health, performing root cause analysis, and fault isolation. This must include applying

complex Boolean logic on multiple attributes and infrastructure alarms.

The system must provide a real time business services Dashboard that will allow the viewing

of the current health of required services inclusive of real-time graphical reports.

The system must provide a historical reporting facility that will allow for the generation of on-
demand and scheduled reports of Business Service related metrics with capabilities for

customization of the report presentation.

The proposed solution must provide a centralized Job Management System to support job

scheduling in all common operating system platforms. The proposed solution should be able to

support multiple network protocols and be able to combine disparate jobs and processes into a

cohesive workflow. The solution should be able to manage and schedule, visualize and optimize
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the job flows in real time end-to-end, from a secure, single point of control. The proposed system

must comply with the following specifications:

The proposed Job management solution should support heterogeneous LINUX/UNIX and

Windows environments with complete scheduling interoperability

The proposed solution must adhere to Manager-Agent architecture where agents are only

necessary on machines where batch jobs run, managed centrally via a manager

The proposed solution should not require any persistent connections between manager and

agent to minimize resources

The proposed solution should run on non-proprietary data storage, which supports popularly
used RDBMS such as Oracle, Sybase, MS SQL, SQL, DB2 etc.

The proposed solution should have a Graphical User Interface (GUI) and command line

interface for controlling and monitoring of jobs, and creation of jobs.
The proposed solution should provide a Web-interface for monitor and administration of jobs.

The proposed solution must support custom calendars and these should be easily defined

using a GUI or WEB interface

The proposed solution should provide graphical representation of job dependencies/job flows

that are scheduled to run

The proposed solution should provide functionality to create complex branching logic based

on job dependency.

The proposed solution should provide the ability to define file watcher jobs to check arrival of

a file in a specified folder.

The proposed solution should support command line interface with support for Job Definition
Language

The proposed solution must ensure that all job dependencies are met before a job is allowed

to execute

The proposed solution should provide functionality to trigger jobs based on success/failure as

well as exit codes of other jobs.

The proposed solution system must have the capabilities to manage the operations of batch

jobs. The batch jobs shall include, but not limited to:
0 Ad hoc/routine scheduled jobs
0 Ad hoc/routine scheduled housekeeping jobs
o0 Ad hoc/routine scheduled jobs for report generation

The proposed solution must generate alarms whenever exceptional condition arises such as

job failure or processing problems.

The proposed solution should have functionality to prioritize jobs in terms of importance of job

run.
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The proposed solution should support Manual/Automatic restart of failure jobs

The proposed solution should provide detailed record of processing on starting time, time

used for running the job and time of completion

The proposed solution must integrate out-of-the-box with Enterprise Management solutions

for centralized event notification and programmable actions.

The proposed solution should provide Real-time inspection of job status which must be

viewable using command line reports or the Operator Console

The proposed solution must list all the job dependencies, and display the current state of a

job, regardless of the network machine on which it is being run.

Application Performance Management i enabling to identify, prioritize and resolve defective

transactions & often before they impact users 6 through real-time visibility into transactions. The

proposed Application Performance Management System must provide the following features:

The proposed solution should proactively monitor all user transactions for any web-application
hosted in a J2EE-compliant application server; detect failed transactions; gather evidence
necessary for triage and diagnosis of problems that affect user experiences and prevent

completion of critical business processes

The proposed solution should determine if the cause of performance issues is inside the Java

Application, in connected back-end systems or at the network layer.

The proposed solution should correlate performance data from HTTP Servers (external

requests) with internal application performance data

The proposed solution should measure the end customers' experiences based on
transactions

The proposed solution must be able to proactively identify errors and problems that users are
experiencing and enable trouble shooting to begin before an increasing number of users are

impacted.

The proposed solution must be able to pro-actively determine exactly which real users were

impacted by transaction defects, their location and status.

The proposed solution must be able to provide the ability to create user groups based on

application criteria or location and link user ids to user names and user groups.

The proposed solution must be able to provide transaction analysis capabilities and show how
a transaction's success rate, average time and transaction count has changed over a specific

period of time such as today versus yesterday.

The proposed solution must be able to provide user usage analysis and show how user's
success rate, average time and transaction count has changed over a specific period of time

such as current week versus previous week.

The proposed solution should give visibility into user experience without the need to install

agents on user desktops.
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e The solution should be appliance-based and deployable as a passive listener on the network
thus inducing zero overhead on the network and application layer while monitoring the end-

user experience for various web applications hosted in the data center.

e The proposed solution should watch production application components, J2EE services and
JVM resources from within the Java / J2EE application with negligible overhead without

requiring installation of agents outside the J2EE application server.

e The proposed solution should determine if the cause of performance issues is inside the Java

application, in connected back-end systems or at the network layer.

e The proposed solution should provide deeper end-to-end transaction visibility by monitoring at

a transactional level.

e The proposed solution should quickly pinpoint the cause of performance bottlenecks through

component-level interaction monitoring

e The proposed solution should be able to trace the web transaction components and provide
visual representation of an actual transaction if required. All the performance data for the
components that make up this transaction should be captured. It should provide an easy way
to understand the interaction of the components for e.g. which JSP calls which Servlet or EJB

and backend component

e The proposed solution should be able to gi

stack or blame stack.

e The proposed solution should provide fast, automatic discovery and monitoring of the web

application environment with zero configurations Out-of-the-box.

e The proposed solution should determine whether web application performance issues are
related to the database and collaborate with database administrators so that problems can be

detected, isolated and eliminated quickly.

e The proposed solution should quickly isolate web server-related performance problems and

effectively communicate with web server administrators for fast problem resolution

e The proposed solution should expose performance of individual SQL statements within

problem transactions
e The proposed solution should see response times based on different call parameters

e The proposed solution should shift through thousands of metrics easily and view only the data

you care about, thus enabling users to graph and correlate multiple metric values on the fly

e The proposed solution should be JVM & JDK independent, thereby enabling to manage
applications on any Java Virtual Machine

e The proposed solution must allow monitoring granularity of no more than 15 seconds for

application components and transactions.

e The proposed solution must provide real-time monitoring of key J2EE resources using central

agent installed within application:
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o JVM memory usage

0 Servlets /JSPs

o Caches and connection pools.

o EJBs

o Struts

0 Socket I/O rates

o File system I/O rates

0 Method level performance of components monitored

e The proposed solution must proactively count stalled (stuck) threads and monitor thread

concurrency by component

e The proposed solution should share critical application information across the enterprise

enabling instant 24x7 monitoring for authorized users anytime, anywhere

e The proposed solution should view instantly the current value of any metric of any

component providing instant real-time performance view

e The proposed solution should integrate Java application performance data with existing

management frameworks.

e The proposed solution should provide a robust alerting framework and be able to execute one

or more notifications and corrective actions e.g. Emails, pop-ups, scripts etc.

e The proposed solution must have the ability to script actions so that alerts can automatically

trigger other processes :
o0 Send emails to notify about Alert
0 Turn on transaction tracing
0 Integrate into any SNMP based management or help-desk framework

e The proposed solution should ensure that historical data is available anytime for problem
diagnosis, trend analysis, etc. and can be shared easily with other members of the team

e The proposed solution should allow data to be seen only by those with a need to know and
limit access by user roles

e The solution should provide an advanced reporting facility with the ability to schedule reports
(out of the box and customizable) for any application area.

The proposed Host-based Server Access Control solution should be able to protect business
critical infrastructure and minimizes security risks by regulating access to confidential business
data and mission critical services. The solution should provide policy-based control of who can
access specific systems, what they can do within them, and when they are allowed access.
Specifically, it should proactively secure access to data and applications located on
LINUX/LINUX/UNIX, LINUX/UNIX and Windows system servers throughout the enterprise. The

proposed solution must provide the following features:
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e Host based security solution must allow controlling of access to all system resources

including data files, devices, processes/daemons and audit files.

e The solution should provide OS security hardening and extra levels of access control to the

platform.

e The solution should intercept security-sensitive events in real-time, and evaluate its validity

before passing control to the OS.

e The solution must be the first layer of security for the system, and any access prevented it

should not be overridden by the OS, even if OS permissions directly permit such access.

e The solution should be Non-Intrusive i Must make no changes to the operating system kernel

or binaries. Software must allow for quick uninstall if necessary.

e The solution should Self-protect itself i Must be able to prevent hackers with root access from

circumventing or shutting down the security engine.
e The proposed solution must use a self-protected database for storing all security information.

e The solution should provide fined grained User Control i Must allow controlling actions and
access to resources of all users including privileged accounts such as root / administrator.

e The solution must track the "real user" even in case of surrogates.

e The solution must provide the ability to designate specific users as Administrators, Auditors,
and Password Managers etc with appropriate rights. Must also provide the ability to designate
specific users as Subordinate or Group Administrators, to manage users and file permissions

for their Group

e The solution must support management and policy distribution across Windows,
LINUX/LINUX/UNIX and LINUX/UNIX platforms from a central management console. It must
support the deployment of the same policies across multiple servers ensuring consistency of

security policies across machines in the enterprise.

e The solution must provide simple to use graphical interface to enable complete management
of all user, group, resource, audit and policy settings, either centrally for an enterprise or de-

centralized to departments or business units.

e The solution should be able to specify one rule to apply to many sub-directory trees on

system, or have it match a specific filename no matter where it is found on the machine.

e The solution must provide capability to allow access to sensitive resources only through

approved programs.

e Administrators must be able to define critical files that are not supposed to change. If these
files are modified, the process that checks the sensitive files must find that the files have

changed and write an audit record.
e The solution should provide protection against Back Doors and Trojan Horses

e The solution should constantly verify that registered trusted programs are unchanged. If a

trusted program is modified, it must mark it as 'un-trusted' and prohibit its execution.

Page 35 of 122



HSDCRFPi Volume Il

e The solution should provide Process Controls - Administrator must be able to control the
circumstances, under which authorized users may terminate sensitive processes (daemons),

including time and day, where from, etc.

e Solution must intercept and verify every request to change user identity and maintain a

reliable audit trail.

e The user's permissions must always be governed by the original login ID. Even taking over

the root account should not grant the user any additional privileges.

e The Solution must enable the administrators to share subsets of root authority among

different administrators based on their functional roles.

e The solution should prevent tampering of audit files by anyone while it is running on the

machine. Additionally, any change of rules should always be audited.

e The solution should provide firewall-like security by controlling inbound and outbound TCP

connections on LINUX/UNIX systems.

e The solution must provide Stack Overflow Protection (STOP) and thereby prevent stack
overflow exploits on LINUX/UNIX systems, to ensure that arbitrary commands cannot be

executed in order to break into systems.

e The solution should support operating systems such as IBM-AIX, Digital LINUX/UNIX, HP-
UX, Sun Solaris, and Windows 2000/2003/2008.

e The solution should provide network source controls T Must be able to restrict user login from
specific machines / hosts / terminals for network access or physically connected terminals

such as dumb terminals.

e The solution should provide Login controls i Must provide the facility to set accounts to expire
on specific dates, deactivate accounts on a configurable date or after a configurable amount
of inactive time, lock out accounts after multiple failed logins through a daemon, restrict
accounts logins during configurable times and days, deny access to accounts based on

company holidays.

e The solution must provide a warning mode that can be used during implementation to verify
policies and their impact before deployment.

e The solution should allow protection of files on even non-NTFS file systems like FAT and

CDFS.

e The solution should provide a Policy distribution mechanism that is flexible and can be easily

applied across domain and platforms.

e The solution should be able to fully work with Win 2K Active Directory in both directions,

ensuring any existing deployment of AD infrastructure is not affected.

e The solution should restrict the concurrent logins from one user at any given time, reducing

the multiple attacks spawned by some hacking techniques.
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The solution should allow blocking the user login at the local system, and prevent auto-

expanding the search across different systems.

Antivirus Management Solution should have the following features:

The solution should protect against all kinds of viruses, Trojan horses and worms including:
boot sector, master boot sector, memory resident, file multipartite, macro, stealth and
polymorphic

The solution must scan Floppy disks, CD ROM and Network Drives automatically in real-time
when accessed

The solution must provide a variety of ways to handle viruses, including: cure, rename, move,
-report, delete or purge

The solution must have the capability to automatically copy a file before curing - creating a

temporary backup

The solution must have heuristic scanning to allow rule-based detection of unknown viruses
The solution must automatically log-off client workstations which attempt to upload an infected
file

The solution must allow administrator to view, configure and manage other NT and NetWare

anti-virus servers from a single administrative console

The solution must automatically discover all machines with antivirus installed. It must collect
information such as the OS version, antivirus version, IP address, Mac Address etc.

The solution must allow grouping of Servers and workstations running antivirus software into

hierarchical domains for management and scanning

The solution must provide a mechanism for developing and distributing policy to each system
with respect to scheduling scan jobs, real-time scan settings, signature distribution, alerting
and analysis.

The solution must have support for multiple alerting mechanisms including pager, email, fax
notification

The solution must have options to customize network broadcast intervals, detection

heartbeats and server time-outs

The solution must provide incremental updates rather than distribution of the whole signature

each time

The solution must ensure real time protection even during the signature and engine updating

process.
The solution must support CISCO NAC and Microsoft NAP

All binaries from the vendor that are downloaded and distributed must be signed and the

signature verified during runtime for enhanced security
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e Antivirus client must be supported on at least Windows 2000/Windows 2003/ Windows 2008,
Windows Vista, NetWare, LINUX/UNIX and LINUX/LINUX/UNIX systems

e Thesolutionmust be 100% certified to protect agali

e The solution must be industry standard and certified

An ITIL based Helpdesk system would be used for assisting the service delivery by Implementation
Agency for SDC. Helpdesk system would automatically generate the incident tickets and log the call.
Such calls are forwarded to the desired system support personnel deputed by the Implementation
Agency. These personnel would look into the problem, diagnose and isolate such faults and resolve
the issues timely. The helpdesk system would be having necessary workflow for transparent,

smoother and cordial SDC support framework.

e The Helpdesk system should provide flexibility of logging incident manually via windows GUI

and web interface.

e The web interface console of the incident tracking system would allow viewing, updating and

closing of incident tickets.

e The trouble-ticket should be generated for each complaint and given to asset owner

immediately as well as part of email.

e Helpdesk system should allow detailed multiple levels/tiers of categorization on the type of

security incident being logged.

e It should allow SLA to be associated with a ticket based on priority, severity, incident type,

requestor, asset, location or group individually as well as collectively.

e It should maintain the SLA for each item/service. The system should be able to generate

report on the SLA violation or regular SLA compliance levels.

e It should be possible to sort requests based on how close are the requests to violate their
defined SLAs.

e It should support multiple time zones and work shifts for SLA & automatic ticket assignment.

e It should support the holiday definition & SLA clock should stop on holiday or non working
days. SLA clock should stop after the analyst shift is over case of non 24x7 support

environment.

e It should allow the helpdesk administrator to define escalation policy, with multiple levels &

notification, through easy to use window GUI / console.

e It should have an updateable knowledge base for technical analysis and further help end-

users to search solutions for previously solved issues.

e |t should be able to provide web-based knowledge tools that provides the flexibility to search
based on filter noise words methods, list the commonly used security knowledge article

methods and deduction methods using a series of questions and answers.
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e |t should the web-based knowledge tool would allow users to bookmarks their favorite security

knowledge articles for quick references.

e |t should allow users to rate the usefulness of the knowledge article, so that better and useful

articles can be published.

e |t should allow the knowledge engineer to create various knowledge categories and assign

the documents to these categories.

e |t should be possible to specify an expiration date to a document so that if the same becomes

irrelevant for an organization it will be unpublished (removed/expired).

e The knowledge tools should provide grouping access on different security knowledge articles

for different group of users.

e The proposed system should provide seamless integration to generate events/incident

automatically from the existing and proposed NMS and EMS.

e Each incident could be able to associate multiple activity logs entries manually or

automatically events / incidents from other security tools or EMS / NMS.
e The proposed system should allow categorization on the type of incident being logged.

e The proposed system should provide classification to differentiate the criticality of the incident

via the priority levels, severity levels and impact levels.
e The proposed system should provide an ITIL compliant incident tracking system.

e |t should be possible to do any customizations or policy updates in flash with zero or very

minimal coding or down time.
e The proposed helpdesk system should provide a built-in workflow engine.
e It should be able to log and escalate user interactions and requests.

e It should support tracking of SLA (service level agreements) for call requests within the help

desk through service types.

e It should be capable of assigning call requests to technical staff manually as well as
automatically based on predefined rules, and should support notification and escalation over

email, web etc.
e It should provide status of registered calls to end-users over email and through web.

e The solution should provide web based administration so that the same can be performed

from anywhere.

e It should have a customized Management Dashboard for senior executives with live reports

from helpdesk database.

e The system shall have capability of recording change management information like up
gradation/change/replacement of hardware/ configuration details/software added. Any change

shall be on cumulative basis with historical information retained.
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4.2.1.

It should be possible to attach requests with their corresponding change orders wherever
required

The solution should allow to define complicated workflow tasks with multiple branching and
conditions

The solution should allow these workflow tasks to be assigned to either humans (users) or
non human objects like custom java objects, command line process or another workflow

instance

It should allow defining workflow task and attaching the same to the change order category so
that the same gets automatically initiated whenever a change order is created with that

category.

Directory Services

The configuration of the directory shall depend upon state specific requirements. The directory

services shall provide the following features at the minimum:

4.2.2.

Directory Services should be compliant with LDAP v3

Support for integrated LDAP compliant directory services to record information for users, and

system resources

Should support integrated authentication mechanism across operating system, messaging

services
Should support directory services for ease of management and administration/replication
Should provide support for Group policies and software restriction policies

Should support security features, such as Kerberos, smart cards, public key infrastructure
(PKD), etc

Should provide support for X.500 naming standards
Should support Kerberos for logon and authentication

Should support that password reset capabilities for a given group or groups of users can be

delegated to any nominated user

Should support that user account creation/deletion rights within a group or groups can be

delegated to any nominated user.

DNS
Support integration with other network services like DHCP, directory, etc.

Should support DNS zone storage in Directory

Should support conditional DNS forwarders e.g. forwarding based on a DNS Domain name in

the query.
Should allow clients to dynamically update resource records secure and non-secure

Should Support incremental zone transfer between servers
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4.2.3.

Should provide security features like access control list
Should support several new resource record (RR) types like service location (SRV), etc.

Should support Round robin on all resource record (RR) types

Anti-Virus
Should restrict e-mail bound Virus attacks in real time without compromising performance of

the system
Should be capable of providing multiple layers of defense

Should be capable of installation on both the gateway as well as Mailing servers. Inbound and

outbound monitoring on all data transfer mechanisms and all e-mail systems
Should be capable of detecting and cleaning virus infected attachments as well
Should support scanning for ZIP, RAR compressed files, and TAR archive files

Should support online upgrade, where by most product upgrades and patches can be

performed without bringing messaging server off-line.

Should use multiple scan engines during the scanning process
Should support in-memory scanning so as to minimize Disk 10
Should support Multi-threaded scanning

Should support scanning of a single mailbox or a one off scan.
Should support scanning by file type for attachments

Should support scanning of nested compressed files

Should be capable of specifying the logic with which scan engines are applied; such as the

most recently updated scan engine should scan all emails etc
Should support heuristic scanning to allow rule-based detection of unknown viruses
Updates to the scan engines should be automated and should not require manual intervention

All binaries from the vendor that are downloaded and distributed must be signed and the

signature verified during runtime for enhanced security

Updates should not cause queuing or rejection of email

Updates should be capable of being rolled back in case required
Should support content filtering based on sender or domain filtering

Should provide content filtering for message body and subject line, blocking messages that

contain keywords for inappropriate content

File filtering should be supported by the proposed solution; file filtering should be based on

true file type.

Common solution for anti-spyware and anti-virus infections; and anti-virus and anti-spyware

solution should have a common web based management console.
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e Should support various types of reporting formats such as CSV, HTML and text files
e Should be capable of being managed by a central management station

e Should support client lockdown feature for preventing desktop users from changing real-time

settings

e Should support insertion of disclaimers to message bodies
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5. KVM

Keyboard, Video Display Unit and Mouse Unit (KVM) and/or other Control Devices/PCs may be
used for the IT Infrastructure Management for which the necessary consoles/devices shall be
placed by Society for IT Initiatives Fund for eGovernance, Haryana in the location earmarked as
Administration Area where the Admin staff will be seated. The KVM unit should provide the

following functionalities:

e [t should be rack-mountable

e |t should have a minimum of 8 ports scalable upto 24 ports.

e |t should support local user port for rack access.

e The KVM switch should be SNMP enabled. It should be operable from remote locations.
e It should support a 15 inch TFT monitor with built-in touchpad and a movable front panel.
e It should support multiple operating system

e It should have serial device switching capabilities

e It should have dual power with failover and built-in surge protection

e It should support multi-user access and collaboration

Technical Specifications:

e AC Power cords, Power Outlet cords, Rack Mounting kit, Software CD, User Manual, Quick

Start Guide etc should beaeqsrenempd. i ed as per equi pme

e Bidder shall only quote for IP KVM solution from brands of ATEN, Altusen, Raritan, Minicomp,
& Dell.

IP KVM on the NET

e Remote access of KVM switches or servers via LAN, WAN, or the Internet

e Multiple user accounts

e Concurrent access to multiple users can log in at the same time

e Message board feature allows logged in users to communicate with other users

e Radius Support

e Browser based access and control

e Windows Client; Java Client for multi-platform support (LINUX/LINUX/UNIX, SUN, etc.)
e Supports TCP/IP, HTTP, HTTPS, UDP, RADIUS, DHCP, SSL, ARP, DNS

e Supports 10Base-T, 100Base-T

e Superior video quality - up to 1600 x 1200

e Advanced security features: 1024 bit RSA; 56 bit DES; 256 bit AES and 128 bit SSL

encryption
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Firmware Upgradeable via RJ-45 Ethernet connection
Remote bootup
OS Support: Windows 2000, Windows XP, Windows Vista, LINUX/LINUX/UNIX and FreeBSD

Network Interfaces: TCP/IP, HTTP, HTTPS, UDP, RADIUS, DHCP, SSL, ARP, DNS, 10Base-
T/100Base-TX, auto sense, Ping.

IP KVM Control Center Over the NET

Complete control of your enterprise i consolidates the management of all ALTUSEN / ATEN

IT devices
Single IP address to securely access every device on the installation

All devices are integrated into a single tree view for centralized access, administration, and

management of a worldwide network from anywhere at anytime

Web browser access over Internet/Intranet provides secure remote connections to all installed

devices
Windows and Java versions for multiplatform support

Easy to use T intuitive browser-based GUI for simplified access to IT equipment in global data

centers and remote offices

Scalability i Multi-user access to hundreds of ALTUSEN / ATEN IT appliances and more than

ten thousand servers and serially controlled devices

A single login provides secure, centralized management of multiple data centers, branch
offices and remote locations Provides centralized management, Role-Based Access and
Control(RBAC), and Reporting Capabilities

Powerful security features that enable integration with Active Directory external authentication

tools

Robust security policies for individual user authorization to the port level
128-bit SSL encryption of all data on the network

Flexible session time-outs

"Strong" user name and password authentication

Network Interfaces allows: TCP/IP, HTTP/HTTPS, SSL, DNS, LDAP/LDAPS

Powerful portal-like interface provides customized permission-based groupings and device

views
ALTUSEN / ATEN IT appliance auto-discovery with device-availability status, and alarms

An array of flexible logging and reporting options with audit trails for diagnostics and

troubleshooting

View and manage active user sessions and active ports in real time
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e OS Support: Windows 2000 Server/2003 Server/2008 Server/XP, Windows Vista, RHEL AS
4.0 and Fedora Core 4

e Unlimited user accounts can be created
e Capable for Backup LOG DATA and provides also LOG server function

e Should be able to create unlimited user and minimum 10 concurrent users should be allowed.
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6. Cabling

e CAT 6/ fiber LAN cables should be laid upto the rack level in the Data Centre.

Dedicated raceways / cable-trays should be used for laying LAN.

Along with LAN cabling, cables for Storage Area Network (SAN) upto the racks in the Data

Centre should also be implemented.

Cabling for KVM switches on the racks should also be done.

Additional cabling requirements on an on-going basis will also need to be catered.

All the cable raceways shall be adequately grounded and fully concealed with covers.

The cables should be appropriately marked and labelled.

Technical Specifications:

e Bidder shall only quote for intelligent cabling solutions with successful installation in India
e Intelligent Network Cabling Solution i Hardware

Detail Specifications:

e The intelligent solution should be based only on a cross connect design to avoid changes

directly on the switch ports.

e The Physical Layer Management solution should be based on the PHYSICAL detection of
patch cord connectivity ONLY.

e It should monitor all patch panel connections and disconnections

e The intelligent panels should have the necessary intelligent hardware and light indicators

integrated in the panels on a per port basis.

e The light guidance (provided by LEDSs) is used when tracing two ends of a patch cord. This is
required to provide patching information in an easy and straightforward manner. Also this is

critical for remote management capability.

e The cross-connect design should be capable to provide solution for reduced patch cords in

the communication rooms.
e Scanning devices should be available in 1 U Rack size
e Panels should be available in standard1U or 2U sizes

e Patch cords are industry standard compliant with one important addition: the patch cords

have an internal/external pr obaeéanthgpatchdordi s referred

e The 9th wire on the patch cords creates a physical circuit connection between the two ports of

the panels for corr eioformafignhysi cal 6 connectivity

e The Intelligent Physical Layer Management Solution should have the capability to detect
automatically and without any human intervention all patch cord connectivity information in

following cases:
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