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1.  Invitation to Bidders / Important dates  

 

This invitation to bid is for ñDesign, Site Preparation, Supply, Installation, Commissioning, 

and Maintenance & Operations of the State Data Centre for a period of five years from the 

date of acceptance of the Data Centreò. The bidders are advised to study the tender 

document carefully. Submission of bids shall be deemed to have been done after careful 

study and examination of the tender document with full understanding of its implications. 

This section provides general information about the Issuer, important dates and addresses 

and the overall eligibility criteria for the bidders. 

ü Issuer 

  Haryana State Electronics Development Corporation Ltd. 

 S.C.O. 111-113, 

Sector 17-B, 

Chandigarh-160017 

Phone: 0172- 2722961, 2722962 

ü Contact Person 

 Mr. Sandeep Kapoor (G.M.)  

ü Address for Bid Submission and Correspondence 

 Haryana State Electronics Development Corporation Ltd. 

 S.C.O. 111-113, 

Sector 17-B, 

Chandigarh-160017 

Phone: 0172- 2722961, 2722962 



HSDC RFP ï Volume I  

 

 

                                Page 8 of 167 

1.1. Key Events & Dates 

Event Target Date 

Non-refundable Tender cost  Rs.10,000/- through Demand Draft / Bankerôs 

Pay Order  from a Scheduled Bank, drawn in 

favour of ñM.D., HARTRONò, payable at 

Chandigarh.  

Sale of tender 21.01.2009 (from 10.00 hrs) till 13.02.2009     

(upto 17.00 hrs) 

EMD Rs. 20,00,000/- in the form of Demand Draft / 

Bankerôs Pay Order, in favor of HARTRON 

payable at Chandigarh from a Scheduled 

Bank. 

Date and Time for Pre- Bid Conference 27.01.2009 at 15.00 hrs. 

Last date to send in requests for 

clarifications on the tender 

26.01.2009 

Last date for submission of bids 13.02.2009 upto 15.00 hrs.    

Opening of Pre qualification bids  13.02.2009 at 15.30 hrs.  

Presentation on technical bid by short-

listed bidders, if required 

16.02.2009 

Declaration of short-list of bidders for 

commercial bid 

17.02.2009 

Opening of commercial bids 17.02.2009 at 15.30 hrs 

Language of the bid This bid should be filled in English language 

only. If any supporting documents are to be 

submitted, in any other language other than 

English, then translation of the same in 

English language, attested by the bidder 

should be attached. 
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2.  Section I -  Eligibility Criteria  

 

The bidder must possess the requisite experience, strength and capabilities in providing the 

services necessary to meet the requirements, as described in the tender documents. The 

bidder must also possess the technical know-how and the financial wherewithal that would 

be required to successfully operate the Data Centre and support services sought by the 

State for the entire period of the contract. The bid must be complete in all respect and should 

cover the entire scope of work as stipulated in the Tender document. The invitation to bid is 

open to all bidders who qualify the eligibility criteria as given below: 

S.No Clause Documents required 

1.  The Bid can be submitted by an individual or a 

consortium.  

 

 

In case of consortium applicant, consortia shall 

submit a valid Memorandum of Understanding 

(MOU) / agreement.   

 

ñConsortiumò shall mean more than 

one company which joins with other 

companies of complementing skills to 

undertake the scope of work defined in 

this RFP.  

 

Memorandum of Understanding (MOU) 

/ agreement among the members 

signed by the Authorized Signatories of 

the companies dated prior to the 

submission of the bid to be submitted 

in original. 

 

The MoU / agreement shall clearly 

specify the prime bidder, stake of each 

member and outline the roles and 

responsibilities of each member.  

2.  The bidder (prime) should be a company 

registered under the Companies Act, 1956 since 

last 3 years. 

Certificate of incorporation. 

3.  Bidder (prime) should be an established 

Information Technology Company/ IT System 

Integrator and should have been in the business 

for a period exceeding three years as on 

31.03.2008. 

Work Orders confirming year and area 

of activity.  

Memorandum and Articles of 

Associations. 

4.  Bidder (prime) must have ISO 9001:2000 

certification.  

Valid Copy of Certificate. 

5.  The bidder (prime) should have commissioned 

and installed at least one Data center project that 

meets all the below mentioned requirements 

during the last Three (3) years as on 31.3.08. 
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S.No Clause Documents required 

 

 

a. An Order Value (including IT and Non-IT but 

excluding basic building structure cost) of 

not less than Rs. 5 crores. 

 

b. Valid BS 7799 / ISO 27001 certification. 

 

Note:  

o Bidderôs in house data centers shall not be 

considered.  

o Bidders who have built their own Internet 

Data Centre (IDC), for commercial use will 

be considered. 

 

 

 

 

a) Copy of work order / client 

certificates. For IDC bidder, 

Certificate from Company Secretary 

confirming the order value/cost.  

 

b) Valid Certification. 

 

 

(IDC bidder shall also submit 

customer work orders.) 

6.  The bidder (prime) should have experience in 

providing Facility management services to at 

least one data center, for the last three years; i.e. 

2005-2006, 2006-07 & 2007-08. 

 

Note:  

o Bidderôs in house data centers shall not be 

considered.  

o Bidders who have built their own Internet 

Data Centre (IDC), for commercial use will 

be considered. 

 

Copy of work order / client certificates..  

 

 

7.  The bidder (Prime / Consortium partner) should 

have a CMMI level 5 Certificate. 

Valid CMMI Level -5 certificate. 

8.  The bidder (prime) should have positive net worth 

and a turnover of more than Rs. 100 crores for 

each of the last three Financial Years ending on 

31.03.2008. 

 

Chartered Accountant certificate for 

Net-worth.  

Copy of the audited profit and loss 

account of the company showing 

turnover of the company for last three 

years. 

9.  a) The bidder (prime) must have on its roll  at 

least 100 technically qualified professionals in 

networking, systems integration and prior 

experience in providing the Data Center 

Infrastructure maintenance services as on 31-

a) Certificate from bidders HR 

Department for number of 

Technically qualified professionals 

employed by the company. 
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S.No Clause Documents required 

03-08.  

b) At least five resources should be ITIL certified 

and five resources should be BS 7799 / ISO 

27001 lead Auditor or Lead Implementer 

certified. 

 

b)  Name of the employees along with 

certified copies of the certifications 

done, which are ITIL / BS 7799 / 

ISO 27001 lead Auditor or Lead 

Implementer certified to be 

provided. 

10.  The bidder (prime) should furnish, as part of its 

bid, an Earnest Money Deposit (EMD) of          

Rs. 20,00,000/- (Twenty lac only) 

The EMD should be denominated in 

Indian Rupees, and should be in the 

form of a Demand Draft / Bankerôs Pay 

Order issued by a Nationalized / 

Scheduled Bank, in favor of MD, 

HARTRON. 

11.  The Bidder and all consortium partners shall not 

be under a Declaration of Ineligibility for corrupt 

or fraudulent practices or blacklisted with any of 

the Government agencies. 

 

Declaration in this regard by the 

authorized signatory of the prime 

bidder. 

12.  The bidder (prime) should submit  valid letter from 

the OEMs confirming following: 

 

 Authorization for bidder. 

 Confirm that the products quoted are not 

end of life products.  

 Undertake that the support including 

spares, patches for the quoted products 

shall be available for next 6 years. 

  

OEMs include: 

o Computer Infrastructure 

o Networking Infrastructure 

o Storage Infrastructure 

o UPS 

o HVAC 

o Generator 

o Fire detection & Suppression 

o Surveillance 

 

13.  The bidder (prime) should have an office in the 

state. However, if the local presence is not there 

in the state, the bidder should give an 

undertaking for establishment of an office, within 

two months of award of the contract. 

 

 

Relevant Documents or Undertaking 

signed by the Authorized Signatory. 

14.  All pages of the documents should be duly 

stamped and signed. 

 

15.  Complete set of documents should be properly 

indexed. 

 

 

 

* Where ever necessary, proofs should be submitted.  
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3.  Section II -  Project Profile  

3.1. SDC Overview 

The National e-Governance Program (NeGP), approved by the Government of India, aims to 

significantly transform and improve the way the Government provides services to its citizens. 

It is envisaged to move from a government-centric to a citizen-centric paradigm in service 

provisioning; to start treating citizens as government customers; and to empower them to 

demand convenient, cost effective and transparent services from the government.  

NeGP comprises of several projects spread across a number of sectors which are to be 

implemented either by the line ministries/departments at the central government or by state 

governments, as well as integrated projects spanning across multiple ministries /  

departments / agencies. To support implementation of the Mission Mode Projects under 

NeGP and also to ensure adherence to common principles and policies towards realization 

of the vision, NeGP has identified 3 core components of core infrastructure projects, 

including: 

 State Wide Area Network (SWAN), 

 Common Service Centre (CSC), 

 State Data Centre (SDC). 

SDC is envisioned as the óShared, reliable and secure infrastructure service centre for 

hosting and managing the e-Governance Applications of State and its constituent 

departmentsô. SDC is envisaged to establish a robust infrastructure to enable the 

Government to deliver the services, quickly and effectively to its stakeholders. The proposed 

State Data Centre, connected to the State Wide Area Network (SWAN), shall provide the 

access to the e-Governance applications & Services to Government employees through 

Intranet and to the citizens through public Internet / CSCôs, etc. Through such a Shared 

Service Centre implemented and managed by a competent Implementation Agency, the 

individual departments can focus more on the service delivery rather than on the issues 

surrounding the Infrastructure. 

3.2. Haryana SDC 

In reference to the guidelines provided by DIT for State Data center, Government of Haryana 

had submitted a Detailed Project Report (DPR) for Haryana State Data Center, which has 

been approved by the MIT, DIT. Based on the approved DPR, it is proposed to create a 

Haryana State Data Center (HSDC) for the State to consolidate its services, applications and 

infrastructure to provide efficient electronic delivery of G2G, G2C and G2B services. SDC 

infrastructure shall provide adequate space to house ICT assets of various departments 

within the state in an environment that meets the need for reliability, availability, scalability, 

security and interoperability. Haryana State Data Centre will act as a mediator and 

convergence point between open unsecured public domain and sensitive government 

environment. It will enable various departments to host their services / applications on a 

common infrastructure leading to ease of integration and efficient management, ensuring 

that computing resources and the support connectivity infrastructure (HRSWAN/NICNET) is 

adequately and optimally used.  
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The HSDC will be equipped to host / co-locate systems (e.g. Web Servers, Application 

Servers, Database Servers, SAN, etc.) in a heterogeneous IT environment. 

 

The State has appointed ñHaryana State Electronics Development Corporation 

Limited (HARTRON)ò as their State Implementation agency (SIA). 

 

The HSDC is presently planned on the ground floor of Haryana Mini Secretariat, and is 

collocated with the Haryana SWAN, Network Operating Center which lies in the seismic 

zone IV. Refer Section 12 of Volume ï II for detailed floor layout.  The proposed Data 

Center is being planned with a total area of 2190 sq.ft which will include, a server farm 

area of 1085 sq.ft, Utility area of 516 sq.ft, Building Management area of 205 sq.ft, 

Operation area of 100 sq.ft, Staging area of 86 sq.ft, Common passage of 150 sq.ft and 

Security desk of 48 sq.ft. 

 

The list of application that are proposed to be hosted in the HSDC over a period of five years 

are:  

3.2.1. Application Details 

S.No Name of the 

Department 

Name of the Application Tentative Date of  

Application Hosting at 

Data Centre 

Note: T= 1st April 2009. 

Current Applications   

1.  Revenue Department 
Haryana Registration 

Information System (HARIS) 

T+6 months 

2.  
Treasuries 

Department 

On-line Treasuries 

Information System (OTIS) 

T+36 months 

3.  Revenue Department 

Land Records 

Computerization Project 

(HALRIS - Haryana Land 

Records Information System) 

T+24 months 

4.  Transport Department 

Transport Department 

Application (Vahan & 

Sarathi) 

T+15 months 

5.  

Department of Social 

Justice and 

Empowerment 

Old Age Pension Information 

System (OLAP) 

T+6 months 

6.  
Department of Excise 

and Taxation 

Comprehensive 

computerization of Excise 

and Taxation department 

T+12 months 

7.  Group Application e-Procurement  Zero months 
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S.No Name of the 

Department 

Name of the Application Tentative Date of  

Application Hosting at 

Data Centre 

Note: T= 1st April 2009. 

8.  
Department of 

Industries 
Industrial Portal 

Zero months 

Planned Applications   

1.  Urban Development 
House Tax Assessment and 

Collection System 

T+9 months 

2.  

Department of Social 

Justice and 

Empowerment 

Below Poverty Line 

Households Survey [BPL] 

Query System 

T+6 months 

3.  
Administrative 

Department 
Vidhan Sabha 

T+15 months 

4.  Election Department 
Web Enabled Electoral Rolls 

System (WEER) 

T+3 months 

5.  Finance Department 
Payroll Information System 

(PAY) 

T+18 months 

6.  Group Application 
Personnel Information 

System (PIS) 

T+18 months 

7.  Group Application 
Diary and Dispatch 

Monitoring System (DAK) 

T+18 months 

8.  Group Application 
Court Case Monitoring 

System (COURT) 

T+18 months 

9.  Group Application 
Meeting Management 

System (MMS) 

T+18 months 

10.  Finance Department 
Integrated Budget 

Information System 

T+4 months 

11.  Group Application 

Centralized File Movement 

and Tracking Information 

System (CeFMaTIS) 

 T+18 months 

12.  
Education 

Department 

Education Information 

System 

T+12 months 

13.  

Department of Urban 

and Rural 

Development 

Birth & Death Certificates 

Issuance System 

T+3 months 

14.  Home Department 

Court Cases Management 

System of Advocate General 

Office 

T+6 months 
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S.No Name of the 

Department 

Name of the Application Tentative Date of  

Application Hosting at 

Data Centre 

Note: T= 1st April 2009. 

15.  
Housing Board 

Department 

Allottees information system 

of Housing Board 

T+24 months 

16.  Power Department 
On-line Electricity Billing 

system 

T+6 months 

17.  HUDA 

Plot and Property 

Management & Financial 

Accounting System 

T+6 months 

18.  Irrigation Department 

BUCAP - Budgeting, 

Costing, Accounting and 

Project Management System 

T+36 months 

19.  
Public Works 

Department 
Architecture Application 

T+36 months 

20.  HPSC 
Haryana Public Service 

Commission 

T+4 years 

 

The current applications have been developed by NIC and are running on a de-centralized 

mode on windows platform with SQL as the backend and Crystal reports as the reporting 

tool.  

 

3.2.2. Envisaged Outcomes 

a. Reduced costs of Infrastructure creation, Monitoring, Management for State of Haryana  

and its constituent Departments 

b. Enhanced reliability & security of Information Systems through centralized 

management of IT Infrastructure adopting the necessary measures and practices: 

i. Dynamic Scalability 

ii. Centralized and Simplified Management  

iii. Improved quality of Data housekeeping 

iv. Lower risk of data loss 

v. Better management of security & access control 

vi. Guaranteed Service Levels 

c. Reduced administrative burden for State of Haryana & its departments by avoiding 

necessity of vendor management, addressing the technical issues surrounding the IT 

Infrastructure on a standalone basis by each department. 

d. Efficient & effective management of Information Security related issues across the 

Government locations. 
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e. Aggregation of IT Infrastructure (Hardware, Storage, Networking and Software) and 

Management Resources. 

f. Optimal Utilization by sharing of IT Infrastructure Resources to meet individual peak 

loads. 

g. Standardization of Systems 

i. Improved Scalability 

ii. Faster Implementation cycle times 

h. Stable and Predictable Physical and Technical Environment. 
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 Application with configuration details to be hosted in the State Data Centre for Final Acceptance Test 

 

Department Organization 

Name Of 

Application 

Implemented 

No of 

Centralized 

Server 

Current 

Backup 

Mechanism 

Present 

Storage 

Capacity 

Additional 

Storage 

Capacity 

Connectivity 

Internet 

Internet  

Bandwidth  

in next 3 

years 

Leased Lines ISDN Dialups  

     
Size in 

TB 

Size in 

TB 
1 Mbps 2Mbps 

128

kbp

s 

256kbps 768kbps   

Election  Haryana 

Application 

for Election 

commission 
2 

Magnetic 

Tape 
3 2        

              

 

Note: 

Based on the data requirement, per district approximately 80 GB is required. Total districts in state = 21. Hence total database = 22*80 = 1.8 

TB. Also assuming the data digitization requirement for the coming years, plus the requirement for keeping the old data for the years, the total 

requirement is around 3 TB. Presently the applications used are ñ.netò ñsql 2007ò.
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4.  Section III ï Scope of Work  

 

The minimum specified scope of work to be undertaken by the bidder for setting up and 

operating Haryana SDC is mentioned below.  The selected bidder shall design the Data 

Centre to ensure an uptime of 99.749% on a quarterly basis. 

The selected bidder shall build and thereafter operate, and maintain the SDC for a period of 

5 years from the date of successful completion of Final Acceptance Test (FAT). There are 

two distinct phases amongst has been categorized i.e. ñBuildò and ñOperateò phase.  

4.1. Phase I: Build Phase 

4.1.1. Design 

 

a. Structural Soundness to be re-validated and site strengthening to be undertaken  

The State shall provide the raw site for setting up the proposed SDC. Once the site 

has been handed over, it shall be the responsibility of the DCO to carry out and 

certify the structural soundness of the site for setting up the proposed SDC.  

In general, the site is a healthy structure in totality and some of the features are as 

below: 

Å The building is derived out of a specific structural grid system 

Å There is no visible damage seen across the premises. 

Å The construction work also seems to be fair. 

Å The main line of structural system is framework type (i.e. Column and Beam Grids) 

Å The Structural systems have an exposed R.C.C finish. 

Å The depths of the beam and the spanning shows adequately safe grid spanning 

systems. 

Å There is an expansion joint for the building which runs through the space allocated 

for the Data Centre.  

Å There are 3 service ducts existing within the allotted area. 

Å These service ducts could possibly be used for any services if the need be. 

Å In the back side of the premises there is a small patch of pathway with 2 water 

collection pits or chambers which has a connection from the ducts. Then follows 

the garden area and after that till the margin there is a road and parking area. 

Å The back side area is ideal for executing the outdoor units of the precision A.C 

some more services which are suitable to be placed there.. 

Å As far as the structural load bearing is concerned, the design is catering to zone-

IV. 

Å The loading capacity is close to 400 kg/square meter but that still needs to be 

verified and certified by a structural consultant. 

 

b. To finalize site layouts and submit working diagrams  

The basic layout has been provided as a part of this RFP however, DCO is at liberty to 

suggest improvements. Therefore, the basic site layout shall be mutually agreed 

between the State and the DCO. Subsequently the DCO shall submit all working 
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drawings; partial list of drawings is indicated below. For these purposes, the DCO shall 

have to provide the services of a practicing Architect and all the drawings shall be 

signed by this architect. The architect would be required to provide his registration 

number as well and also sign any documents which may be required for legal 

compliance for the changes that would be undertaken in the building.   

i. Basic layout 

ii. Access Control system layout 

iii. False ceiling layout 

iv. Electrical layout (Including PAC and other requirements) 

v. Lighting layout 

vi. Loose furniture details 

vii. Fix furniture details 

viii. Civil addition and alteration details 

ix. Internal / sectional elevation 

x. Cabling Layout 

xi. CCTV layout 

xii. Rodent repellent layout 

xiii. Fire Extinguisher layout (including manual switches) 

xiv. Water / leak detection system layout 

xv. Other drawings as required by the State.  

 

4.1.2. Site preparation  

The DCO shall carry out the site preparation as per the finalized layouts. ñHaryana State 

Electronics Development Corporation Limited (HARTRON)ò, shall provide the necessary 

minimum constructed space for locating the SDC. The DCO shall also be responsible for 

obtaining necessary clearances which shall enable them to undertake civil, electrical, and 

mechanical works at the SDC site. The Nodal Agency shall support and facilitate the DCO in 

obtaining the clearances.         

 

Based on the structural soundness assessment, the DCO shall carry out site strengthening.  

DCO would undertake site strengthening to ensure floor loading capacity (superimposed live 

load) of minimum 175 lbs/sq.ft and a maximum of a 250 lbs/sq.ft. DCO will have to submit a 

certificate from a Structural Engineer confirming compliance with the above.  It shall be the 

responsibility of the DCO to rectify any other structural defects identified during the 

inspection. The bidders are free to inspect the site prior to submitting their proposals. In case 

of non-conformance due to the unavoidable building constraints the State and the DCO shall 

agree mutually on alternate arrangements.   
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If on verification the bidder feels that site strengthening is required then the cost for 

the same will be quoted separately in the financial bid indicating all the parameters.  

4.1.3. Supply installation and commissioning of Non IT components 

The DCO shall procure and supply all Non-IT components. The DCO shall be required to 

undertake all the necessary civil, electrical, plumbing and mechanical works including false 

ceiling / flooring, partitioning, installation of electrical component, cable laying etc. and other 

necessary services to create the Non- IT / Physical infrastructure.  

Installation shall mean, to install and configure / integrate every component and subsystem 

component, required for functioning of the Data center. 

Based on generic solution design, minimum capacities and specifications for the 

components have been worked out and described in Volume II of the RFP. However, these 

are only bear minimum requirements and the Bidder is at liberty to suggest better solutions, 

especially which impact the Power, HVAC and SLA requirements of the data center. 

4.1.4. Supply installation of IT Components 

The DCO shall procure and supply all IT components (active and passive). The DCO would 

be required to under take all necessary works related to installation of all the components.  

Installation shall mean to install and configure/integrate every component and 

subsystem/component required for functioning of Data Center.  

Based on generic solution design, minimum capacities and specifications for the 

components have been worked out and described in Volume II of the RFP. However, these 

are only bear minimum requirements and the Bidder is at liberty to suggest better solutions 

to meet the overall SLA requirements.  

 

4.1.5. Acceptance testing 

Before the Acceptance Test is done, the DCO is required to obtain the ISO 27001 and ISO 

20000 certification for the Data Centre. HARTRON will form a sub-committee called the 

Testing Committee for performing the Partial Acceptance test and Final Acceptance Test, 

which will be supported by the Consultant for deriving forms for testing, reports etc.  

The acceptance test shall be done in two Phases. 

1. Partial Acceptance Test 

2. Final Acceptance Test 

 

4.1.6. Partial Acceptance test:   

In the Site Preparation and build-up Phase (T+16), as a parallel activity, the Partial 

Acceptance Test will also start. The partial acceptance tests will be done in two parts: 

1. Pre dispatch test (Factory inspection) 

2. Pre installation test (documentation , testing reports)  

Pre Dispatch Test:  

The Testing Committee reserves the right to inspect equipments and material, prior to 

dispatch. The Supplier should submit the Factory Acceptance Test reports for approval of 

The Testing Committee.  The cost of all such tests shall be borne by the Supplier. If any of 
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the inspected goods fail for confirm to specification after installation, HARTRON may reject 

them and the Supplier shall have to replace the rejected goods. In case of inspection waiver, 

the same shall be obtained before the dispatch of goods from the testing committee. 

Inspection of rest of material shall be done on site by the Testing Committee. Sample 

approval should be obtained before installation for such material. 

 

Pre Installation Test:   

In the pre-installation test, once the factory inspection is over, the parameters of the 

equipments will be verified whether it is in accordance to the RFP and the standards 

available. The Committee will also verify whether the installation has been done as per the 

procedures and standards laid and whether the equipments have all the required 

documents, like testing reports etc.   

 

4.1.7. Final Acceptance Test 

After successful installation of the equipments in accordance with the requirements in 

the RFP, an Acceptance Test shall be conducted. The service level parameters will 

be tested for alteast 30 days of trouble free operation. Test Certificate shall be issued 

by HARTRON to the DCO. 

The date on which Final Acceptance certificate is issued shall be deemed to be the 

date of successful commissioning of the Data Center. 

The test shall include the following but not limited to:   

a. All Civil, electrical, air conditioning, etc., are completed as per the industry 

standard and minimum specifications. 

b. All hardware and software items must be installed at particular site as per the 

specifications. 

c. Availability of all the defined services shall be verified. The successful bidder shall 

be required to demonstrate all the features/facilities/functionalities as mentioned 

in the RFP. 

d. The Testing Committee in consultation with the Consultant shall define detailed 

test plan. 

e. Successful bidder will arrange the test equipment required for performance 

verification. Successful bidder will also provide documented test results. 

f. All documentation as defined should be completed before the final acceptance 

test. 

g. The training requirements as mentioned should be completed before the final 

acceptance test. 

Any delay by the Bidder in the Final Acceptance Testing shall render the Bidder liable 

to the imposition of appropriate Penalties. 

 

On the successful completion of the final acceptance and after the committee so 

constituted to conduct the acceptance test  are satisfied with the working of the 
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system, the acceptance certificate signed by the authorized representative of bidder, 

and the Consultant will be issued.  

 

The date on which final acceptance certificate is issued shall be deemed date of the 

successful commissioning of the Data Center. Any delay by the successful bidder in 

the performance of its contracted obligations shall render the successful bidder liable 

to the imposition of appropriate liquidated damages, unless agreed otherwise by 

tenderer. 

4.1.8. Application for FAT 

Successful hosting of at least one departmental application initially required for FAT 

purpose. The HARTRON has identified Election Commissionôs Database, for 

Haryana State Data Centre FAT.  

DCO will require to co-ordinate with application owner / HARTRON and get the 

necessary infrastructure for hosting the application. 

After successful installation of the data center, in accordance with the requirements 

in the RFP, Final Acceptance Test shall be conducted where in service level 

parameters will be tested for alteast 30 days of trouble free operation. After the 

successful testing of SDC Infrastructure, the election data shall be put to live usage 

in the SDC. After successful commissioning of the application in SDC, all the 

concerned service parameters will be tested for alteast 15 days.  

 

Subsequent Applications 

1. Once the FAT is issued by the HARTRON to DCO and HSDC Project gets 

into the Operations Phase, it would be required to host various departmental 

applications including the list given in this RFP. DCO has to provide the 

required support in terms of hosting the application at HSDC. 

2. DCO would also be required to continuously monitor the departmental 

applications in terms of availability and performance. 

3. Monitor components, including but not limited to, Application servers, Web 

Servers, Middleware and other application servers on an ongoing basis to 

ensure smooth functioning of the applications so that services can be offered 

to the citizens as well as state government employees. 

4. Prior to hosting such departmental applications, DCO needs to ensure that all 

such applications systems & infrastructure meets the basic standards. This 

would be also required for compliance purposes such as ISO 27001, ISO 

20000, or as per Client or departmental requirements. 

Any delay by the DCO in the Final Acceptance Testing shall render the Bidder liable 

to the imposition of appropriate Penalties. In the event the DCO is not able to 

complete the installation due to non availability of bandwidth from the bandwidth 

service providers, the DCO and HARTRON may mutually agree to redefine the 

Network so the Bidder can complete installation and conduct the Final Acceptance 

Test within the specified time 
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4.1.9. Training and Documentation 

The selected bidder shall conduct training after installation and commissioning has 

been completed. Training will be provided for a batch of 10 people for 7 days at the 

HSDC premises or at any other location as decided by HARTRON. All the training 

material will be provided by the Implementation Agency. The training shall cover both 

IT and Non-IT components involved in the buildup of HSDC. 

The Bidder will also provide documentation, which follows the ITIL (Information 

Technology Infrastructure Library) standards.  

Indicative list of documents include: 

a. Project Commencement: Project Plan in MS Project giving out micro level 

activities with milestones & deadlines. 

b. Delivery of Material: Original Manuals from OEMs.  

c. Training: Training Material will be provided, which will include the presentations 

used for trainings and also the required relevant documents for the topics being 

covered. 

d. Process documentation: The bidder shall be responsible for preparing process 

documentation related to the operation and maintenance of each and every 

component of the HSDC. The prepared process document shall be formally 

signed off by HARTRON before completion of final acceptance test. 

i. The selected bidder shall document all the installation and commissioning 

procedures and provide the same to HARTRON, within one week of the 

commissioning of HSDC. 

ii. The Selected bidder shall submit a complete set of Floor Layout Drawings, 

BMS components, Single Line diagram, complete cabling system layout (as 

installed), including cable routing, telecommunication closets and 

telecommunication outlet/ connector designations. The layout shall detail 

locations of all components and indicate all wiring pathways. 

iii. Manuals for configuring of switches, routers, firewall, IPS etc shall be 

provided by the selected bidder. 

iv. The selected bidder shall be responsible for documenting, configuration of all 

devices and keeping back up of all configuration files, so as to enable quick 

recovery in case of failure of devices. 

4.1.10. Key Considerations 

Some of the key considerations for designing the SDC are as follows: 

a. Availability 

All the components of the HSDC must provide adequate redundancy to ensure 

availability of the e-Governance applications and the Data Centre services. 

Designing for availability assumes that systems will fail, and therefore the systems 

are configured to mask and recover from component or server failures with minimum 

application outage.  

 

b. Interoperability 
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The entire system/subsystem should be interoperable, in order to support information 

flow and integration. Operating systems and storage technologies from several 

vendors must interact well with each other. These systems should support the open 

architecture solutions such as XML, LDAP, SOAP, etc. where information / data can 

be ported to any system, whenever desired.  

 

c. Integration of SDC with SWAN 

Another most important aspect which should be taken care while designing HSDC is 

about seamless integration with SWAN and CSC. The SWAN Network Operating 

Center (NOC) is situated adjacent to the proposed site of Data center. Presently 1 

State Network Center, 22 District Head Quarters, 110 District Network Centers, 120 

Blocks are presently connected and working. The SWAN and Data Center will be 

directly integrated using optical Fiber. Provisioning and Maintenance of connectivity 

between the SDC and SWAN shall be the responsibility of the SWAN operator.  

 

 

d. Internet bandwidth at HSDC 

DCO shall be responsible for provisioning of internet bandwidth. Payment towards 

the cost of the internet bandwidth and selection of the internet service provider will be 

done by HARTRON. It will not be the DCO responsibility. 

Initially the internet bandwidth that will be required for running this centre will be 8 

Mbps unshared bandwidth to start off with  as all CSCôs would be accessing the SDC 

in the first Phase itself. In the quarterly review, the DCO will present the bandwidth 

status and will project the bandwidth requirement if any. Internet bandwidth shall be 

provided from two different service providers and it will be DCOôs responsibly to 

ensure seamless connectivity to the Data centre. As the demand for bandwidth 

increase, it will be the responsibility of the DCO to have the provision for scaling up 

accordingly.    

e. Security 

The HSDC shall be designed for an end-to-end security blanket to protect 

applications, services, data and the infrastructure from malicious attacks or theft from 

external (through internet) and internal (through intranet) hackers. Using Firewalls 

and Intrusion detection systems such attacks and theft should be controlled and well 

supported (and implemented) with the security policy. The virus and worms attacks 

should be well defended with Gateway level Anti-virus system, along with workstation 

level Anti-virus mechanism. HSDC should be designed to make use of the SSL/VPN 

technologies to have secured communication between Applications and its end 

users. Furthermore, all the system logs should be properly stored & archived for 

future analysis and forensics whenever desired.  

The SDC layout should be divided into domains such as: 

 Trusted Zone ïis the secure zone which has a restricted access. This zone 

mainly consists of storage, database and management servers which are not 

directly accessible to the outside zone. The trusted zone is separated using 

strong access control and a firewall, which provides an additional level of 

security to the infrastructure.  
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 De-militarized Zone ï (DMZ) would be a "neutral zone" between SDC's 

internal network and the outside extranet network. It would prevent extranet 

users from getting direct access to the servers. In other words, this is a small 

network that lies between a trusted internal network (SDC LAN), and an un-

trusted external network (such as the public Internet). Mostly the DMZ 

contains devices accessible to Internet traffic, such as Web, FTP, SMTP and 

DNS servers.  

 

4.2. Phase II: Operation Phase 

It is envisaged that various Government departments would require Data Center 

services either or combination of the following services: 

× Co-Location of the Server Infrastructure: 

In this scenario, the DCO shall give the Rack space and the basic Data Center 

Infrastructure services to the concerned departments. Day-to-day maintenance 

and administration of the Application / Database Servers would be the 

responsibility of the concerned departments. 

 

× Hosting Services for the Software Application: 

In this scenario, departments would use Data Center Servers to host their 

application and would require support in hosting and maintenance of the Server 

Hardware besides the basic Data Center Infrastructure services. 

 

× Advanced Data Center Services: 

In this scenario, DCO shall give various types of services to the departments 

depending upon their individual requirements. These services would contain 

application / database migration, application enhancement, database tuning, 

database / application administration, etc. These services would be ideally 

required in addition to any of the first two types of services. 

 

Based on above three types of the requirements from the departments, the scope of work for 

the Operations Phase has to be categorized under three service categories as depicted in 

the figure 2. below. Basic Infrastructure Services are mandatory services to be provided by 

the DCO to ensure seamless SDC operations. Apart from Basic Infrastructure Services, 

some departments would opt for hosting services while some departments would even opt 

for advanced services for database / application management as per their specific 

requirements.  
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Services Portfolio at the State Data Centre

I. Basic Infrastructure 

Services
II. Hosting Services III. Advance Services

 

Figure 2: Service Portfolio at HSDC 

 

The services specified under Application related services include value added services and 

to avail these services the Departments shall have to make additional payments. This RFP 

provides a framework based upon which the department and the DCO can mutually agree 

on additional payments commensurate to the effort required by DCO.  

 

4.2.1. Pre-requisites for the services 

a. DCO and State User Department should agree upon the contractual period for 

providing the necessary services. 

b. DCO and State User Department should agree upon the service period window 

(e.g. 24x7x365, 16x7x365, etc.) for providing the necessary services. 

c. State User Department and DCO should agree upon the application(s) to be 

supported by DCO. 

d. Servers, necessary OS & other software, Database Licenses and other 

infrastructure necessary for hosting the application(s) would be provided by the 

State User Department. 

4.2.2. Basic Infrastructure Services 

Following services shall be provided by the DCO under the basic infrastructure 

services: 

a. Ensure availability of the HSDC infrastructure (both physical and IT) including but 

not limited to Power, Cooling, CCTV, Access Control, Racks, Firewall, Storage 

and other peripheral equipment installed at the time of HSDC commissioning. 

b. Facilitate hosting of departmental application infrastructure at the HSDC: 

i. Provide rack-space. 
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ii. Provide power & cooling requirements up-to the servers and associated 

infrastructure. 

iii. Provide testing / staging infrastructure for testing the application infrastructure 

before hosting on the racks. 

iv. Ensure availability of the other peripheral infrastructure such as CCTV, SAN, 

network etc. 

c. Provide internet connectivity and ensure connectivity with SWAN. Ensure 

scalability in terms of availability of physical space, racks and supporting 

infrastructure.  

d. Provide physical space for seating departmental staff at HSDC. This arrangement 

needs to be worked out in discussion with HARTRON. This will also depend upon 

the space available at HSDC. 

e. Provide access card activation service for access to the server farm area in 

consultation with the respective user departments. 

f. Provide locked server cabinets for storage, with IP-based CCTV surveillance and 

hand key biometric access to all areas.  

g. Proactive and reactive maintenance, repair and replacement of defective 

components (physical and other peripheral IT infrastructure) installed at the Data 

center through this RFP.  The cost for repair and replacement shall be borne by 

the DCO. 

h. Any component (physical & IT installed at the time of HSDC commissioning) that 

is reported to be faulty / non-functional on a given date should be either fully 

repaired or replaced by temporary substitute (of equivalent configuration) within 

the time frame agreed upon in the Service Level Agreement (SLA).  

i. Proactive monitoring of the entire basic infrastructure installed at the HSDC 

through building management software. 

j.  DCO shall maintain records of the maintenance of the basic infrastructure and 

shall maintain a logbook on-site that may be inspected by the State at any time. 

4.2.3. Hosting Services 

Hosting Services shall include a range of services related to the IT infrastructure at the data 

center.  These services shall not involve any application related work. Following services 

shall form a part of managed services: 

 Basic Infrastructure Services 

Refer above for detailed description of Basic Infrastructure Services 

 Help Desk Services 

The help desk service will serve as a single point of contact for all incidents and service 

requests at the HSDC. The service will provide a Single Point of Contact (SPOC) and also 

escalation / closure of incidents for the user departments whose infrastructure is hosted at 

the data center. The activities shall include: 

i. Provide Help Desk facility during agreed service period window for reporting 

user department incidents / issues / problems with the IT infrastructure. 
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ii. Provide necessary channels for reporting issues to the help desk. The incident 

reporting channels could be the following: 

 Specific E-Mail account 

 Toll-free dedicated Phone Numbers 

 Portal 

iii. Implement a call logging system in line with the severity levels as per the SLAs. 

The Help desk shall log user calls related to HSDC infrastructure and assign an 

incident/ call ID number. Severity shall be assigned to each call as per the 

SLAs.  

iv. Track each incident / call to resolution. 

v. Escalate the calls, to the appropriate 

levels, if necessary as per the escalation 

matrix agreed between the DCO and the 

user department. The escalation matrix 

shall be developed by the DCO in 

discussion with the HARTRON.  

vi. Coordinate with respective vendors for 

closure of calls. 

vii. Analyze the incident / call statistics and 

provide monthly reports including but not 

limited to: 

 Type of incidents / calls logged 

 Incidents / calls resolved 

 Incidents / calls open 

viii. Creation of knowledge base on frequently asked questions to assist user 

departments in resolving basic issues themselves.  

 

 Monitoring & Management Services 

The DCO shall provide monitoring and management services for an agreed service 

window during the agreed contractual period from the date of final acceptance test. 

The scope of the services for overall Physical and IT infrastructure management 

during this period shall include Monitoring, Administration and Management of the 

entire HSDC infrastructure. The entire stack of monitoring and management services 

(as depicted in the figure alongside) shall include the following: 

i. Help Desk Services 

ii. Server Monitoring, Administration & Management Services 

iii. Database Administration & Management Services 

iv. Storage Administration & Management Services 

v. Backup & Restore Services 

vi. Security Administration Services 

 

Help Desk Services

Server Monitoring, Administration & Management 

Services

Database Administration & Management Services

Storage Administration & Management Services

Backup & Restore Services

Security Administration Services
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Each of these services is detailed in following sections. For Help Desk Services, refer 

the above section. 

 

 Server Monitoring, Administration & Management Services 

The activities shall include: 

i. Configuration of server parameters, operating systems administration and tuning.  

ii. Operating system administration, including but not limited to management of 

users, processes, resource contention, preventive maintenance and 

management of upgrades including migration to higher versions and patches to 

ensure that the system is properly updated.  

iii. Re-installation in the event of system crash/failures. 

iv. Maintenance of a log of the performance monitoring of servers including but not 

limited to monitoring CPU, disk space, memory utilization, I/O utilization, etc.  

v. Event log analysis generated in all the sub systems including but not limited to 

servers, operating systems, databases, applications, security devices, 

messaging, etc. Ensuring that the logs are backed up and truncated at regular 

intervals.  

vi. Periodic health check of the systems, troubleshooting problems, analyzing and 

implementing rectification measures.  

vii. Ensuring the upkeep of existing systems that would be reused and also 

incorporate necessary changes for new applications if any during the tenure of 

the contract. 

viii. Troubleshooting issues in the infrastructure, network and application of user 

department to determine the areas where fixes are required and ensuring 

resolution of the same. 

ix. Identification, diagnosis and resolution of problem areas pertaining to the HSDC 

infrastructure and application and maintenance of assured SLA levels. 

x. Implementation and maintenance of standard operating procedures for 

maintenance of the infrastructure based on the Stateôs policies. 

xi. Management of the user names, roles and passwords of all the relevant 

subsystems, including, but not limited to servers, applications, devices, etc.  

xii. System administration activities shall include tasks including but not limited to 

setting up the servers, executing hardware and software updates when 

necessary. 

 

 Database Administration & Management Services 

The activities shall include: 

i. End-to-end management of database on an ongoing basis to ensure smooth 

functioning of the same.  

ii. Management of changes to database schema, disk space, storage, user roles. 

iii. Conduct code and configuration reviews to provide tuning inputs to the State / 

User Department in order to improve the application performance or resolve 

bottlenecks if any. 
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iv. Performance monitoring and tuning of the databases on a regular basis including, 

preventive maintenance of the database as required.  

v. Management of database upgrade or patch upgrade as and when required with 

minimal downtime. 

 

 Storage Administration & Management Services 

The activities shall include: 

i. Installation and configuration of the storage system at SDC. 

ii. Management of storage environment to maintain performance at desired 

optimum levels. 

iii. Development of storage management policy, configuration and management of 

disk array, SAN fabric / switches, NAS, tape library, etc. 

iv. Configuration of SAN whenever a new application is hosted on the SDC. This 

shall include activities such as management of storage space, volume, RAID 

configuration, LUN, zone, security, business continuity volumes, NAS, 

performance, etc. 

 

 Backup & Restore Services 

The activities shall include: 

i. Backup of operating system, database and application as per stipulated policies 

at the SDC.  

ii. Monitoring and enhancement of the performance of scheduled backups, 

schedule regular testing of backups and ensure adherence to related retention 

policies. 

iii. Ensuring prompt execution of on-demand backups of volumes, files and 

database applications whenever required by User Departments or in case of 

upgrades and configuration changes to the system. 

iv. Real-time monitoring, log maintenance and reporting of backup status on a 

regular basis. Prompt problem resolution in case of failures in the backup 

processes. 

v. Media management including, but not limited to, tagging, cross-referencing, 

storing, logging, testing, and vaulting in fire proof cabinets.  

vi. Physical security of the media stored in cabinets.  

vii. Ongoing support for file and volume restoration requests at the HSDC. 

 

 Security Administration Services 

The activities to be carried out under security administration shall include: 

i. Addressing the ongoing needs of security management including, but not limited 

to, monitoring of various devices / tools such as firewall, intrusion detection, 

content filtering and blocking, virus protection, and vulnerability protection 

through implementation of proper patches and rules. 
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ii. Root domain administration by creating the root and sub-domains and setting the 

root level security policies such as authentication mechanisms (single/multi 

factor), password policies such as password length, password complexity, 

password expiry, account lockout policy, certificate policies, IPSEC policies etc.  

iii. Maintaining an updated knowledge base of all the published security 

vulnerabilities and virus threats for related software and microcode etc. 

iv. Ensuring that patches / workarounds for identified vulnerabilities are patched / 

blocked immediately. 

v. Respond to security breaches or other security incidents and coordinate with 

respective OEM in case of a new threat is observed to ensure that workaround / 

patch is made available for the same.  

vi. Provide a well-designed access management system, security of physical and 

digital assets, data and network security, backup and recovery etc. 

vii. Maintenance and management of security devices, including, but not limited to 

maintaining firewall services to restrict network protocols and traffic, detecting 

intrusions or unauthorized access to networks, systems, services, applications or 

data, protecting email gateways, firewalls, servers, from viruses. 

viii. Ensuring that the security policy is maintained and updates to the same are made 

regularly as per ISO 270001, BS 7799 and BS 15000 guidelines.  

 

 Network Monitoring Services 

The activities shall include: 

i. DCO shall provide services for management of SDC network environment to 

maintain performance at optimum levels on a 24 x 7 basis.  

ii. DCO shall monitor and administer the network within the HSDC up to the 

integration points with SWAN and Internet. 

iii. DCO shall create and modify VLAN, assignment of ports to appropriate 

applications and segmentation of traffic. 

iv. DCO shall carry out break fix maintenance of the LAN cabling or maintenance 

work requiring civil work. 

 

 Vendor Management Services 

   Activities shall include: 

i. DCO shall coordinate and follow-up with all the relevant vendors of the State 

User Department to ensure that the user problems and issues are resolved in 

accordance with the SLAs agreed upon with them.  

ii. DCO shall also ensure that unresolved issues are escalated to respective user 

departments in accordance with the escalation matrix. 

iii. DCO shall also coordinate with vendors of user departments who would host 

their infrastructure at HSDC and ensure that the issues are resolved in 

accordance with the SLA signed between the User Departments and the 

vendors. DCO shall maintain a track of SLA performance for such vendors. 
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iv. DCO shall maintain database of the various vendors with details like contact 

person, telephone nos., escalation matrix, response time and resolution time 

commitments etc. 

v. DCO shall draw a consolidated quarterly SLA performance report across 

vendors for consideration of the user departments. 

 

 Installation & Configuration of Application Infrastructure  

DCO shall provide installation and configuration support for the application 

infrastructure to be hosted by User Departments. This service shall be availed by 

Departments based on their specific requirements. It shall not include application 

deployment, tuning or any other application related work. The activities shall 

include: 

i. DCO shall undertake pre-installation planning at the State Data Centre 

including but not limited to Rack planning, structured cabling, SAN cabling, 

power points, etc. 

ii. DCO shall be responsible for the commissioning of the storage, network & 

security components and related basic infrastructure at the SDC. 

iii. DCO shall carry out the planning and layout design for the placement of 

equipment in the SDC. The plan and layout design should be developed in a 

manner so as to optimally and efficiently use the resources and facilities being 

provisioned at the SDC.   

iv. The plan and design documents thus developed shall be submitted to the user 

departments for approval and the acceptance would be obtained prior to 

commencement of installation.  

 

 License Metering 

DCO shall track software usage throughout the IT setup so as to effectively 

manage the risk of unauthorized usage or under-licensing of software installed at 

HSDC. This may be carried out through the use of standard license metering 

tools. 

 

  MIS Reports 

DCO shall submit the reports on a regular basis in a mutually decided format. The 

following is only an indicative list of MIS reports that may be submitted to the 

State: 

 

i. Daily reports  

 Summary of issues / complaints logged at the Help Desk 

 Summary of resolved, unresolved and escalated issues / complaints  

 Summary of resolved, unresolved and escalated issues / complaints to 

vendors. 

 Log of backup and restoration undertaken. 
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ii. Weekly Reports 

 Issues / Complaints Analysis report for virus calls, call trend, call history, 

etc. 

 Summary of systems rebooted. 

 Summary of issues / complaints logged with the OEMs. 

 Inventory of spare parts in HSDC. 

 Summary of changes undertaken in the Data Centre including major 

changes like configuration changes, patch upgrades, database 

reorganization, storage reorganization, etc. and minor changes like log 

truncation, volume expansion, user creation, user password reset, etc. 

 

iii. Monthly reports 

 Component wise physical as well as IT infrastructure availability and 

resource utilization. 

 Consolidated SLA / (non)-conformance report. 

 Summary of component wise Data Centre uptime. 

 Summary of changes in the Data Centre. 

 Log of preventive / scheduled maintenance undertaken 

 Log of break-fix maintenance undertaken 

 

iv. Quarterly Reports 

 Consolidated component-wise physical and IT infrastructure availability and 

resource utilization. 

 

v. Half-yearly Reports 

 Data Centre Security Audit Report 

 IT infrastructure Upgrade / Obsolescence Report 

 

vi. Incident Reporting 

 Detection of security vulnerability with the available solutions / workarounds 

for fixing. 

 Hacker attacks, Virus attacks, unauthorized access, security threats, etc. ï 

with root cause analysis and plan to fix the problems. 

 Software license violations 
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4.2.4. ISO 27001 ISMS Standards 

 

Bidders are required to submit the ISO 27001 (ISMS) implementation cum certification plan 

as part of their technical proposal. This plan should be comprehensive enough and will 

include the milestones, description, timelines etc. 

DCO have to ensure to establish Plan-Do-Check-Act (PDCA) model for the ISMS, DCO 

would be responsible for establishing, operating, monitoring, reviewing, maintaining and 

improving the Information Security Management System (ISMS) at the HSDC. For the 

purpose DCO shall implement ISO/IEC 27001 standard and get certification from the 

certification body such as STQC, BSI, DNV, BVQi, etc.  

DCO have to take consent of HARTRON in case of any changes required in policy manual 

or documentation or in forming of Information security organization or as required.  

DCO has to plan and implement data centre as per ISO/IEC 27001 standard. DCO will be 

responsible to apply, obtain and maintain the ISO 27001 certification for the project duration. 

The cost incurred for obtaining and maintaining the certification shall be borne by the DCO. 

The technology solution should comply with ISO27001 standards and the DCO has to get 

the certificate of the same within three quarters from the date of start of successful 

operations of the Data Centre. Subsequently periodic surveillance audits must be carried 

out.  The Surveillance audit will be carried by the Third Party Agency as appointed by the 

HARTRON & the cost of the surveillance audit would be borne by the HARTRON.  

The ISO 27001 certification would be obtained by the DCO latest by end of  third Quarter  of 

the Operations phase failing which the subsequent QGRs will deferred till the certifications is 

obtained and a penalty of 2% per quarter will be imposed till the certification is obtained.   

4.2.5. ISO 20000 ITIL/ITSM (Information Technology Infrastructure Library) 

Standard 

 

Bidders are required to submit the ISO 20000 (ITSM/ITIL) implementation cum certification 

plan as part of their technical proposal. This plan should be comprehensive enough and will 

include the milestones, description, timelines etc. 

 

ISO/IEC 20000 adoption in HSDC infrastructure helps in ascertaining that the Services 

delivered to the HARTRON / User Departments by the DCO are: 

o As per the agreed Service levels 

o Professionally managed with domain expertise 

o Project Risks are well understood and managed 

DCO shall be responsible to implement ISO/IEC 20000 standard which shall promote the 

adoption of an integrated process approach to effectively deliver managed services to meet 

the HSDC, HARTRON and User Departments. If the DCO is not able to obtain certifications 

latest by the end of 3rd quarter of the operations phase failing which the subsequent QGR 

will be deferred till the certifications is obtained and a penalty of 2% per quarter will be 

imposed till the certification is obtained. 

Following methodologies are proposed for ITSM/ITIL standard: 
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PDCA (Plan-Do-Check-Act) methodology shall be adopted to implement ISO 20000 

standard to establish the objectives and processes necessary to deliver results in 

accordance with HARTRON  requirements as well as HSDC policies and to Implement the 

processes accordingly. DCO shall monitor and measure processes and services against 

policies objectives and requirements and report the results and take actions on the 

differences and continually improve process performance. 

 Alignment of information technology services and strategy. 

  To create a formal framework for current service improvement projects. 

  To improve relationship between different departments via better definitions   

& more clarity in terms of responsibility and goals. 

  To create stable framework for both resource training and service 

management automation. 

4.2.6. Advanced Data Center Services (Application Related Services) 

Advanced Data Center Services shall mean, application related services which the DCO 

may provide to the user department only upon mutual consent. The objective of application 

related services is to facilitate the user departments by providing them with ñOne Stop Shopò 

for all their requirements. This set of services shall include application migration, application 

enhancement, application maintenance, operational support and any other assistance 

regarding the application to be provided by the DCO to the user department. These services 

shall be mutually agreed upon amongst the DCO and the user department. Depending upon 

the effort estimate required for these advanced Data Center services, the DCO will be 

entitled to receive additional compensation for which the man month rate quoted at 

ñSchedule ï Dò shall be used.  
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5.  Roles and  Responsibilities  

The roles of the stakeholders shall change over a period of time as the project will evolve 

from design to implementation and enter the operations phase. With this background, 

stakeholdersô responsibilities, illustrative organizational structure for the design & 

implementation phase, operational phase is given below: 

 

Table below indicates the roles and responsibilities of stakeholders involved in the project. 

Legends used for the stakeholders is given below 

        

ICom     SDC Implementing Committee (as per DIT, GoI guideline) 

GOT  Government operation team (Project Management Team ï NIC + SIA)  

SIA        State Implementation Agency 

NIC        National Informatics Centre 

UD         User departments 

Con    Consultant 

DCO  Data Centre Operator /Bidder  

TPA   Third Party Agency 

DIT,   GOI Department of Information Technology, Government of India 

SWO    SWAN Operator 

S. 

No 
Activity 

T
P

A
 

IC
O

M
 

S
IA

/G
O

T
 

D
C

O
 

C
o

n
 

U
D

 

D
IT

,G
O

I 

S
W

O
 

 Implementation Phase 

1.  
Provision of State Data Centre Building 

Space 

 
 

Y 
 

    

2.  
Site evaluation and providing inputs to fill 

the identified risk areas/gaps 

 
 

 
 

Y    

3.  
Taking necessary actions based on the site 

evaluation and risk assessment 

 
Y 

Y 
 

    

4.  

Preparation of Backup, Security policy, 

business continuity plan and other Policy 

documents 

  Y 

Y 

    

5.  

Provisioning of Raw Power(600KVA of raw 

power will be provided by  HARTRON along 

with the separate power meter for HSDC) 

  Y 

 

    

6.  
Requirement analysis, sizing and capacity 

planning for SDC 

   
 

Y    

7.  Identification of the list of applications being  Y Y  Y    
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S. 

No 
Activity 

T
P

A
 

IC
O

M
 

S
IA

/G
O

T
 

D
C

O
 

C
o

n
 

U
D

 

D
IT

,G
O

I 

S
W

O
 

planned for the data center 

8.  Draft RFP submission     Y    

9.  Review of RFP   Y      

10.  Clearance for RFP  Y     Y  

11.  Bid process management   Y  Y    

12.  Contract signing   Y Y     

13.  
Site preparation of State Data Centre 

Facilities  

 
 

 
Y 

    

14.  Connectivity to SWAN SHQ   Y Y    Y 

15.  

Procurement and installation of 

Infrastructure for SDC & related 

documentation 

 

 

 

Y 

    

16.  

Project Documentation including migration 

plan, communication plan, training plan, 

acceptance test plan etc. for SDC 

 

 

 

Y  

 

Y 

 

Y 

  

17.  

Prepare periodic reports and status update 

to DIT, GoI on implementation progress, 

and Monitoring of implementation & SLA 

with DCO. 

 

 

Y 

 

Y 
 

Y    

18.  SLA agreement between the UD and SIA   Y   Y   

19.   Acceptance Testing   Y Y Y    

 Operations and Management Phase  

20.  

Providing the required bandwidth for 

connecting the State Data Center to SWAN 

and SHQ 

 

Y 

 

 

   Y 

21.  
Operations & Management of the State 

Data Center infrastructure as per SLA 

 
 

 
Y 

    

22.  Offsite data backup    Y Y     

23.  
Insurance of the entire Infrastructure for the 

SDC 

  

 

 

 

 

Y 

    

24.  
expenditure like electricity, diesel, 

consumables etc. during implementation  

 
 

 
Y 
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S. 

No 
Activity 

T
P

A
 

IC
O

M
 

S
IA

/G
O

T
 

D
C

O
 

C
o

n
 

U
D

 

D
IT

,G
O

I 

S
W

O
 

25.  Caged physical space in the Data Center 
 

 
 

Y 
Y 

    

26.  Rack space / Hosting of application    Y Y     

27.  
Availability of power and cooling and other 

facility as per SLA 

 
 

 

Y 
Y 

    

28.  
Scalability in terms of availability of physical 

space, racks and supporting infrastructure 

 
 

Y 
Y 

    

29.  

Foolproof security ï locked server cabinets, 

cages with IP-based CCTV surveillance 

and hand key biometric access to all areas.  

 

 

 

Y Y 

    

30.  

24x7 monitoring of the  IT infrastructure 

Server Management - Periodic system 

upgrades / updates, Vulnerability 

Assessment etc 

 

 

 

 

Y 
Y 

    

31.  

Security Management ï Firewall 

Monitoring, analyze logs and update 

configurations 

 

 

 

Y Y 

    

32.  
Storage Infrastructure including 

administration and management services 

 
 

 

Y 
Y 

    

33.  Backup infrastructure    Y Y     

34.  
Obtain ISO 20000 certification and ISO 

27001 for HRSDC 

 
 

Y 
Y 

    

35.  24x7 availability of help desk    Y Y     

36.  Physical Security    Y     

37.  Surveillance Audit and certification Y  Y Y     

38.  SLA Audit Y  Y Y     

39.  Audit of consumption of power and diesel Y        

 

Please Note:  

1. Based on the above, typical responsibility matrix will need to be finalized at the State 

depending upon the functions as mutually agreed. Third party security audit and third 

party SLA audit would be the responsibility of the HARTRON.  

2. The recurring expenses towards diesel and electricity would be on actual basis & 

shall be paid to the DCO by the HARTRON on a quarterly basis. 

3. Normal Diesel would be used for the DG set. 



HSDC RFP ï Volume I  

 

 

                                Page 39 of 167 

4. A total of 600 KVA Raw Power would be provided by the HARTRON along with the 

separate energy meter for HSDC.  

5. In the last five years there has been no major power outage in & around proposed 

SDC area.  

6. Project Management Team (PMT) shall be formed by HARTRON which would 

comprise of professionals & domain experts for the SDC. PMT shall be responsible 

for the implementation of the various policies & overseeing the operation & 

maintenance aspects of the State Data Centre. The Project Manager provided   by 

DCO would report to the PMT for all matters relating to the efficient operations & 

maintenance of the HSDC.  

7. The Third Party Agency (TPA) would be interacting through the PMT for any activities 

relating to the Monitoring, Inspection & Periodic Audit for the facilities being 

maintained by the DCO. 

8. Audit of Consumption of Power & Diesel would be done by the TPA & DCO shall co-

ordinate for the same. 

 

State will form a Project Management Team (PMT) consisting of one Project Manager and 

three Additional Project Managers, which is as under:  

Sr. 

No. 
Team Members Expertise Roles & Responsibilities 

1 Project Manager 

(PM) 

Data Center Operations & 

Management 

Overall responsible and 

Team Leader 

2 Additional Project 

Manager-Admin. 

(APM-A) 

Administration Work and 

Network Expert  

Responsible for 

administration work and  

inter-departmental  

co-ordination 

3 Additional Project 

Manager-Systems 

(APM-S) 

System Management, 

System Security and System 

Backup 

Responsible for all activities 

related to System 

Administration 

4 Additional Project 

Manager-Data  

(APM-D) 

Database Management, 

Data Security and Data 

Backup & Restore  

Responsible for all activities 

related to Data 

Administration  

 

HARTRON is the State Implementing Agency (SIA) for implementing the State Data Centre 

Project. The Implementation Committee will appoint the PM and three APMs on deputation 

either from State Government or State Implementing Agency (SIA) or NIC.  

PMT shall provide complete handholding for infrastructure up-keep, operations & 

management of SDC including issues related to business continuity. The technical and day-

to-day operations shall be the responsibility of the PMT. For all operational & technical 

issues, the PMT will report to the SIA and for all policy decisions, it will report to the 

Implementation Committee.  
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For unresolved issues involving policy decisions or inter-departmental co-ordination, the 

matter will be referred to State Technical Committee under the chairmanship of Secretary, 

IT, Haryana. 

For advices or issues involving higher-level intervention or issues, which are not resolved by 

the Implementation Committee / State Technical Committee, the matter will be referred to 

the Apex Committee.  

PMT would further be supported by domain specialists and support staff, which will be 

provided by System Integrator (SI) by constituting two teams namely Operations Team and 

Help Desk. The Help Desk will report to Operations Team. The Operations Team will consist 

of at-least one domain expert on each of the following: 

 System Administration 

 Storage Administration 

 Backup & Restore Administration  

 Database Administration  

 Network Administration 

 Security Management 

 Application Management 

 Web Administration 

 Physical Security Administrator 

 Building Management System Administrator  

NIC shall provide Disaster Recovery (DR) Services for the State Data Centre including core 

infrastructure support. However, Servers, related hardware & software needed for DR shall 

be provided by the State through SIA. The connectivity to the DR Centre from the SDC 

would also be the responsibility of the State. 
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6.  Role Description   

 

Ongoing operations and maintenance of the State Data Centre shall comprise of the 

following functions. Please note that these are the functions to be performed by the 

operations and maintenance team and one person in the team can perform one or more 

functions at any point in time except the Project Manager. 

6.1. Project Management 

Project Management is one the important activities for the management of a Data Center. 

The project Manager is responsible throughout the project for communication, planning, 

coordination and problem resolution. Project Management for SDC shall be responsible for 

ensuring timely delivery of expectations on SDC as expressed from time-to-time by the 

department of E-Governance. Project Management shall comprise of following activities: 

a. Coordination with all the project stakeholders (State Implementation Committee, 

Nodal Agency, User Departments, vendors, if any) to ensure that all Data Centre 

activities are carried out in a timely manner. 

b. Coordination with vendors and OEMs to ensure that time and equipment 

dependencies are optimally managed 

c. Initiation of corrective action against any identified delays, shortages, ambiguities, or 

other problems. 

d. Single point of contact for the user departments that host applications at SDC.  

e. Preparation of plans and schedules, tracking project progress and timelines. 

f. Risk Management and escalation to higher levels for mitigation. 

g. Regular Status reporting 

h. Participation in steering committee meetings and dispute / issue resolution process.  

6.2. System Administration & Management 

a. Configuration of server parameters, operating systems administration and tuning.  

b. Operating system administration, including but not limited to management of users, 

processes, resource contention, preventive maintenance and management of 

upgrades including migration to higher versions and patches to ensure that the 

system is properly updated.  

c. Re-installation in the event of system crash/failures. 

d. Maintenance of a log of the performance monitoring of servers including but not 

limited to monitoring CPU, disk space, memory utilization, I/O utilization, etc.  

e. Event log analysis generated in all the sub systems including but not limited to 

servers, operating systems, databases, applications, security devices, messaging, 

etc. Ensuring that the logs are backed up and truncated at regular intervals.  

f. Periodic health check of the systems, troubleshooting problems, analysing and 

implementing rectification measures.  

g. Ensuring the upkeep of existing systems that would be reused and also incorporate 

necessary changes for new applications if any during the tenure of the contract. 
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h. Troubleshooting issues in the infrastructure, network and application of user 

department to determine the areas where fixes are required and ensuring resolution 

of the same. 

i. Identification, diagnosis and resolution of problem areas pertaining to the SDC 

infrastructure and application and maintenance of assured SLA levels. 

j. Implementation and maintenance of standard operating procedures for maintenance 

of the infrastructure based on the Stateôs policies. 

k. Management of the user names, roles and passwords of all the relevant subsystems, 

including, but not limited to servers, applications, devices, etc.  

l. System administration activities shall include tasks including but not limited to setting 

up the servers, other activities shall include: 

i. Configuring and apportioning storage space 

ii. Setting up of working e-mail accounts and mailing lists 

iii. Management and integration of databases 

iv. Implementing security on the Internet / Intranet 

v. Setting up of firewalls and authorization systems 

vi. Performing periodic backup of data and automating reporting tasks 

vii. Executing hardware and software updates when necessary. 

 

6.3. Storage Administration 

a. Installation and configuration of the storage system at SDC. 

b. Management of storage environment to maintain performance at desired optimum 

levels. 

c. Development of storage management policy, configuration and management of disk 

array, SAN fabric / switches, NAS, tape library, etc. 

d. Configuration of SAN whenever a new application is hosted on the SDC. This shall 

include activities such as management of storage space, volume, RAID 

configuration, LUN, zone, security, business continuity volumes, NAS, performance, 

etc. 

6.4. Database Administration 

a. End-to-end management of database on an ongoing basis to ensure smooth 

functioning of the same.  

b. Management of changes to database schema, disk space, storage, user roles. 

c. Conduct code and configuration reviews to provide tuning inputs to the State / User 

Department in order to improve the application performance or resolve bottlenecks if 

any. 

d. Performance monitoring and tuning of the databases on a regular basis including, 

preventive maintenance of the database as required.  

e. Management of database upgrade or patch upgrade as and when required with 

minimal downtime. 
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f. Regular backups for all databases in accordance with the backup and archive 

policies and conduct recovery whenever required with appropriate permissions.  

g. Use of DBA tools related to performing database creation, maintenance, and 

database monitoring tasks 

 

6.5. Security Administration 

a. Monitoring of various devices / tools such as firewall, intrusion detection, content 

filtering and blocking, virus protection, and vulnerability protection through 

implementation of proper patches and rules.  

b. Root domain administration by creating the root and sub-domains and setting the 

root level security policies such as authentication mechanisms (single/multi factor), 

password policies such as password length, password complexity, password expiry, 

account lockout policy, certificate policies, IPSEC policies etc.  

c. Periodic reviews of domain level rights and privileges.  

d. Maintenance of an updated knowledge base of all the published security 

vulnerabilities and virus threats for related software and microcode, including, but not 

limited to, operating systems, application servers, web servers, databases, security 

solutions, messaging solutions, etc.  

e. Ensuring that patches / workarounds for identified vulnerabilities are patched / 

blocked immediately.  

f. Responding to security breaches or other security incidents and coordinate with 

respective OEM in case of a new threat is observed to ensure that workaround / 

patch is made available for the same.  

g. Undertake maintenance and management of security devices, including, but not 

limited to maintaining firewall services to restrict network protocols and traffic, 

detecting intrusions or unauthorized access to networks, systems, services, 

applications or data, protecting email gateways, firewalls, servers, desktops from 

viruses. 

h. Implementation and periodic updation of the security policy.  

i. Operating system hardening through appropriate configuration and patch updates. 

 

6.6. Backup / Restore 

a. Backup of operating system, database and application as per stipulated policies at 

the SDC.  

b. Monitoring and enhancement of the performance of scheduled backups, schedule 

regular testing of backups and ensure adherence to related retention policies. 

c. Ensuring prompt execution of on-demand backups of volumes, files and database 

applications whenever required by User Departments or in case of upgrades and 

configuration changes to the system. 

d. Real-time monitoring, log maintenance and reporting of backup status on a regular 

basis. Prompt problem resolution in case of failures in the backup processes. 
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e. Media management including, but not limited to, tagging, cross-referencing, storing, 

logging, testing, and vaulting in fire proof cabinets.  

f. Physical security of the media stored in cabinets.  

g. Ongoing support for file and volume restoration requests at the SDC. 

 

6.7. Application Monitoring & Administration 

a. Monitoring SDC applications on a day-to-day basis to ensure application 

availability and reliability.  

b. Monitoring application components, including but not limited to, Application 

servers, Web Servers, on an ongoing basis to ensure smooth functioning of the 

applications.  

c. Facilitate configuration reviews by the User Departments to isolate bottlenecks 

and bring out parameters affecting the performance. 

d. Performance monitoring of the application and facilitating performance tuning by 

the User Departments. 

e. Maintenance of application response time logs.  

f. Coordination with the application vendor to manage patch upgrade as and when 

required with minimal downtime.  

g. Ensure configuration management and backups of patch to facilitate rollback in 

case of problems. 

 

6.8. Network Monitoring & Administration 

a. Monitoring and administering the LAN up to the integration points with WAN. 

b. Creation and modification of VLANs, assignment of ports to appropriate 

applications and segmentation of traffic.  

c. Coordination with vendor for maintenance of the LAN cabling. 

 

6.9. Messaging Administration 

a. End-to-end management of messaging systems, including, but not limited to: 

b. Administration of mail servers 

c. Monitoring performance and management of user account, mail boxes, post 

office and address book. 

d. Backup and archival management. 

e. Transaction log management.  

f. Implementation of mail policies as defined by the State, including, but not limited 

to, user security, access control, encryption, mail box sizes, mail sizes, spam, 

content filtering, etc. 

g. Management and monitoring mail queues, mail routing of incoming and outgoing 

Internet mail.  
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6.10. Change Management 

a. Tracking the changes in hard / soft configurations, changes to applications, 

changes to policies, applying of upgrades / updates / patches, etc.  

b. Plan for changes to be made - draw up a task list, decide on responsibilities, 

coordinate with all the affected parties, establish and maintain communication 

between parties to identify and mitigate risks, manage the schedule, execute the 

change, ensure and manage the port change tests and documentation. 

 

6.11. Help-Desk & Monitoring Team 

a. Helpdesk and SDC infrastructure monitoring team shall carry out the following 

activities: 

b. Log user calls related to SDC infrastructure and assignment of a call ID number. 

c. Assign severity level to each call  

d. Track each call to resolution  

e. Escalate the calls, to the appropriate levels, if necessary as per Stateôs escalation 

matrix.  

f. Escalate the call related to usage of application software to respective application 

owners. 

g. Provide feedback to callers.  

h. Analyze the call statistics  

i. Creation of knowledge base on frequently asked questions to aid users.  

j. Continuous monitoring of the physical as well as the IT infrastructure at the SDC 

to ensure availability as per agreed SLAs. 

k. Monitoring shall be done with the help of BMS and EMS monitoring tools and 

system logs/counters and therefore the reports and alerts can be auto-generated. 

 

6.12. Integration Testing 

a. This shall be a black-box testing role primarily to ensure that the application to be 

deployed does not disrupt the SDC operations and affect other SDC 

infrastructure in terms of performance and security. The technical tasks to be 

carried out shall be as follows: 

b. Functional Testing: Ensuring that the application functionality as described by the 

department works adequately on the SDC environment. The functional testing of 

application will necessarily be minimal as this is a core responsibility of the 

department,  

c. Performance Testing: Ensuring that the application meets expressed 

performance requirements on the SDC servers by using performance test tools 

and performance monitoring tools  

d. Security Testing: Testing for exploitable application security weaknesses that 

undermine the application security or the security of the infrastructure.  
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7.  Data Centre Organization  

With a view to define responsibilities a logical view to the indicative organizational setup 

during implementation and operational phase has been given below:  

 

 

Note: The above on indicates staffing pattern; number of resources required may be worked 

out by the SIA/GoT. 

The roles and responsibilities that have been broadly stipulated as above shall generally be 

addressed by the PMT under the direction of the State IT Secretary. As specified in the 

Implementation option I of the SDC scheme, the PMT would be constituted at the State 

including the members from NIC.  
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8.  Estimated Timeline  

The table below provides the time schedule for implementation of the SDC. T, as referred to 

in the table, is treated as the date of signing the agreement with the selected DCO by 

Haryana State Electronics Development Corporation Limited, Haryana   

8.1. Tentative Time Schedule for Implementation & Operations of SDC    

 

Week Activity Remarks 

T + 0 Project Kick-off  This would be done after Contract 

Signing.  

T + 1 Site Survey & Feasibility for SDC SDC site to be provided by 

HARTRON. 

T + 2 Preparation & submission of SDC Floor 

Lay-out by DCO   

 

T + 4 Approval of SDC Floor Lay-out To be obtained within 10 days 

T + 4 Availability of 3-Phase raw power / 

transformer set-up  

HARTRON has to ensure 3 ï Phase 

supply & Transformer 

T + 5 Detailed Designing of Physical 

Infrastructure (including procurement of 

SDC Components)  

Report to be prepared by DCO   

T + 16  Site Preparation & Build-up  

 Dismantling & Clearing of Site 

 Foundation for DG Set 

 Civil Work for SDC 

 Earthing pits  

 Laying of electrical cable trays for 

electrical wiring, lighting, fixture & 

point wiring 

 Laying of Cables for Access control, 

fire alarms, smoke detectors, CCTV 

 Power Cabling from DG Set, to 

Electrical & sub-distribution panel  

 Partitioning of Walls 

 Installation of HVAC, DG-Set, BMS, 

Fire Alarm, CCTV, Rodent, Water 

Leak, etc. 

 Security Level Design Document  

DCO  had to carryout Civil work and 

installation all the non-IT 

components of SDC 

T + 18 Testing of HVAC, DG-Set, access Control, 

UPS, CCTV. 

 

T + 20 Installation & Testing of IT components 

(Switches/ Router / Server / Security / 

Hardware / Software / Database / 

bandwidth) including LAN Cabling laying 

 

T + 22 Implementation of Security policy   
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Week Activity Remarks 

T + 22 Commissioning of non-IT & IT components   

T + 23 Final Design documents & manuals to be 

handed over to end customer  

 

T + 26 User Acceptance Test   

T + 26 Training  10 persons per week 

T + 28 Project Sign-off Also after Project Sign-off O & M 

period shall start. 

 

8.2. Resource Requirement 

 

Indicative Manpower Resources  

 

S. No Role 
Shift 

  9X6         24X7         
Certification 

       

1. 

 

DC Project Manager 

 

V  Ӟӭ PMP / PRINCE Certified 

2. 
Technical specialist  

Security 
V  ӭ CCNP or equivalent 

3. 
Technical specialist  

Network  
V  V Ӟ CCNP or equivalent 

4. 
Technical specialist  

Server /  
V  Ӟӭ 

OEM certified L2 engineer on 

server 

5. 
Technical specialist  

Storage 
V  V  

OEM certified L2 engineer on 

storage 

6. 
Technical specialist  

Backup 
V  V  

OEM certified L2 engineer on 

backup  

7. 
Technical specialist  

EMS 
V  Ӟӭ OEM certified L2 engineer on EMS 

8. 
Database Admin   

 
V  Ӟӭ OEM certified level 2 / 3 

9. 
Messaging Expert  

 
V  Ӟӭ OEM certified level 2 / 3 

10. 
Helpdesk Coordinator 

 
V  V  OEM certified  

11. 
BMS support 

 
V  V   

12. 
Physical Security 

 
V  V   

13. 

 

Support Staff/Back office 

staff 
V      -  
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*All the timings are indicative.  

All the Technical Specialists for Network, Server, Database & Storage, Security, EMS / NMS 

and NOC Engineers should be graduate with  at least 3 years of experience in production 

environment along with relevant certifications like CCNA / CCNP / CISSP or  OEM certified  

engineers on Network / Server / Storage/ Backup / EMS / Security.  

 

For detailed Project Roles, refer Volume I, Section VI ï Role Description. 
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9.  Section IV -  Service Level Agreement  

 

9.1. Measurement of Service level 

The purpose of this Service Level Agreement (hereinafter referred to as SLA) is to clearly 

define the levels of service which shall be provided by the DCO to HARTRON for the 

duration of this contract.   

Definitions 

For purposes of this Service Level Agreement, the definitions and terms as specified in the 

contract along with the following terms shall have the meanings set forth below: 

  

"Uptime" shall mean the time period for which the specified services / components with 

specified technical and service standards are available to the state and user departments. 

Uptime, in percentage, of any component (Non IT & IT) can be calculated as: 

Uptime = {1- [(Downtime) / (Total Time ï Maintenance Time)]} * 100 

 

ñDowntimeò shall mean the time period for which the specified services / components with 

specified technical and service standards are not available to the state and user 

departments and excludes the scheduled outages planned in advance for the State Data 

Centre and the link failures that are operatorôs responsibility. 

 

ñIncidentò refers to any event / abnormalities in the functioning of the Data Centre 

Equipment / specified services that may lead to disruption in normal operations of the State 

Data Centre services. 

 

ñHelpdesk Support" shall mean the 24x7x365 centre which shall handle Fault reporting, 

Trouble Ticketing and related enquiries during this contract.  

 

 ñResolution Timeò shall mean the time taken (after the incident has been reported at the 

helpdesk), in resolving (diagnosing, troubleshooting and fixing) or escalating (to the second 

level or to respective Vendors, getting the confirmatory details about the same from the 

Vendor and conveying the same to the end user), the services related troubles during the 

first level escalation 
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Severity Levels  

The severity would be as follows: 

 

Severity level Severity Particulars 
Service 

window 

Response 

Time 

Resolution 

Time 

Critical  Outage that impacts >=1 

user department services 

&  

higher management call 

24*7 15 minutes of 

call  logged Within 45 

minutes of call  

logged 

Medium  Outage that does not 

impact  user department 

services management 

call 

24*7 30 minutes of 

call  logged Within 90 

minutes of call  

logged 

Low  Upgrade, shifting and 

preventive maintenance 

7am to 7pm  

(Monday to 

Friday) 

30 minutes of 

call  logged Within 1 day of 

call  logged 

 

9.2. Measurement of SLA: 

The SLA metrics provided specifies performance parameters as baseline performance, 

lower performance and breach.  All SLA calculations will be done on quarterly basis. The 

SLA also specifies the penalties for lower performance and breach conditions.  

 

Payment to the successful bidder is linked to the compliance with the SLA metrics. The 

matrix specifies three levels of performance, namely, 

Á The Agency will get 100% of the Contracted value if the baseline performance 

metrics are complied.   

Á The Agency will get lesser payment (equivalent percentage of payment to the points 

earned) in case of the lower performance.   

Á The Agency will get higher payment (equivalent percentage of payment to the points 

earned) in case of higher performance.  

Á If the performance of the Agency in respect of any parameter falls below the 

prescribed lower performance limit, a debit point is imposed for the breach.  

The positive and negative points earned during each quarter will be added to compute the 

net score out of 100 and payment approved accordingly.  

A cumulative debit point totalling 20 may result in a breach. The SLAs will be regularly 

monitored by HARTRON. If it is identified that critical SLAs of the project have been 

breached, then HARTRON may issue a notice for rectification of the breach, followed, if not 

so rectified, by a show-cause notice for termination of the Contract as per the terms and 

conditions laid out in this Tender /Contract. HARTRON shall also have the right to conduct, 

either itself or through any other agency as it may deem fit, an audit / revision of the SLA 

parameters and conditions in accordance with the standards or requirements by HARTRON.   
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9.2.1.  Service level Matrix 

 

Service 

Category 

Service Metrics 

Parameters 

Baseline Lower Performance Breach Higher 

Performance 

Metric Credit Metric Credit Metric Debit Metric Credit 

System 

Integration 

Service 

Implementation 

completion ï Final 

Acceptance Testing 

25 Weeks 

from 

Signing of 

contract 

100 % 

of 

CAPEX 

< 25 Weeks  

to >= 30 

Weeks 

A Penalty as 

0.5% per week 

for first two 

weeks, 1% per 

week for every 

subsequent 

week. Subject 

to a maximum 

of 10%. Penalty 

will be 

computed on 

Capex value of 

contract. 

      

Electrical 

Solution 

Power Availability = 99.75% 10 < 99.75% to 

>= 99.00% 

7 < 99.00% -7 >99.76 11 

Systems 

All individual Servers 

(including the Database, 

OS and application 

procured and installed 

by the successful 

bidder) 

>=99.75% 6 < 99.75% to 

>= 99.00% 

4 < 99.00% -3 >99.76 7 

PAC System availability >= 99.75% 6 < 99.75% to 4 < 99.00% -2 >99.76 7 
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PAC System availability 

would mean 

temperature and 

humidity at the rack 

level. 

>= 99.00%   

Temperature to be 

maintained 20°± 2° at all 

times 

  

Relative humidity to be 

maintained 50°± 5° at all 

times 

  

All individual Networking 

equipment availability 

including routers, 

switches and load 

balancer  

>= 99.75% 6 < 99.75% to 

>= 99.00% 

6 < 99.00% -4 >99.76 7 

Connectivi

ty and 

Internet 

availibility 

Connectivity with SWAN 

availability 

>= 99.75% 6 < 99.75% to 

>= 99.00% 

6 < 99.00% -4 >99.76 7 

Internet Bandwidth 

availability 

>=99.75% 6 < 99.75% to 

>= 99.00% 

4 < 99.00% -2 >99.76 7 

LAN Availability >=99.75% 6 < 99.75% to 

>= 99.00% 

4 < 99.00% -2 >99.76 7 

Storage System > = 99.75% 6 < 99.75% to 

>= 99.00% 

4 < 99.00% -2 >99.76 7 

CCTV System 

availability 

> = 99.75%  3 < 99.75% to 

>= 99.00% 

2 < 99.00% -1 >99.76 4 
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Individual Camera 

availability  

100% of the 

Cameras 

available 

2 97% of the 

cameras 

available  

1 Less than 

97% of 

the 

cameras 

available 

-1   

DVR system availability > = 99.75%  2 < 99.75% to 

>= 99.00% 

1 < 99.00% -1 >99.76 3 

CCTV recording ï 6 

months from the time of 

recording 

> = 99.75%  2 < 99.75% to 

>= 99.00% 

1 < 99.00% -1 >99.76 3 

Fire Suppression and 

Detection System 

availability 

> = 100%  3 0 0 < 100% -3   

Help Desk 

Resolution 

time 

  Upto 3 

violations of 

service 

parameter 6 

< 3 >= 5 

violations of 

service 

parameter 4 

>5 

violations 

of service 

parameter -2 

  

Severity level -     

critical    

  

Upto 5 

violations of 

service 

parameter 3 

< 5 >= 7 

violations of 

service 

parameter 2 

>7 

violations 

of service 

parameter -2 

  

Severity level - medium     

  

Upto 5 

violations of 

service 

parameter 1 

< 5 >= 7 

violations of 

service 

parameter 2 

>7 

violations 

of service 

parameter -2 

  

Severity level - Low   

Security 

Services 

Firewall availability  100% 6 0 0 < 100% -6   

Firewall rules update 

within 2 hours of 

approved change 

management request 

Upto 3 

violations of 

service 

parameter  2 

< 3 >= 5 

violations of 

service 

parameter 1 

> 5 

violations 

of service 

parameter -1 
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Anti virus, anti spyware, 

anti spam updates 

Upto 3 

violations of 

service 

parameter  3 

< 3 >= 5 

violations of 

service 

parameter 2 

> 5 

violations 

of service 

parameter -1 

  

    

Within 24hrs of patch 

release 

  

    

Restore 

Initiate restore within 

2hours of request  

Upto 3 

violations of 

service 

parameter  3 

< 3 >= 5 

violations of 

service 

parameter 2 

> 5 

violations 

of service 

parameter -1 

  

Restore Complete Full restore  

No violation 

of service 

parameter 3 

1 violation of 

service 

parameter 2 

> 1 

violation 

of service 

parameter -1 

  

Patch 

Managem

ent 

Patch Management   

Upto 3 

violations of 

service 

parameter  3 

< 3 >= 5 

violations of 

service 

parameter 2 

> 5 

violations 

of service 

parameter -1 

  

Critical Patches- within 

10 days of patch 

release 

  

    

Non- Critical Patches- 

within 15 days of patch 

release 

  

Optional Patches- within 

30 days of patch 

release 
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Change 

managem

ent 

Change Request turn 

around time Within 4 

hours of change 

management request 

Upto 3 

violations of 

service 

parameter  3 

< 3 >= 5 

violations of 

service 

parameter 2 

> 5 

violations 

of service 

parameter -1 

  

Scheduled 

downtime 

for system 

maintenan

ce Per 

Week 

  notified 7 

days in 

advance 

3 Nil Nil Notificatio

n of  less 

than 7 

days shall 

classify 

the un-

scheduled 

downtime  

    

  Further requirement for 

scheduled downtime   

  

During 1st 

Year, 3 

hours, 

1am to 

4am on 

Sundays 

    

      

2nd year 

onwards, 

2 hours, 

1am to 

3am on 

Sundays 
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Note: Equipment Availability Related penalties shall be governed by the following conditions: 

i. The Penalty shall be calculated on a quarterly basis.  

ii. If the SLAs drop below the lower limited specified for each component in the table above, it will be governed by the event of default 

clause as specified under Section 11.33 General Conditions of the Contract 

iii. For any component/equipment if there is any fault in the equipment and the equipment/component  runs on the stand by/ hot swappable 

equipment, even though the availability is 100% that equipment will be considered down and liable for penalty.
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9.3. SLA Review Process 

a. Haryana State Electronics Development Corporation Limited, Haryana or 

DCO, may raise an issue by documenting the business or technical problem, 

which presents a reasonably objective summary of both points of view and 

identifies specific points of disagreement with possible solutions. 

b. A meeting or conference call will be conducted to resolve the issue in a timely 

manner.  The documented issues will be distributed to the participants at least 

24 hours prior to the discussion if the issue is not an emergency requiring 

immediate attention. 

c. The Haryana State Electronics Development Corporation Limited, Haryana 

and the DCO   shall develop an interim solution, if required, and subsequently 

the permanent solution for the problem at hand. The DCO will then 

communicate the resolution to all interested parties.  

d. In case the issue is still unresolved, the arbitration procedures described in 

the Terms & Conditions section will be applicable. 
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10.  Section V -  Instruction to Bidders  

10.1. Advice to the bidders 

Bidders are advised to study this RFP document carefully before participating. It shall 

be deemed that submission of Bid by the bidder has been done after their careful 

study and examination of the RFP document with full understanding to its 

implications. 

10.2. Sale of bid document 

a. A complete set of this RFP documents can be purchased from Haryana State 

Electronics Development Corporation, S.C.O. 111-113, Sector 17-B, 

Chandigarh ï 160017 by the bidders in person against a non-refundable 

amount of Rs. 10,000./- through Demand Draft/Bankers Pay  Order from a 

scheduled bank, drawn in favour of ñManaging Director, HARTRONò, payable 

at Chandigarh. 

b. Bids not submitted in prescribed form will be rejected. 

c. RFP document will be sold from 10:00 am to 5:00 pm on all working days 

starting from 21.01.2009 till 13.02.2009. 

10.3. Procedure for Submission of Bids 

10.3.1. Cover Systems 

It is proposed to have a three Cover System for this tender : 

Pre qualifying Bid (3 copies) in one cover & the same information on CD in the same 

cover. 

Technical Bid (3 copies) in one cover & the same information on CD in the same 

cover. 

Commercial Bid (3 copies) in one cover & the same information on CD in the same 

cover.  

Each copy of Pre Qualifying Bid, Technical Bid and Commercial Bid of the Tender 

should be covered in separate sealed covers super-scribing ñPre qualifying Bidò 

"Technical Bid" and ñCommercial Bidò respectively.  Each copy in each bid should 

also be marked as "Original", "First copy" and "Second copy".  All the three copies of 

each bid should be put in a single sealed cover super-scribing ñPre Qualifying Bidò, 

"Technical Bid" and ñCommercial Bidò as the case may be. Please Note that Prices 

should not be indicated in the Technical Bid and should only be indicated in 

the Commercial Bid; however an un-prized BOM and BOQ should be enclosed 

with the Technical Bid.   

The cover containing three copies of  Pre Qualifying Bid , Technical Bid and the 

cover containing three copies of Commercial Bid should be put in another single 

sealed envelope clearly marked ñAppointment of an DCO for design, site 

preparation, supply, installation, maintenance and operations of Physical & IT 
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Infrastructure for the Data Centre at New Haryana Secretariat, Sector 17, 

Chandigarhò This envelope is to be super scribed with Tender Number, Due Date, 

Item and the wordings ñDO NOT OPEN BEFORE xx.00 hours on xxth xxxx 2008ò  

The cover thus prepared should also indicate clearly the name, address and 

telephone number of the bidder, to enable the Bid to be returned unopened in case it 

is declared "Late". 

Each copy of the tender should be a complete document and should be bound as a 

volume.  The document should be page numbered and appropriately flagged and 

must contain the list of contents with page numbers. Different copies must be bound 

separately. 

As part of the bid, Bidder should also provide the Pre Qualifying, technical and 

commercial bid in soft copy format, in the form of a non-re-writeable CD (Compact 

Disc) as follows:  

Three (3) copies of CD each containing the Pre Qualifying bid - The CDs containing 

Pre qualifying bid should be sealed along with the hard copies of the respective 

qualifying bids. 

Three (3) copies of CD each containing the technical bid - The CDs containing 

technical bid should be sealed along with the hard copies of the respective technical 

bids. 

Three (3) copies of CD each containing the commercial bid - The CDs containing 

commercial bid should be sealed along with the hard copies of the respective 

commercial bids. 

All CDs submitted by the Bidder must be in sealed covers. The sealed covers as well 

as the CD media must be duly signed by the Bidder using a ñPermanent 

Pen/Markerò, should be super scribed with ñPre Qualifying Bidò/ ñTechnical Bidò / 

ñCommercial Bidò (as the case may be) and should bear the name of the Bidder.  

Bidder must ensure that the information furnished by him in respective CDs is 

identical to that submitted by him in the original paper bid document. In case of any 

discrepancy observed by HARTRON, in the contents of the CDs and original paper 

bid documents, the information furnished on original paper bid document will prevail 

over the soft copy. 

Bidder must ensure that Technical Bid CDs do not contain any Commercial items / 

prices. 

The original and all copies of the bid shall be typed or written in indelible ink. The 

original and all copies shall be signed by the Bidder or a person or persons duly 

authorized to bind the Bidder to the Contract in accordance with Clause 10.12.  All 

pages of the bid, except for un-amended printed literature, shall be initialed and 

stamped by the person or persons signing the bid. 

The bid shall contain no interlineations, erasures or overwriting except as necessary 

to correct errors made by the Bidder, in which case such corrections shall be initialed 

by the person or persons signing the bid. 

The Bidder shall duly sign and seal its bid with the exact name of the firm/company to 

whom the contract is to be issued. 
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Bids submitted by hand should be put in the Tender Box at the specified office not 

later than 1400 Hrs. (IST) on the specified date.  All out-station tenders, if sent by 

post, should be sent under registered cover. 

Telex/Telegraphic/Telefax/Xerox/Photocopy bids will not be considered. 

10.3.2. Transferability of the RFP document 

This RFP document is non-transferable. 

10.3.3. Misplacement of the RFP document 

HARTRON shall not be responsible for any postal delay about non-receipt / non-

delivery of the documents. 

10.3.4. Pre bid discussions, place, time and date: 

Haryana State Electronics Development Corporation Limited, 

S.C.O. 111-113, Sector 17B, 

Chandigarhï 160017. 

At 2.30 pm on 27.01.2009 at 15.00 hrs. 

10.3.5. Address at which the bids are to be submitted: 

Haryana State Electronics Development Corporation Limited, 

S.C.O. 111-113, Sector 17B, 

Chandigarh ï 160017 

Phone - (0172) ï 2704922, 2710743, Fax - 2705529 

10.3.6. Last time and date for receipt of bid: 

Upto 3.00 pm on 13.02.2009 

10.3.7. Place, time and date of opening of pre-qualification bid: 

Haryana State Electronics Development Corporation Limited, 

S.C.O. 111-113, Sector 17B, 

Chandigarh ï 160017 

At 3.30pm on 13.02.2009 

10.3.8. Earnest money deposit (EMD) 

a. All bids must be accompanied by an earnest money of Rs. 20,00,000/- 

(Rs. Twenty Lacs only) in the form of Demand draft from a scheduled 

bank in India and shall be valid for at least six months, in favour of 

óHARTRONô payable at Chandigarh. No interest shall be paid on the 

earnest money under any circumstances. 
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10.3.9. Pre-bid conference 

a. Tenderer shall hold a pre-bid conference (PBC) after the sale of the RFP 

document. In this PBC, tenderer would address the clarifications sought 

by the bidders with regard to the RFP document and the project. The 

bidders would be required to submit their queries to the tenderer in writing 

at least 1 (one) day prior to the PBC. Queries not submitted within this 

deadline may not be taken up at the PBC.  

b. Bidders that have purchased the RFP document are welcome to attend 

the PBC, even if they do not have any specific queries. These bidders 

would be required to register for the PBC at HARTRON. No clarifications 

shall be issued after the PBC. 

c. Tenderer will entertain queries of and clarifications sought by only those 

companies who have purchased this RFP document. 

d. Tenderer reserves the right not to respond to any/all queries raised or 

clarifications sought if, in their opinion and at their sole discretion, they 

consider that it would be inappropriate to do so or do not find any merit in 

it. The minutes of the PBC shall be circulated by tenderer to all those 

companies who have purchased this RFP document. Nothing in clause 

no. ñ10.3.9-a, 10.6ò shall be taken or read as compelling or requiring 

tenderer to respond to any question or to provide any clarification. No 

extension to any deadline referred to in this document will be granted on 

the basis or grounds that tenderer should respond to any queries to 

provide any clarification. 

10.3.10. Cross checking 

a. Tenderer reserves the right to contact and verify bidderôs information, 

references and data submitted in the bid proposal without further 

reference to the bidder. 

10.3.11. Absence of specifications 

a. The absence of specifications details regarding any equipment to be 

supplied under this RFP implies that best general practices will prevail 

and that first quality material and workmanship will be applied as per the 

discretion of tenderer. Certification standards, when available, for the to-

be-installed equipments and materials, will prevail. 

10.4. Cost to Bid 

a. The Bidder shall bear all costs associated with the preparation and 

submission of its bid, including cost of presentation for the purposes of 

clarification of the bid, if so desired by the HARTRON. HARTRON will in 

no case be responsible or liable for those costs, regardless of the conduct 

or outcome of the Tendering process. 

10.5. Earnest money refund 

a. The draft of earnest money to the bidder(s), who fail(s) to qualify for the 

technical bid, will be returned back by tenderer to the authorized 



 HSDC RFP ï Volume I  

     

 

 

                                Page 63 of 167 

representative of the bidder against a proper receipt or will be sent by the 

registered post at the mailing address of the bidder as specified in the bid 

within four weeks of opening of the pre-qualification bid. 

b. The draft of earnest money to the bidder(s), who fail(s) to qualify for the 

commercial bid, will be returned back by tenderer to the authorized 

representative of the bidder against a proper receipt or will be sent by the 

registered post at the mailing address of the bidder as specified in the bid 

within eight weeks after completion of technical bid evaluation. 

c. The draft of earnest money to the bidder(s), who qualify(s) for the 

commercial bid, but do not get the order for the project will be returned 

back by tenderer to the authorized representative of the bidder against a 

proper receipt or will be sent by the registered post at the mailing address 

of the bidder as specified in the bid within one month after signing of 

contract agreement between tenderer and the successful bidder. 

   

10.6. Clarification on Tender Document 

A prospective Bidder requiring any clarification on the Bid Document may submit his 

queries, in writing, at the HARTRONôs mailing address and as per schedule indicated 

in ñInvitation to Bids / Important datesò.  The queries must be submitted in the 

following format only to be considered for clarification: 

 

Sr. 

No 
Section No. Clause No. Reference/ Subject Clarification Sought 

.. .. .. .. .. 

  

The queries not adhering to the above mentioned format shall not be responded to. 

HARTRON will respond in writing, to any request for clarification to queries on the 

Tender Document, received not later than the dates prescribed in Invitation to Bids / 

Important Dates. Written copies of the clarifications (including the query but without 

identifying the source of inquiry) will be sent to all prospective Bidders who have 

received the Tender Documents. 

10.7.  Language of Bids 

The Bids prepared by the Bidder and all correspondence and documents relating to 

the bids exchanged by the Bidder and HARTRON shall be written in English 

language, provided that any printed literature furnished by the Bidder may be written 

in another language so long the same is accompanied by an English translation in 

which case, for purposes of interpretation of the bid, the English translation shall 

govern. 

10.8. Documents Comprising the Bids 

The bid prepared by the Bidder shall comprise of the components as given in section 

ñ10.8.1,  & 10.8.2, 10.8.3ò: 
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10.8.1. Pre Qualifying Bid 

The Pre Qualifying Bid, besides the other requirements of the Tender, shall comprise 

of the following 

1 Earnest Money Deposit (EMD) in the form of a Demand Draft 

2 Power of Attorney executed by the Bidder in favour of the Principal 

Officer or the duly Authorized Representative, certifying him as an 

authorized signatory for the purpose of this Tender (Refer Clause 10.12) 

3 Section VII ï Format 1: Pre- Qualification Letter 

4 Section VII ï Format 2: General information about the Bidder 

5 Section VII ï Format 3: Pre ï Qualification check list  

6 Section VII ï Format 4: Declaration regarding clean track record  

7 Section VII ï Format 5: Declaration of acceptance of terms and 

conditions in the RFP 

 

10.8.2. Technical Bid 

The Technical Bid, besides the other requirements of the Tender, shall comprise of 

the following 

1 Section VII ï Format 6: Technical Bid Letter 

2 Section VII ï Format 7: Technical Solution 

3 Section VII ï Format 8: Specifications of the Physical Components 

4 Section VII ï Format 9: Specifications of the IT Components 

5 Section VII ï Format 10: Manpower Details 

6 Section XII ï Format 11: Deviations from the Tender Terms and 

Conditions if any 

7 An undertaking from the Bidder regarding compliance with the clause 

which caps the CAPEX on the overall bid value. 

8 An unpriced BOM and BOQ. 

9 Schedule A,B,C,D,E,F,G,H,I,J,K,L,M.N,O  

10.9. Commercial Bid 

The Commercial Bid, besides the other requirements of the Tender, shall comprise of 

the following: 

1. Section VIII ï Format 13: Commercial Bid Letter 

2. Section VIII ï Format 14: Breakdown of Cost Components 

10.10. Bid Prices 

a. The Bidder shall indicate in the Performa prescribed, the unit rates and 

total Bid Prices of the equipment / services, it proposes to provide under 

the Contract. Prices should be shown separately for each item as detailed 

in Tender Documents.   
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b. In absence of above information as requested in Clause10.9.a above, a 

bid may be considered incomplete and be rejected.  

c. The Bidder shall prepare the bid based on details provided in the tender 

documents. It must be clearly understood that the Scope of Work is 

intended to give the Bidder an idea about the order and magnitude of the 

work and is not in any way exhaustive and guaranteed by HARTRON. 

The Bidder shall carry out all the tasks in accordance with the requirement 

of the tender documents & due diligence and it shall be the responsibility 

of the Bidder to fully meet all the requirements of the tender documents. If 

during the course of execution of the project any revisions to the work 

requirements like Technical specifications, Equipment sizing etc. is to be 

made to meet the goals of HARTRON, then all such changes shall be 

carried out within the current price without any impact to HARTRON.  

10.11. Firm Prices 

a. Prices quoted in the bid must be firm and final and shall not be subject to 

any upward modifications, on any account whatsoever. However, 

HARTRON reserves the right to negotiate the prices quoted in the bid to 

effect downward modification. The Bid Prices shall be indicated in Indian 

Rupees (INR) only. 

b. The Commercial bid should clearly indicate the price to be charged 

without any qualifications whatsoever and should include all taxes, duties, 

fees, levies, works contract tax and other charges as may be applicable in 

relation to the activities proposed to be carried out. It is mandatory that 

such charges wherever applicable/payable should be indicated separately 

in Section VIII ï Format 2: Breakdown of Cost Components. However, 

should there be a change in the applicable taxes, HARTRON reserves the 

right to negotiate with the Bidder. 

c. Prices in any form or by any reason before opening the Commercial Bid 

should not be revealed, failing which the offer shall be liable to be 

rejected. If price change is envisaged due to any clarification, revised Bid 

in a separate sealed cover shall be submitted with prior written permission 

of HARTRON.  

10.12. Bidder Qualification  

a. The "Bidder" as used in the tender documents shall mean the one who 

has signed the Tender Form. The Bidder may be either the Principal 

Officer or his duly Authorized Representative, in either cases he/she shall 

submit a certificate of authority.  All certificates and documents (including 

any clarifications sought and any subsequent correspondences) received 

hereby, shall, as far as possible, be furnished and signed by the 

representative and the principal. 

b. It is further clarified that the individual signing the tender or other 

documents in connection with the tender must certify whether he/she 

signs as the Constituted attorney of the firm, or a company. 




