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Important Information

Non-refundable RFP Rs.1000/- through demand draft/bankers pay
Cost order from a scheduled bank, drawn in favour
of “Haryana State Electronics Development

Corporation Ltd.”, payable at Chandigarh.

Sale of RFP document 9.00 to 5.00 pm on all working days starting
from 01.07.11 till 20.07.11

The RFP can be downloaded from Hartron Web

site i.e. www.hartron.org

EMD Rs.2.00 lacs in the form of Demand Draft in
favour of Haryana State Electronics
Development Corporation Ltd.”, payable at

Chandigarh from a scheduled bank.

Last date for submission | Upto 2.30 PM on 21.07.11

of bids .
Haryana  State  Electronics Development
Corporation Limited, S.C.O. 111-113, Sector 17-
B, Chandigarh
Opening of Pre- 3.00 P.M. on 21.07.11 in Haryana State
Qualification bids Electronics Development Corporation Limited,
S.C.0. 111-113, Sector 17-B, Chandigarh
Language of the bid The bids should be filed in English language

only. If any supporting documents submitted
are in any language other than English,
translation of the same in English language is

to be duly attested by the bidder.
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Section—-1

INTRODUCTION
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Introduction

Haryana Police has planned to set up a state of the art Cyber Crime Investigation

Laboratory to augment the existing packages relating to Cyber Crime investigation.

1.1

1.2

Cyber Crime
Cyber Crime generally refers to criminal activity where a computer, mobile or

network is the source, tool, target, or place of a crime. These categories are not
exclusive and many activities can be characterized as falling in one or more.
Additional, although the terms computer crime and cyber crime are more properly
restricted to describing criminal activity in which the computer, mobile or network is
a necessary part of the crime, these terms are also sometimes used to include
traditional crimes, such as fraud, theft, blackmail, forgery, and embezzlement, in
which computers or networks are used.

As the use of computers, mobile and digital devices has grown, Cyber Crime has
become more important.

Project Objectives
To set up a specialized cyber crime Investigation laboratory for Haryana Police at

suitable location in the State on a turnkey basis so as to enhance the capability of
Haryana Police to scientifically investigate and address growing cyber crimes in the
State.

To provision latest Cyber Crime investigation and Cyber forensic tools to improve the
police response to acquire, detect, analyze report and resolve cyber crimes.

To make provisions of training to the police personnel in the use of various
equipments, tools and techniques of cyber crimes investigations to enhance their
skills in Cyber Crime Investigation.

To make provisions for the International Association of Computer Investigation
Specialists (IACIS) certified Forensic Computer Examiner Training in the United
States of America.

To make provision of project management services for the Cyber Crime Investigation
Laboratory for at least 2 years with an option for 3" year as well.

Hartron on behalf of Haryana Police invites sealed bids from eligible bidders (reputed
and experienced Cyber Forensic solution providers) for the supply, installation and
commissioning of state of the art Cyber Crime Investigation Laboratory on Turn key

basis.
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Section — 2

SCOPE OF WORK
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Scope of Work

To establish a Cyber Crime Investigation Laboratory equipped with Latest Cyber
Forensic tools and equipments on a turnkey basis. The various tools and equipments
offered for Cyber Crime Investigation Laboratory should be from reputed original

equipment manufacturers or their authorized resellers in India.

Supplied tools and equipments should support a wide range of media, computer and
mobile systems. The minimum specifications of the tools and equipments have been
mentioned in the Specifications Section which broadly include Training program for
specified Haryana Police officials on use of Supplied tools & equipments, Project
Management Services for setting up and managing the Cyber Crime Investigation

Laboratory for a period of 2 years with an option for 3" year as well.
The broad items of minimum specified work include but not limited to:-

2.1 Broad Design criteria
Cyber Crime Equipments and Tools to be supplied should be of high quality and
based on latest technology. Equipments and Tools should be easy to install and
configure. Equipments and Tools should be easy and intuitive to operate and

maintain.

2.2Scope of installation & Commissioning

The Installation & Commissioning activities shall include:

i) Installation of supplied cyber crime investigation and forensic equipments
and tools
i) Activation and Configuration of various software tools as per specified

implementation procedures.

iii) Testing of supplied equipments and tools as per standard test
procedures.

2.3 Support for the project
2.3.1 System Integration
It will be the responsibility of the bidder to ensure overall System
integration of the Cyber Crime Investigation Laboratory. System
Integrator services will include installation, commissioning and

testing of the supplied tools and equipments.

2.3.2 Training
i.  Itis the responsibility of the bidder to provide user training and

orientation on the supplied equipments and tools that should
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include hand on training sessions for the designated Cyber

Crime Investigation Laboratory Staff.

In addition to the hardware/software specific training, the
bidder shall also bear expenditure (including registration fee,
travel, boarding and lodging) for the IACIS certified Forensic
Computer Examiner Training in the United States of America
followed by on the job certification of minimum 4 officials to be
nominates by Haryana Police, who will be deputed to man the
proposed Cyber Crime Investigation lab. IACIS (International
Association of Computer Investigation Specialists) is a non profit
volunteer and forensic examiners spread across several
countries. Training and standards of computer forensic
examination developed by IACIS have been found acceptance
internationally. Two week annual basic training of IACIS
followed by on job certification is one of the most reputed and

cost effective option to train the trainers.

Sufficient training needs to be provided to the user group.
Accordingly, the training period and contents will be decided in
consultation with the Haryana Police to enable the users to
effectively use the tools. Number of trainees will be
approximately 22. Training space will be provided by Haryana

Police.

2.4 Project Management

The vendor who will be awarded the contract, will undertake to
completely manage and maintain the system for a minimum
period of two years after the Installation and acceptance report
of the tools and equipments by Technical Committee constituted
by Hartron and Haryana Police and with effect from the date on
which acceptance certificate for successful commissioning of the
system is issued by Hartron on behalf of and in consultation
with Haryana Police. During the said period of undertaking, the
vendor will be responsible for the smooth working of the system

installed at the desired location. Hartron in consultation with the
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Haryana Police may extend the project management period for

third year as well.

As part of the project, Vendor shall depute at least two Cyber
Forensic experts on site to configure, maintain and manage the
Laboratory and to assist the officers of Haryana Police in smooth
operations.  They will be stationed at the Cyber Crime
Investigation Laboratory. Vendor shall provide a mobile phone
at his cost to each of this staff so that the police personnel can

search them in emergency.

The cost of undertaking the Project Management above should

be specified separately for each year including third year.

2.5Warranty

The vendor is required to ensure satisfactory warranty for a
period of 2 years the various equipments and their related
accessories from the date of successful completion of the final
acceptance test. Haryana police, if so desire can extend this
warranty of two years for another three years making it a total of
five years warranty on pro rata basis.

Vendor must have a satisfactory arrangement to receive and
attend the complaints during the warranty. Vendor shall also
record each and every complaint received verbally telephonically
or through e-mail etc and action taken thereof in a logbook to be
maintained at Cyber Crime Investigation Cell and agency so
authorized can verify the said register at any point of
time/interval.

The vendor will provide after sale service during the warranty
period from Chandigarh or from nearest place to installation.

iv.  The vendor during the warranty period will attend the complaint
within 24 hours and not beyond 48 hours.
Sr. No. Duration Penalty
1 Upto 48 hours from the logging of the | Nil
complaint with the vendor
2 Beyond 48 hours upto 15 days 0.2% per day of
the total project
cost
3 Beyond 15 days of the logging of the | 0.3% per day of
complaint till rectification of the fault the total project
cost
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The penalty, if any shall be deducted from the bank
guarantee/EMD/From the invoices pending with the Corporation.
In case the vendor does not attend to the complaints during the
warranty period, the bank guarantees submitted by the bidders
will be en-cashed

2.6 ANNUAL MAINTENANCE CONTRACT

The AMC under this project shall be of two years with an option
for 3rd year as well. As such, the bidders are required to offer
their rates for AMC for each year after the expiry of the warranty
period of two years as well as after the expiry of warranty period
of five years as the case may be. Haryana police reserves the
right to exercise any of the options.

Vendor must have a satisfactory arrangement to receive and
attend the complaints during the AMC. Vendor shall also record
each and every complaint received verbally telephonically or
through e-mail etc and action taken thereof in a logbook to be
maintained at Cyber Crime Investigation Cell and agency so
authorized can verify the said register at any point of
time/interval.

The vendor during the AMC period will attend the complaint within
24 hours and not beyond 48 hours.

Sr. No. Duration Penalty
1 Upto 48 hours from the logging of the | Nil
complaint with the vendor
2 Beyond 48 hours upto 15 days 0.2% per day of
the total project
cost
3 Beyond 15 days of the logging of the | 0.3% per day of
complaint till rectification of the fault the total project
cost
iv.  The penalty, if any on account of AMC shall be deducted from the

guarterly payments pending with the Corporation.
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Section — 3
Project Overview

Cyber Crime Investigation Laboratory
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Project overview

3.1

Introduction

This RFP calls for the supply, installation, testing and commissioning of a State
of the Art Cyber Crime Investigation Laboratory for Haryana Police. The
proposed system will serve the Cyber Crime Investigation and forensic needs
for Haryana Police’s operations. The proposed Cyber Crime Investigation
Laboratory shall be equipped with latest Cyber Crime Investigation equipments
and tools as specified in the specifications Section The proposed Cyber Crime
Investigation Laboratory shall be provisioned with project management
services for 2 years for smooth operations with an option to extend for 3" year

as well.

3.2General Requirement for Bidders

The bidder shall submit documentary proof proving their experience in supply
and commissioning of the Cyber Crime & Forensic equipments and tools by
submitting purchase orders of similar system already installed, commissioned
and accepted by customers. The bidder must have a properly established local
project office in NCR to ensure smooth implementation, project management

and warranty support.

3.3Integration & Training

The successful bidder has to implement the entire project on turnkey basis. It
shall include supply, installation, integration, commissioning, training and
providing the warranty and post warranty services for successful

implementation of this project as per the terms & conditions of this RFP.

The successful bidder shall provide Project Management Support for the
specified period that should include deployment of at least two cyber forensic
experts on full time basis for a period of 2 years for smooth operations and
management of the project. The successful bidder shall provide User

Operational and Hands on Training, at Cyber Crime Investigation Laboratory.

3.4List of EqQuipments and Tools

The proposed Cyber Crime Investigation Laboratory shall have the following

equipments and tools.
1. High End Forensic Workstation

2. Forensic Workstations
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3. Kit consisting of External IDE/SATA, SCSI, USB write protect devices
4, High Speed Imaging device with all types of adapters.

5. Live Server Acquisition Kit

6. Portable Cyber Forensic Laboratory

7. Integrated Disk Forensic Software

8. Password recovery toolkit bundle

9. Advance Link Analysis system with database designer and pattern

analysis capability.
10. Stenganography Investigation Tool
11. Voice Biometric

12. 3 KVA true online UPS with 4 hrs battery backup
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Section — 4

Detailed Technical Specifications
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Detailed Minimum Suggestive technical specifications for cyber crime
investigation Laboratory

General

The technical specifications specified in this section are the minimum suggestive

specifications.

a)

b)

c)
d)

€)

The vendor will offer the equipment and tool as per specification. Bids not
meeting these minimum technical specifications are liable to be rejected. In
case the equipment quoted differ the tender technical specifications, the
same should be clearly mentioned.

The vendor should provide complete details of make and models of all items
along with Datasheets. Failure to provide details will render Bid invalid.

One set of user manual is required to be supplied with each equipment.

Bidders will indicate after-sales service arrangement that they posses at
Delhi/Gurgaon.

All the equipments should be new and of the prevailing/current standard
production of the manufacturer at the time of the proposal.

Detailed Technical Specifications

4.2.1 High End forensic workstation

1. Intel® Workstation Board S5520SC

2. Highly scalable DDR3 memory
12 DIMMs of registered or unbuffered DDR3 ensure ample capacity and energy-
efficient performance for any application

3. High-performance 1/0 architecture
5 expansion slots, including 2 fast PCI Express* 2.0 x16 slots provide optimal 1/0
flexibility

4. Flexible storage configurations
Integrated 6 SATA ports plus optional 4 port SAS and SAS RAID Intel® 1/0
Expansion Modules provide versatile storage configurations

5. USB 2.0/IEEE 1394a port

Offers sustained, high-performance connectivity and control to external devices
6. Thermal solutions

Intel® Thermal Solution STS100 series
7. Server chassis

Intel® Server Chassis SC5600

Intel® Server Chassis SC5650
8. RAID

Intel® RAID Controllers 5/10
9. Server adapters

Intel® Server Adapters

10. I/0  expansion modules
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17.
18.
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Intel® 1/0 Expansion Modules
Intel Xeon Processor W5590 (Product code BX80602W5590)

Clock speed 3.33 Ghz, Intel QPI Speed 6.40GT/s, Shared L3 Cache 8 MB

Memory Speed 1333MHZ, No. of cores/Threads 4/8
Memory 48 GB DDR3

2X1.5 TB HDD of 10000 rpm

Window 7 professional x64 Edition

Anti-Virus Software Corporate version for Five years
Write Protected IDE & SATA Bay.

e Multimedia Card Reader

e DVD writer

Fire wire Card
e Intel PRO 10/100/1000 Network Connection

e Cooling System

12xHi-Speed USB 2.0(8 Back Port, 4 Ports via 2 internal headers)

e 5 x 5.25” Peripheral Drive Bays (1 IDE & 4 SATA) with cables and

connectors
o 1 swappable bay cable and connectors for Laptop HDD
e 1 x 5.25” Drive Bay for 3.5” 1.44MB Floppy Drive
e 7 x Full-height, Full-length expansion slot
e 2 X 120mm Hot-swappable Fans
e 1 x 120mm Rear-exhaust Fan
o Power Switch & 5 LED Indicators
o Mobile Rack
e Speaker with woofer
e 22”7 LCD wide
e Keyboard

e Mouse Optical

4.2.2 Forensic workstation

Corei 7
WX58 BP Intel Org Server board
Chipset Intel® X58 Express with Intel® I/0 Controller Hub 10R

Memory 4 DDR3 DIMM sockets in three channels
(Un-buffered ECC or non-ECC) (1066/1333MHz) Slot types
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vi.

Vii.

viii.

Xi.
Xii.
Xiii.

Xiv.

XV.
XVi.
XVii.
Xviii.
XiX.
XX.
XXi.
XXii.
XXiii.

XXIV.
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2 PCI Express* 2.0 x16 slot
1 PCI Express 2.0 x4 slot

2 PCI Express 1.0 x1 slot

1 PCI 32/33 slot

Storage 6 SATA ports (3 Gbps) via ICHI0R with Intel® Matrix Storage
Technology (RAID 0, 1, 10, 5 and new Intel® Rapid Recover Technology)
Integrated LAN Embedded Intel® 82567LM Gigabit Ethernet Controller
Integrated audio Dolby* home theater with high definition audio Graphics
technology Supports ATI* CrossFireX* Technology.

16 Gb Ram DDR3

1.5 Tb Hard Disk of 10000 RPM

ATX Server Chasis

Multimedia Card Reader

DVD writer

12xHi-Speed USB 2.0(8 Back Port, 4 Ports via 2 internal headers)

Upto 2 IEEE 1394a Ports (1 back port, 1 via inter header)

Intel PRO 10/100/1000 Network Connection

Four (04) Swappable bays Cables and Connectors for IDE, SATA and LAPTOP
disk drives.

Keyboard

Mouse Optical

Speakers with woofers

22” LCD wide

Cooling System

Graphic Card Nvidia

800 W Power Supply

QPI

Windows 7 Professional x64 Edition

Standard ATX (11.6” x 9.6”) Processor support

4.2.3 Kit consisting of External IDE/SATA, SCSI, USB write protect

devices Kit should have the following.

1. 1 x IDE + SATA Combo write blocker and Forensic Disk Duplicator
a. Should show Hash after completing duplication operation.
b. Should support wiping of Destination drive DoD Standard
c. Should allow user to preview suspected drive in write protected mode on
laptop/PC
1 x SCSI write protect bridge
1 x USB write protect bridge
1 x SAS write protect bridge
1 x FireWire Write protect bridges

SRS
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6. 2 x power supplies with power lead for main units

7. FireWire cables + Two USB cables + all other necessary cables for IDE/SATA
and SCSI

8. 1 x SCSI 68 pin to 50 pin and SCA adaptor

9. 1 x 2.5"Adaptor laptop

10. 1 x Laptop 1.8”Adaptor

11. 1 x Laptop ZIF Adaptor set for Hitachi and Toshiba HDD

12. 1 x Micro SATA adapter

13. Write protected multimedia card reader.

14. Waterproof, dust proof pelican case (Black)

15. 1 x Disk Monitor software

16. 1 x Compatible Disk Imaging software

4.2.4 High Speed Imaging Device with all type of Adaptors
1.Should be a standalone device for creating forensic images of

IDE/SATA/SCSI/SAS/USB/Firewire devices
a.IDE Drives
b.SATA Drives
c. SCSI Drive
d.SAS Drives
e.USB Devices —thumb drives and external drives
f. Firewire devices
g.Multimedia cards
2.The device should have interactive touch screen for smooth operations
3.Should have 2 external SATA/SAS connections and 2 USB 2.0 connections. (Operator
can choose to use either the SAS/SATA connection or the USB connection for each
of the two “Suspect” positions)
4.Should support Cross Copy which allows user to image any “Suspect” Drive interface
to any “Evidence” Drive interface. (ie. IDE “Suspect” drive to SATA “Evidence”
drive)
5.Should have proper cooling arrangements to prevent over heating of source or
destination drive under Indian field conditions
6.All Suspect connections should be permanently write-protected at all times to
prevent changing Suspect Data
7.Should have 2 external SATA/SAS connections and 2 USB 2.0 connections for
destination drives
8.Should Captures ‘Suspect” drive to one “Evidence” drive (Single Copy Mode)
9.Should Captures “Suspect” drive to two “Evidence” drives (Multi Copy Mode)
10. Should Captures 2 “Suspect” drives to two “Evidence” drives (Parallel Copy Mode)
11. Should allow examiner to perform Drive Wiping and Sanitization on destination
drives with user defined patterns or DoD wipes
12. Should support following types of hashing
a.MD5,SHA1,SHA256,SHA224,SHA384,SHA512 ,CRC for Linux DD images
b.MD5,SHA1 for e01 images
13. Should have Linux DD: Supports storing single or multiple DD images (industry
standard) on a single “Evidence” Hard Drive or USB storage device.
14. User should be able to define the size of the Linux DD segments.
15. Should support EO1 files format
16. Forensic disk duplicator should allow for the imaging from one large “Suspect”
drive to multiple smaller “Evidence” drives.
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17. Should be able to restore following image types to a 100% copy (fully bootable
working copy).

a. Linux DD image
b. EO1 image

18. Should Support single pass drive wiping or full Department of Defense (DoD)
Sanitization.

19. Should allow the upload of Suspect Data Images to networked storage area using
a built-in 1 Gigabit Ethernet connection. This will allow user to take advantage of
large storage repositories (SAN) for the purpose of processing and archiving
images.

20. Should allow examiner to preview active files on the Suspect Drive utilizing
Windows XP file viewers that allow previewing Word, Excel, PDF, text or
multimedia (pictures, video and audio) files prior to seizing the data.

21. Unit should also features a built-in Audio Head Phone Jack for discreet listening.

22. Should allow image creation from systems (Windows and MAC) without opening
the system using live CD.

4.2.5 Live Server Acquisition Kit

1.Should allow examiner to take RAM dump from 32 Bit and 64 Bit Systems.

2.Should allow examiner to capture System protected files like registry files.

3.Should extract information related to Currently logged on user / user accounts

4.Should extract information of Installed applications and drives including network
drives

5.Should extract information of USB devices used in suspected machine.

6.Should support acquisition of suspected server RAID irrespective of Configuration

7.Should provide Acquisition in Linux/windows/MAC disk format.

8.Should support making forensic image from a computer or laptop without opening its
hard drive.

9.Should include USB External Storage of TWO Tera Byte for creating forensic images
and RAM Dumps.

10. Speed 3GB per minutes

4.2.6 Portable Cyber Laboratory
1. Should have integrated disk duplication device which support forensic duplication of

following types of suspect drives

IDE Drives
SATA Drives
Laptop Drives 1.8”
Laptop Drives 2.5”
Laptop Drive ZIF (Toshiba & Hitachi)
f.  Micro SATA Drives
2. Should have proper cooling arrangements to prevent over heating of source or
destination drive under Indian field conditions

® oo o
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Should have sustained data transfer rate greater than 5GB/minute while
simultaneously calculating both MD5 and SHA-1or SHA256 hashes.
Should have Two External SATA signal connectors: One for source drive, and one for
destination
Should have Two External IDE signal connectors: One for source drive, and one for
destination
Should have Two External 4-pin male “drive power” connectors: One for source
drive, and one for destination
Should have following operational functions
a. Disk duplication-Disk-to-Disk, Disk-to-File (Raw/DD, EnCase .e01)
b. Format Disk-(Destination Only) FAT32 format
c. Wipe Disk-(Destination Only) ATA Security Erase, One-Pass Write, Multi-
Pass Write
d. Blank disk check-Source is blank or not and Destination is having any data
or not
e. Disk Information-(Source or Destination) Display detailed disk information
Should have hardware write blockers for
a. |IDE & SATA Drives
b. SCSI Drives
c. USB Drives
Should allow the examiner to perform keyword search on suspected drive before
duplication.
Disk duplication device should allow the examiner to wipe destination drives for
duplication purpose.
It should have all cables and connecters for connecting IDE/SATA/SCSI/USB and
laptop drives.
Should have a high-end laptop (Core i7, 4 GB RAM, 500 GB HDD) to perform analysis
in the field.
Should allow examiner to take RAM dump of the suspected windows machine 32bit
or 64bit machine if turned on.
Should have power extension cord and Screw driver set along with a Digital Camera
for working at crime scene.
It should also have a forensic SIM card acquisition and analysis tool to extract vital
information from SIM card.
Should have disk forensic software installed and configured on the laptop for
performing forensic analysis of image of Windows and MAC computers in the field for
a. Deleted Data
b. Password Protected files
c. Misnamed files by using over 45 Million Known File Hashes.
The disk forensic software should have built in,
a. data indexing and carving engine
b. Password recovery suite (For 100+ applications) like
i. MS Office
ii. WinZip
iii. Financial Accounting software Tally and others
iv. PDF etc.
c. Registry viewer for examining system registry files.
Should have a bundle of other utilities like
a. Disk Wipe (GUI Based no Installation required) Uses several advanced
shredding algorithms (Dod 5220-22.M, US Army, Peter Guttman) to securely
wipe data.
b. USB blocker (GUI based),
c. Partition Master (GUI based ),
d. Windows Auditing System and Root kit Scanner etc.
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19. The whole solution should come in tough, airtight, watertight ruggedized carrying

case.

4.2.7 Integrated Disk Forensic Software

1. Should have built in module to Create forensic images of suspected storage device in
DD,EO1 format with authentication with MD5 and SHA1 or SHA 256 hash.

2. Should have built it module to analyze registry of windows based machine to extract
vital information like Typed web address, USB device information, saved passwords,
OS install date, OS name and version etc.

3. Should have built in module to_Recover passwords (Password recovery Tool) from
100+ applications like

i
ii.
iii.
iv.
V.
4. Should

MS Office up to version 2010

Adobe PDF

Financial Accounting software Tally

Win Zip

Stegnos, Stool etc.

allow examiner to perform distributed password recovery by harness idle

CPUs across the network to decrypt files and perform robust dictionary attacks.

oo

Should have Known File Filter hash library with 45 million hashes.
Analyst should never lose work due to a crash, as components should be

compartmentalized in database, worker and GUI

© N

data.

Should allow user to create physical drive from image
Should use robust Oracle or SQL database in background to store large amount of

9. Should allow distributed processing with provided 3 distributed engines analysis.

10. Should have Wizard-driven processing to ensure no data is missed.

11. User should be able to Cancel/Pause/Resume processing

12. Should show real-time processing status

13. Should send email notification upon processing completion

14. Should have advanced data carving engine which allows examiner to carve allocated
and unallocated data on following criteria to reduce the amount of irrelevant data
carved while increasing overall thoroughness.

i
ii.
iii.
15. Should

file size

File Type

pixel size (Images)

perform analysis of RAM dump and show all running processes including

those hidden by rootkits
16. display associated DLLs
17. network sockets
18. support 32&64 bit windows machines
19. Should have Broad file system, compound file and email support.
20. Should support email analysis of various email clients like

i
ii.
iii.
iv.
V.
vi.
Vii.
viii.
iX.
X.
Xi.
Xii.

Notes NSF

Outlook PST/OST
Exchange EDB
Outlook Express DBX
Eudora

EML (Microsoft Internet Mail)
Earthlink
Thunderbird
Quickmail

Netscape

AOL

RFC 833

21. Should Supports analysis of encrypted images with popular encryption technologies,
such as Credant, SafeBoot, Utimaco, EFS, PGP and Guardian Edge with known
passwords.
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Should have Comprehensive support for Mac

Process B-Trees attributes for metadata

PLIST support

SQLite database support

Apple DMG and DD_DMG disk image support

Crack Sparse Images or Sparse Bundles

JSON file support

Should Create detailed reports and output them into native format, HTML, PDF,
XML, RTF, and more - with links back to the original evidence

Should have Easy-to-understand and easy-to-use GUI with pre-defined and
customizable data views, advanced filtering, dockable windows and automated data
categorization.

Should have Database Memory Adjuster to adjust the amount of ram data base
can utilize to perform data importing to increase overall performance of GUI.

Password Recovery Toolkit bundle

1.
2.

ook w

Should come with a storage of 9 tera byte to store rainbow tables

Should break 40 bit password for MS office (Word and Excel), adobe PDF and
windows login password in few min.

Should come with software to import password protected files.

Should support password breaking of multiple files simultaneously

Should have security dongle to prevent unauthorized access

Should be compatible with Password Recovery Toolkit and Distributed Network
Attack

4.2.9 Advance Link Analysis system with database designer and pattern
analysis capability

1.

2.

3.

ok

11.

12.

Should be standalone software for link analysis and visualization of complex
networks.

Should be also capable of importing the data directly without sending it to a
complex database system like SQL when data set is small.

Should also have more than 20 different data transformation combinations to
normalize the structured data like-

add prefix or suffix.

remove prefix or suffix

substitute from selected files.

merge Columns.

Replace Values.

Should trim characters

Should quickly visualize and identify the common elements and connections
hidden within data

Should graphically present results making them more accessible and easier to
understand.

Should produce dynamic briefing charts by including photographs, video clips
and electronic documents.

Should rapidly change the representation and emphasis of chart from link style
to timeline style and vice versa.

Should easily navigate charts and search for Elements of data within them.

. Should Print charts or distribute them electronically. All reports should be

exportable to MS Word, Excel and pdf formats.

Should support Social Network Analysis on various centrailities like betweeness
,closeness and Degree etc.

Betweenness-Find the gatekeeper entries who may control the information
flow between different parts of the network.
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Closeness-Find the entries who may have the best access to other parts of the
network and visibility of activities within the rest of the network.

Degree-Find the entities who may be the most active in the network based on
the number of direct links to other entities.

The range of analytical tools should include

The list items

The entity matching.

The visual search for investigation

Find Association part

Find linked Analysis

Identify Clusters.

Should allow automatically generate charts by importing data from source data
files like csv,tsv,xls,xIsx,xml,MDB and from data held in the clipboard.
Specification should be able to be saved and able to be used again.

Should support mapping of chart entity on maps like Google Earth as well as
export their .KMZ files.

Should Support direct data import of data extracted by UFED from cell phones
directly into analytical charts.

Should allow user to open multiple tabs for simultaneous working on multiple
charts.

Should easily create own multi-user databases without advanced technical
expertise or jump start designs using pre defined templates.

Should set up comprehensive security at the field, record or case level to
restrict access by user or user group.

Should quickly find exact matches, synonyms or words that sound similar to
those in the search criteria using search 360. This can be especially useful
when searching for names with spelling variations.

Should maintain quality of the database by quickly searching a set, a query
result or entire database for duplicate information.

Should allow analyst to add any information in to user defined data sets so
that common or uncommon entries can be extracted.

Should have dedicated Call Data Analysis Module which performs following
tasks

Should accept almost all (Excel, TXT, HTML, CSV, TSV) and standardize all the
formats of service provider of all states into one common format.

a. It should automatically identify CDRs format & process it in batch
mode.

b. It should shows the relation between other party to target(s) in
single screen, and it will also generate the common numbers
between them in single click

c. It should show the relation between IMEI and Target(s) in single
screen with common IMEI among them if any.

d. It should help in finding new number by comparing the other party
number from a given row number and by analyzing the call pattern

e. It should handle and store the Cell ID, by which you can get all your
cell ids decoded

f. It should apply different filters (like - date, time, duration, Suspect
number, B party number, cell ID, B party Service provider
City/Circle-state- Country) on your CDR

All filter combinations should be applicable on all reports simultaneously.
Should maintain subscriber database, Suspect list etc.

Should run only after inserting a security dongle (USB Type) for preventing
unauthorized use.

4.2.10 Steganography Investigation Tool

Should be capable of detecting Steganography Applications and files on computers.
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-Should be capable of detecting Steganography files on web pages.

-Should be Easy to use in case management with full suite of tools

-Should perform Rapid identification of over 500 known steganography programs
-Should Detect suspicious files through blind anomaly-based approach

-Should Easily identify image artifacts and image characteristics

-Should have State-of-the-art image analysis with advanced image filters

-Should have State-of-the-art audio analyzer

-Should Crack and extract payloads from carrier files with a simple point and click
interface.

-Should make Court ready investigator html reports

-Should Scan audio files, JPG, BMP, GIF, PNG etc

-Should allow breaking of passwords with use of password dictionary of supported
algorithms.

-Should have following modules

-Stego Hunting or equivalent Application which should be able to
quickly, accurately and easily detect steganography programs as a first look
in the investigation process. Often we are asked "how do you know if
steganography exists?"

-Should have capability to scan forensic images of other popular forensic
tools such as EO1, adl, dd, raw, ISO and safeback images.

-Steqgo Watch or equivalent Application : Once suspected carrier files
are found; Stego Watch should automatically scan the entire file system and
results should be brought back into a easy to read interface with suspected
files flagged. Files flagged should be detected with a blind detection
technique looking for artifacts within those scanned media files and then
displayed with a threat association and notification of any artifacts found. No
prior knowledge of steganography programs would be necessary.

-Stego Analysis or equivalent application should be a fully featured
imaging and analysis tool allowing investigators to search for visual clues
that steganography has in fact been utilized in both image and audio files. It
should have a file viewing panel which displays the individual file image or
audio wave and the file attributes including image details, DCT coefficients,
color pairs and more. In order to allow investigators to look for further clues
that steganography is in use, it should have included filter options that
transform the images into one of three different presentations: Intesity,
Saturation or Hue. Other filter options should display only selected Least
Significant Bits (LSBs) of specific colors.

Steqgo Break or equivalent Application should obtain the pass phrase
that has been used on a file found to contain steganography. Should allow
examiner to add own dictionary on selected algorithms

4.2. 11V0|ce Biometric System

The system should be capable of
a. Identification of speaker in normal voice
b. Identification of speaker in non contemporary voice
c. Identification of speaker in disguised voice
d. Identification of speaker in irrespective of text
e. ldentification of speaker independent of language
Should have the accuracy of more than 99% in the above said cases
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4.2.12UPS of 3KVA with 4 hrs. back up.

2
°e

3

Type
Capacity
Technology
Input Volt
Output Volt
Output Freq.

Wave Form
Distortion

time
rated

Battery Backup
240mts. On full
load

(SMF Batteries)

LED/LCD Bar Graph

Make of SMF batteries
battery

Rack

True ON-LINE

3KVA

PWM Technique using IGBT
160-270V

230V+-1%

50 Hz +- 0.5Hz

(Crystal Controlled)

Sine Wave

<3%

Should not be less than 4 hour (24(
mts.) for 3KVA Minimum battery back up
should be 11500VAH.

Load Level and Battery Level

Hitachi, Panasonic, CSB, Exide, Amarraja
and Global Yousa SMF(VRLA) or any
other make duly type tested to
JISC8702 from DGS&D approved lab

Suitable metallic rack for housing of SMF
batteries

1S

9001/9002
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Section —5

Instruction to Bidders
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Instruction to Bidders

Sale of bid document
A complete set of Tender Documents can be purchased by the bidders on
submission of written application to the MD, HARTRON either by post or in person
on payment of a non-refundable fee of Rs. 1000/- (Rs. One Thousand Only)
through Demand Draft from a scheduled bank, drawn in favour of “Haryana State
Electronics Development Corporation Ltd.”, payable at Chandigarh.
Tender document will be sold from 9.00 am to 5.00 pm on all working days
starting from 01.07.11 till 20.07.11. The said document can also be downloaded
from Hartron website i.e. www.hartron.org. and such bidders are required to
submit the non refundable tender cost alongwith the EMD.

Validity of the bid
The bid should be valid for 120 days from the opening of the Commercial Bid OR 6
Months from the Last date of Submission of Tender, whichever is later.

Transferability of tender document
This tender document is non-transferable.

Misplacement of tender document
The Haryana Police or MD, Hartron shall not be responsible for any postal delay
about non-receipt/non-delivery of the documents.

Submission of bids

Q) Sealed offers prepared in accordance with the procedure enumerated at

Section 7 should be submitted to the office of Managing Director, HARTRON,
Chandigarh on or before the last date.

(i) Earnest money deposit (EMD)
All bids mist be accompanied by an earnest money of Rs. 2 Lacs (Two lacs
rupees only) in the form of Demand draft from a scheduled bank, in favour
of Haryana State Electronics Development Corporation Ltd.” payable at
Chandigarh.

Address at which the bids are to be submitted:
Managing Director,

Haryana State Electronics Developments Corporation,
S.C.0. 111-113. Sector 17B

Chandigarh-160017.

Phone- (0172)- 2710743, 2714302, Fax- 2720113

Last time and date for receipt of bid:
Upto 2.30 pm on 21.07.11

Place, time and date of opening of pre-qualification bid:
Managing Director,

Haryana State Electronics Developments Corporation,

S.C.0. 111-113. Sector 17B

Chandigarh-160017.

Phone- (0172)- 2710743, 2714302, Fax- 2720113

At 3.00 PM on 21.07.11
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Opening of bids and Procedure of evaluation

0)

(ii)

(iii)

(v)

v)

An evaluation committee so constituted by Hartron and Haryana Police
will evaluate the bids i.e. Pre-qualification, technical and commercial. The
bids upon opening will be initially examined to determine whether they
are complete, whether any computational errors have been made, and
whether the bids are generally in order.

The bidder shall designate minimum one person to represent the bidder
in its dealing with Hartron in relation to the proposal submitted by the
bidder, HARTRON will assume that the person(s) designated is authorized
to perform all tasks, including, but not limited to, providing information
and responding to enquiries on behalf of the company.

Only Pre-qualification bid shall be opened on the day of opening of the
bids at 3.00 p.m. on 21.07.11 in the presence of bidder’s representatives.
The bidders’ representatives who are present shall sign a register
evidencing their attendance.

Technical bid will be opened for those bidders whose bids shall meet at
the pre-qualification criteria unconditionally as specified in Section 7. The
place, date and time of the opening of the technical bid shall be notified
separately.

Technical bid document shall be evaluated as per the following steps:

a) Preliminary Examination of Technical Bids: The technical bids will
be examined to determine whether they are complete, whether
the documents have been properly signed and whether the bids
are generally in order. Any bids found to be non-responsive for
any reason or not meeting the minimum levels of the performance
or other criteria specified in the various sections of this RFP will be
rejected and not included for further consideration.

b) Evaluation of Technical Bids: A detailed evaluation of the bids
shall be carried out in order to determine whether the bidders are
qualified and whether the technical aspects are substantially
responsive to the requirements set forth in this RFP. Further, the
documentation furnished by the bidder will be examined to see
whether the qualifications and specific requirements mentioned in
this document are fulfilled.

c) Hartron and Haryana Police may conduct clarification meetings
with each or any Bidder to discuss any matters, technical or
otherwise.

d) Any effort by the bidder to influence the Hartron and Haryana
Police in the process of evaluation of technical Bids, bid
comparison or the Hartron and Haryana Police decisions on
acceptance or rejection of bids may result in rejection of the
bidder’s bid.

e) If required, the bidder will also be required to make a detailed
presentation /demonstration covering various aspects on technical
parameters defined in this RFP.

f) Hartron and Haryana police may also ask the bidders to arrange
visits of officers to the sites already established and claimed in the
bid.
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Further, the scope of the evaluation committee also covers taking of any
decision with regard to this RFP, execution/implementation of the project
including management period.

No further discussion/interface will be held with the bidder whose bid has
been technically disqualified/rejected.

Financial bids of those bidders who satisfy the parameters laid out in the
technical bid will only be opened. The place, date and time for the
opening of the financial bids shall be announced separately.

The bidder's names, the Bid Prices, the total amount of each bid, and
such other details as may consider appropriate, will be announced and
recorded by the Hartron and Haryana Police at the time of its opening.

A comparative of the commercial bids of the technically valid bidders shall
be Committee of the State Government for the finalization of the vendor
as per the purchase procedure/policy of the State Government.

Hartron and Haryana police shall draw up a matrix covering the following
before deciding the successful bidder:

a) Vendors Profile and Core Competence

b) Compliance to RFP requirements

C) Experience in implementation of similar projects
d) Project Management Plan

e) Local support infrastructure

Bidder shall perform all the obligations specified in accordance with the
terms and conditions laid down in this RFP. Though formats for Technical
bid and Commercial bids are given separately, bidder shall add his
remarks and comments under “any other relevant matter.
Notwithstanding the fact that the RFP is descriptive, if the bidder feels
that the RFP is deficient in anyway in defining scope of supply, scope of
services etc. for successful implementation and facility management of
the project for two years, bidder should include the same under “any
other” with explanation in Technical Bid and price under relevant head in
commercial bid, if there is any price implication for the inclusion, found
essential for successful project implementation. Thus, Proposals received
will be considered as an offer to satisfy the requirements of Haryana
Police as described in this Request for Proposal and bidder shall be
obligated to implement the project as per scope of work finalized by
Hartron and Haryana Police.

All details provided by the Bidder should be specific to the requirements
specified in this RFP. Detailed clarification may be provided by Bidder, if
so desired by Hartron and Haryana Police.

Criteria for rejection of bids

The bids(s) will be rejected if any one or more of the following conditions are not
fulfilled:-

()
(ii)

(iii)
(iv)

(v)
(vi)

Bids not made in compliance with the procedure mentioned.

Failure on part of the bidder to provide appropriate information as
required in the bid proposal or any additional information as requested by
the Haryana Police, including any supporting document.

Incomplete or conditional bids — bids that do not fulfill all or any of the
conditions as specified in this document.

Bids without earnest money deposit

Material inconsistencies in the information submitted.

Misrepresentation in the bid proposal or any supporting documentation.
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(vii)  Bid proposal received after the last date and time.

(viii)  Bids found in unsealed cover, unsigned bids, bids signed by unauthorized
person and unsigned corrections in this bids.

(ix) The bid shall contain no erasures or overwriting except as necessary to
correct errors made by the bidder, in which case such corrections shall be
authenticated by the person or persons signing the bid.

) Repeated mention of complied or equivalent

(xi)  All pages of the bid must be signed and sequentially numbered by the
bidder.

(xii)  Conditional bids shall be summarily rejected.

(xiii)  The decision of evaluation committee in this regard shall be final and
binding on the bidders.

Acceptance of the bid

HARTRON and Haryana Police do not bind themselves to accept the lowest or
any bid and reserves the right to:

0) reject any or all bids with/without any reason;

(i) accept/prefer any bid without assigning any reason

Cross checking

Hartron on behalf of Haryana Police reserves the right to contact and verify
bidder’s information, references and data submitted in the bid proposal without
further reference to the bidder.

Absence of specifications

The absence of specifications details regarding any equipment to be supplied
under this project implies that best general practices will prevail and that first
quality material and workmanship will be applied as per the discretion of
HARTRON on behalf of and in consultation with Haryana Police, Certification
standards, when available, for the to-be-installed equipment and materials, will
prevail.

Cost involved in tendering

The bidder shall bear all costs associated with the preparation and submission of
its bid, including the cost of presentation for the purposes of clarification of the
bid, if so desired by the HARTRON on behalf of and in consultation with Haryana
Police, the Hartron as well as Haryana Police will in no case be responsible or
liable for those costs.

Amendment of tender document

The amendment in any of the terms and conditions including technical
specifications of this tender document will be notified in writing either through
post or by fax or by email to all prospective bidders who have purchased the
tender documents and will be binding on them.

Withdrawal of bid proposal
No bid proposal will be withdrawn subsequent to the deadline for the submission
of bids.

Right to negotiate

The negotiation shall be carried out with the technically qualified lowest
bidder by the HARTRON and Haryana police Jointly / any other competent
authority / High power purchase committee of the Haryana Govt. as per the
procedures/policy of the Haryana Govt. prevailing at that point of time.
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The Hartron and Haryana police reserve the right to chose part or whole of the
technically acceptably bids at individual costs quoted in the commercial bids

Contract agreement
A contract agreement will be signed between the successful vendor and the
Haryana police directly.

Advice to the bidders

Bidders are advised to study this RFP document carefully before participating. It
shall be deemed that submission of Bid by the bidder has been done after a
careful study and examination of the RFP Document with full understanding to
its implications by him.
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Instruction to Bidders

Page 35 of 87



RFP no. Hartron/Proj/ Cyber Crime equipments/2011-12/Re 1

6. Eligibility Criteria for Bidders
The Bidder should have the capability to implement projects in terms of industry
experience, requisite manpower of required qualification and experience, project
management skills and quality/level of work. The bidder should have reasonable
long-standing relationship with technology suppliers which they are proposing

6.1 Bidders General qualification

0

(i)

(iii)

This RFP is open to all firms/companies both from within and outside India,
who are eligible to do business in India under relevant Indian laws as in force
at the time of bidding.

Firm/company declared by GoH to be ineligible to participate for corrupt,
fraudulent or any other unethical business practices shall not be eligible
during the period for which such ineligible is declared.

Breach of general or specific instructions for bidding, general and special
conditions of contract with GoH may attract a proceedings to declare a
firm/company ineligible for a certain period or certain number of consecutive
tender calls.

6.2 Minimum eligibility criteria

1.

2.

3.

The bidding firm/company must be a registered company under companies
Act, 1956 and should be in existence for at last three years.

He bidding firm must be a single company and no consortium is allowed to
participate in the bid.

The bidding firm/company must be having valid ISO 9001 certification at
the time of bidding.

The Bidder should bid for all items in the RFP documents as partial bids are
not permitted

The bidding firm/company should either be a Cyber Security and Forensic
system integrator/IT Company

The Turn over of the bidding firm/company must be minimum Rs.2 Crores
(Rs. Two Crores) each in the last two financial years i.e. 2008-09 & 2009-
10.

A copy of last two financial years relevant audited Balance Sheets should
be submitted with the offer.

The bidding firm/company should have made profits as per the audited
balance sheets in the last three financial years and should be in sound
financial position as judged by the Evaluation Committee for this purpose.
The bidding firm/company or its technology supplier must have successfully
implemented/executed/deployed similar projects in India with a Govt.
organization/PSU at the time of submission of the bids. The relevant
documentary evidence establishing the same are to be enclosed.

10. The bidding firm/company should have qualified manpower on its roll for

Cyber Crime Investigation/Cyber Forensic related services.

Documentary evidence in support of all the above eligibility criteria should be furnished with
pre qualification bid.
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Procedure for submission of the Bid

General

The bidders should submit their bids in three parts i.e. Pre-qualification Bid,
Technical Bid and Commercial Bid. All bids sealed individually should be kept in a
separate sealed cover superscripted with separate titles as specified below:-

0)

(i)
(iii)
(v)

All

“Pre-qualification Bid for Cyber Crime Investigation Laboratory”
“Technical Bid for Cyber Crime Investigation Laboratory”
“Commercial Bid for Cyber Crime Investigation Laboratory”
The bidders should submit two copies of Pre-qualification, technical and
commercial bids, with the title mentioned on each as “Original Copy” and
“First Copy”

the documents viz. Pre-qualification Bid, Technical Bid and Commercial Bid

prepared as above are to be kept in a single sealed cover super scribed with Tender
Number, Due Date, Item and the wording “Do not Open Before 1500 hrs on
06.05.11".

a)

b)

d)

Late bids:

This cover should also indicate the name and address of the bidder to enable the

bid to be returned unopened in case it is declared “Late” by the evaluation

committee.

Signhatory

(i) In the event of bids being submitted by a firm, it must be signed separated

by each member thereof, or in the even of the absence of any partner, it
must be signed on his behalf by a person holding a power of attorney
authorizing him to do so, a certified true copy of the said power of attorney
should also be attached with Pre-qualification Bid. Or in the case of a
Company, the bids should be executed in the manner laid down in the said
Company’s Articles of Association. The signatures on the bids shall be
furnish letter of authority from their principals to attend the pre bid
discussions, opening of pre qualifications bid, Technical bid as well as
commercial bid.

(i) No bid will be considered unless and until all the documents are duly

signed.

Prices

Prices should not be indicated in the Pre-qualification or Technical Bids

Submittals

0] The bidders are required to submit with their offers, detailed technical
literature of the systems offered to enable a clear understanding of
various technical aspects.

(i) All the columns of the quotation form shall be duly, properly and
exhaustively filled in. The rates and units shall not be overwritten. Rates
shall always be both in the figures and words.

(iiiy  Any omission in filling the columns of “units” and “rate” or pertaining to
the Taxes/levies as applicable etc., shall deemed to be treated as
inclusive in the total project cost.

(iv)  All corrections must be duly signed by the Bidder.

Documents comprising the bids
The bids prepared by the bidders according to the procedure mentioned at
various Sections should comprise of the following documents:-
a) Original bid proposal shall consists of:
0] Sealed envelope containing the draft of Earnest Money as mentioned
(i) The RFP document in original duly signed on each page.
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Sealed envelope containing the Pre-qualification Bid.
Sealed envelope containing the Technical Bid.
Sealed envelope containing the Commercial Bid.

First copy of bid proposal shall consist of the following

0]
(i)
(iii)

Sealed envelope containing the Pre-qualification Bid.
Sealed envelope containing the Technical Bid.
Sealed envelope containing the Commercial Bid.

Pre-qualifying bid shall consist of following:-

0]

(i)
(iii)

(v)
W)
(vi)

(vii)
(viii)

(ix)

()
(i)
(xii)
(xiii)

Bid proposal sheet duly filled in, signed and complete in all respects.
(Proforma — 1)

Particulars of the Bidders as per proforma provided at Proforma — 2.
Copy of audited balance sheets for the last two financial years i.e
2008-09 and 2009-10.

Commitment for undertaking the project management of the project
(Proforma — 4)

Consent/undertaking with regard to the compliance of warranty
period of minimum one year for all the equipment and accessories.
Undertaking to submit the Warranty certificates of each and every
equipment and its accessories effective from the date of successful
completion and acceptance of final acceptance test as specified.
Attested photocopies of documents to establish eligibility in terms of
each eligibility criteria as mentioned.

Bidder shall confirm that training of the officials of Haryana Police and
other agencies shall be undertaken by trainers possessing
Competency Certificate issued by the manufacturer of the equipment.
Complete details such as address, contact person/phone, fax, e-mail
of branch offices as well as support centres in Delhi/Gurgaon

Full particulars of the Cyber Forensic Expert as asked in the Scope
Indemnification from property rights (Proforma 6)

Indemnification from patent rights (Proforma 7)

Declaration by bidder (Proforma 12)

Technical bid shall consist of following:-

0)
(i)

(iii)
(iv)

v)
(vi)

Technical Proposal as per the technical specifications mentioned.

Bidder shall specify the brand name, make and technical specification
of all the equipment and accessories quoted for this project (Proforma
8).

Compliance sheet for meeting the specifications for each line item
mentioned under section 1V. Proforma 13.

Technical deviation (Proforma 9)

Plans for User Training

An undertaking that after expiry of the project management period, the
bidder will handover the total system in running condition with the
same or improved specifications as was supplied by him originally, so
that the same will become the property of the Haryana Police, so that
they can handle the system, once the project management is over,
(Proforma 5).

Commercial bid shall consist of the following:

0]
(ii)

Bid prices duly filled, signed and complete as per the price schedule
on the prescribed quotation form (Proforma - 10)
Financial Deviation (Proforma 11)
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The bidder can quote, separately, for any other item, which the
bidder may think is essential or may be required while executing the
project, which is not included in the RFP.

The bidder shall also provide all Hardware & software, along with
appropriate number of licenses, which the bidder consider essential
for the execution of the project but which are not included in the
hardware/system requirements.
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Other terms and conditions of bids
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8. Other terms and conditions for bids

8.1
0]

(ii)

(iii)

8.2
0)

(i)
8.3
0)

8.4
0)

(i)

(iii)

Earnest Money Refund

The draft of earnest money to the bidder(s), who fail(s) to quality for the
technical bid, will be returned by Hartron to the authorized representative of
the bidder against a proper receipt or will be sent by the registered post at
the mailing address of the bidder as specified in the bid within four weeks of
opening of the pre-qualification bid.

The draft of earnest money to the bidder(s), who fail(s) to quality for the
commercial bid, will be returned by Hartron to the authorized representative
of the bidder against a proper receipt or will be sent by registered post at the
mailing address of the bidder as specified in the bid within eight weeks after
completion of technical bid evaluation.

The draft of earnest money to the project(s), who qualify(s) for the
commercial bid, but do not get the order for the project will be returned by
Hartron to the authorized representative of the bidder against a proper
receipt or will be sent by the registered post at the mailing address of the
bidder as specified in the bid within one month after signing of contract
between Haryana Police and the successful bidder.

Site visit

Bidders desirous of making site visits to certain offices and facilities of the
Haryana Police are required to submit requests for the same to Haryana
Police under intimation to HARTRON at least 10 (ten) working days prior to
the closing date of the tenders. Haryana Police may give the permission
letter for such site visits, which would extend to the offices and facilities of
the Haryana Police as necessary for the bidder to implement the project. The
cost of the visit will be borne by bidder himself; Haryana Police is not liable
to provide any facility to the bidder(s) for such visits.

Haryana Police on its own discretion can cancel such permission at any
moment without any notice to the bidder(s).

Warranty & AMC

The vendor will also be responsible for providing comprehensive on site
warranty as per clause no. 2.5 of this RFP as well as AMC as per clause no.
2.6 of this RFP.

Letter of intent

After Acceptance of a Bid Proposal by High Powered Purchase Committee of
Haryana Government, a letter of intent will be issued by the Hartron on
behalf and in consultation with Haryana Police to the successful bidder.
Acceptance of the letter of intent: The Bidder shall accept the Letter of Intent
within 7 (Seven) days from the date of issue of the Letter of Intent by
returning a duly signed copy to Hartron and shall enter into the Contract
Agreement with Haryana Police within 7 (Seven) days of the acceptance of
the Letter of Intent.

Performance bank guarantee: While signing the Contract Agreement with
Haryana Police, the Bidder within 15 (Fifteen) days of signing the Contract
agreement shall furnish unconditional irrevocable Performance Bank
Guarantee Amounting to 10% of total order value from a Nationalized Bank
in favour of "Managing Director, HARTRON" on the prescribed Format (as
mentioned at Appendix 1). This Performance Bank Guarantee shall be for a
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period of 1 (One) years renewable annually by the vendor itself before the
expiry of the Performance Bank Guarantee. The said Performance Bank
Guarantee be extendable by the HARTRON as per the requirement and shall
be kept in full force and effect for the full term of the Contract Agreement
including the project management period. Further, the decision of the
Hartron with regard to the Performance Bank Guarantee shall be binding on
the successful bidder.

Release of formal purchase order: HARTRON on behalf of and in consultation
with Haryana Police shall release a formal purchase order upon the receipt of
the Performance Bank Guarantee as mentioned at above.

Proprietary rights

The bidder/supplier shall indemnify the HARTRON as well as Haryana Police
against all third party claims of infringement of patent, copyright, trademark,
license or industrial design rights and other intellectual property rights, software
piracy arising from use of the goods or any part thereof.

Patent rights

The Bidder shall indemnify the HARTRON as well as Haryana Police against all
third-party claims of infringement of patent, trademark or industrial design and
intellectual property rights arising from the use of the Goods or any part thereof.

Right to vary quantities at the time of award

The HARTRON on behalf of and in consultation with Haryana Police reserves the
right to vary the quantities and fix a delivery Schedule. HARTRON on behalf of
and in consultation with Haryana Police also reserves the right to order
additional quantities at a price not more than the price accepted after this
document for a period of two years from the date of order placement.

Right to accept any bid and to reject any or all bids

The HARTRON and Haryana Police reserve the right to accept any bid, and to
annul the tender process and reject all or any bids at any time without assigning
reason prior to award of Contract, without thereby incurring any liability to the
affected bidder or bidders or any obligation to inform the affected bidder or
bidders of the grounds for the HARTRON's as well as Haryana Police's action.

Changes in technical specifications

HARTRON on behalf of and in consultation with Haryana Police reserves the right
to effect changes in the Technical Specifications after the pre bid discussions
with the bidders. Any such change will be notified in writing to all those who
have purchased this document. In case, any of the bidder have submitted the
bids before receiving the notification of changes, will be allowed to submit a
revised technical and commercial bid.

Additional information/clarification

HARTRON on behalf of and in consultation with Haryana Police reserves the right
to ask for any additional information, as it may deem necessary to evaluate the
bid proposal. Bidders that fail to submit additional information or clarification as
sought by HARTRON within one (1) week of the receipt of HARTRON's letter
requesting for such additional information and/or clarification, their bids will be
evaluated based on the information furnished along with the bid proposal.
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Section -9

Terms and conditions of Contract
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9. Terms and Conditions of contract
9.1 Use of Tender Documents and other information

0)

(ii)

(iii)

Bidder shall not, without the Haryana Police's prior written consent,
disclose the contract agreement, or any provision thereof, or any
specification, pattern, sample or information furnished by or on behalf of
Haryana Police in connection to any person other than a person
employed by the HARTRON as well as Haryana Police in the performance
of the contract agreement and the scope of work. Disclosure of
document/information to any such employed person shall be made in
confidence and shall extend only so far as may be necessary for such
performance.

Bidder shall not, without the Haryana Police's prior written consent make
use of any document or any information specified in above, except for
the purpose of performing the contract agreement and the scope of
work.

Any document other than this contract agreement shall remain the
property of the Haryana Police and shall be returned On all copies) to the
Haryana Police or agency so authorized on completion of project, if so
required by the Haryana Police.

9.2 Change in the minimum specified work

0]

(ii)

(iii)

(v)

W)

(vi)

HARTRON with the consent of Haryana Police, may at any time by
written notice to the vendor, make changes in the minimum specified
work.
(i) The vendor shall not perform changes in the minimum specified
work, until HARTRON with the consent of Haryana Police gives
permission for such change in writing on the basis of estimate provided
by the vendor.
Mutually agreed change in the minimum specified work shall constitute
as a part of the contract agreement and all the provisions and contract
agreement shall apply on the said change.
Any change in the minimum specified work that may be carried out
without any significant additional costs shall be carried out by the
vendor at no additional cost or expense to the Haryana Police and such
changes shall include but not limited to changes in database, changes in
inputs and outputs formats, modification of reports, changes in formats
of reports.

In the event of withdrawal or discontinuance of any item or items and
consequent ceasing of or reduction in demand the vendor shall not be
entitled to any compensation. HARTRON on behalf of and in consultation
with Haryana Police will, however, make all reasonable endeavors to
give warning of any impending complete withdrawal or of any reduction
seriously affecting quantities likely to be required under contract.

If during the currency of the contract, the specifications of any item or
items to be supplied become obsolete, the vendor shall continue to
comply with demands for the supply of the said item or items in
accordance with the new specifications at rate not higher than already
agreed rates at the time of contract, and the vendor will not be entitled
for any compensation also.

9.3 Changes in contract agreement
Except the changes as mentioned above, no modification of the terms and
conditions of the Contract Agreement shall be made except by written
amendments signed by the both vendor and the Haryana Police.
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Delivery period / Milestones

0) The final acceptance of the project must be completed within Eight
months from the date of placement of purchase order or date of signing
of contract agreement whichever is earlier

(i) The milestones of the project are as mentioned below:-

Sr. | Milestone Duration

No.

1. Delivery of all hardware items and | Within four months
their installation, commissioning | from date of award of
for Cyber Crime Investigation | contract
Laboratory

2. | Acceptance test of the system Within six months

from date of award of
contract

(iii) If the vendor fails to adhere to the milestones as mentioned above, 0.1%

penalty per equipment per week shall be recoverable on the value of
balance work which includes the delivery of the equipment to be
supplied, maximum up to 10% of total order value In case of non
payment by the vendor, recovery will be made from his bills or amount of
Earnest Money or Bank Guarantee with the HARTRON provided that:

)

(b)

(©)

No recovery of penalty will be made if HARTRON on behalf of and
in consultation with Haryana Police accepts the delay by
extending the relevant milestone upto 1 week by recording in
writing that the exceptional circumstances were beyond the
control of the vendor and there was no loss to Haryana Police.
Where the delay on the part of vendor is more than 2 weeks, the
matter of extension of relevant milestone will be referred to by
the Indenting Officer to the Committee appointed by Director
General of Police, Haryana with a certificate that there are
genuine reasons for delay on the part of vendor and that no loss
will result to Haryana Police in case extension of delivery period is
allowed. In case the delivery period is extended, no penalty for
supplies made during the extended period shall be recovered from
the vendor.

On the failure of the supplier to make supply within the extended
period, HARTRON on behalf of and in consultation with Haryana
Police can effect the risk purchase. The said purchase at the cost
of vendor will be made and delivered by the MD, HARTRON within
6 months of the consent for risk purchase given by Haryana Police
to HARTRON by inviting short-term quotations from the registered
and other empanelled vendors and the purchase will be
performed in consultation with Haryana Police. The excess cost
thus incurred will be recovered from the vendor from his pending
bills or Earnest Money or Performance Bank Guarantee or through
court of law. This procedure will be adopted after serving a
registered notice to the vendor to seek his explanation within 15
days if the vendor fails to reply or is unable to explain up to the
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satisfaction of HARTRON as well as the Haryana Police.

(d) No recovery of penalty will be made if there is delay in the
implementation of responsibilities on the part of Haryana Police
mentioned as per clause 9.7.

(iv)  The unexcused delay in the performance of delivery or non supply of
items or during implementation by the vendor in the prescribed
milestones may render him liable to any or all of the following penalties:-
(a) The penalty as mentioned in the RFP
(b) Forfeiture of earnest money and revoking of Security

(Performance Bank Guarantee).

(©) Imposition of liquidated damage and termination of the contract
as default.

(d) The vendor may be black listed or debarred for the period of 3
years for participating in any tender released by Haryana
Government.

(e) HARTRON on behalf of and in consultation with Haryana Police
can make risk purchase as mentioned at Sub-part 'c' of Clause (iii)
of Section 9.4.

Warranty period and maintenance services

The vendor will be responsible for the comprehensive maintenance of all

supplied equipments and related accessories free of charge during the warranty

period as specified in the RFP

Responsibilities of vendor

0) The installation, configuration, maintenance and up-gradation of all
required software, is the responsibility of vendor till the warranty period.

(i) User Training to Haryana Police Personnel as per RFP

(iii) Project Management Services as per RFP.

(iv)  Warranty Support during warranty period

(v) AMC as per the contract

Responsibilities of Haryana Police

0] To prepare the site for the installation of the equipment, which includes
the provision for required furniture and air-conditioner (if required).

(D) To provide the adequate electricity points/power at the site.

(iii) To provide the data transmission medium at the site as per the
requirement of the project.

(iv)  To provide appropriate environmental conditions, necessary power
facilities for the system, access to the premises, a secure equipment
storage area, and suitable conditions for the vendor's workers.

Prices

The prices quoted for the Equipments and related accessories/Services shall be

firm throughout the period of contract and shall not be subject to any upward

modification whatsoever.

Inspection/tests of the items/equipments

Q) The Haryana Police or any officer from HARTRON or person duly
authorized in writing by the Haryana Police shall have the power to
inspect the items before, during or after installation and to reject the
same or any part or portion, if he or they be not satisfied that the same
is not at par or according to the specifications submitted by the vendor.

(i) The vendor shall not be paid for supplies rejected.

(iii)  Vendor shall neither claim nor be entitled to payment for any damage
that rejected supplies may suffer from any harm whatsoever incidental to
a full and proper examination and test of such supplies.
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(iv) HARTRON and Haryana Police shall be under no liability whatsoever for
rejected items and the same will be at the vendor's risk.

(v) Rejected supplies shall be removed by the vendor at his own expense
within 10 days after notice has been issued to him of such rejection, and
failing such removal of rejected goods will be at vendor's risk and
HARTRON on behalf of and in consultation with Haryana Police may
charge the vendor the market rent for the space occupied by such
rejected goods.

(vi) Super inspection of already inspected may be carried out at the discretion
of the Haryana Police after installation, by such officer as may be
authorized by him. The provisions of conditions mentioned

Invoicing

0] With every dispatch of goods or materials under the contract, the vendor
will prepare invoices in triplicate.

(i) Invoice along with Delivery Challan in duplicate are to be sent by the

vendor to the consignee at Police Head Quarter (PHQ), Panchkula. The
duplicate of Delivery Challan to be returned to the vendor by the
respective indenting officers with the quantities or numbers received
duly noted and signed thereon.

(iii) Second copy to be sent to HARTRON along with the duly signed Delivery
Challan received by the vendor from the respective intending officers for
further necessary action regarding payments, etc.

(iv)  The third copy to be sent by the vendor to the Haryana Police for record

in its office.
Condition of items supplied
0) This is subject to the condition that the materials are securely packed by

the vendor in sound containers and the consignment is accepted by the
carriers without any adverse remarks as to the packing or the condition
of the containers. In case of any adverse remarks, the responsibility for
the losses in transit will rest with the vendor.

(i) The vendor will not be entitled to charge or be paid for supplies broken,
lost or damaged in transit. Such supplies shall be removed by the vendor
at his own expense. The decision in this regard taken by HARTRON in
consultation with Haryana Police shall be binding and final.

Acceptance tests for hardware

A Testing Committee of the officials from HARTRON, Police Department, Head
of the respective site or any officer or person as constituted and duly authorized
by the Haryana Police will perform Acceptance Tests for system. In any case, if
the quality and the quantity of the items supplied by the vendor are found
unacceptable, the vendor shall be held responsible for covering up the loss in
terms of both quantity as well as quality wise. All the hardware related
payments to the vendor as per the payment schedule mentioned would be
made after the successful clearance of the following acceptance tests.

Acceptance test

(a) All Equipment and tools must be installed at the site as per the
specification mentioned in this document.

(b) The Brand, Model No., Specifications and quantity of all the supplied and
installed hardware items must match with respect to the list and
particulars of the items to be supplied for that unit.

(© The vendor can be asked to demonstrate all the features/facilities
mentioned in the bid and product brochures attached along with the bid.

(d) All the installed equipment should be working properly as per the
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Acceptance Test
(e) Training part of the project should be completed.

On the successful completion of the acceptance test and after HARTRON and
Haryana Police are satisfied with the working of the system, the acceptance
certificate signed by the authorised representative of HARTRON, authorised
representative of Haryana Police and vendor will be issued by the HARTRON
on behalf of and in consultation with Haryana Police to the Vendor. The date
on which such certificate is issued shall be deemed date of the successful
commissioning of the system.

Any delay by the vendor in the performance of its contracted obligations shall
render the vendor liable to the imposition of appropriate liquidated damages,
unless agreed otherwise by HARTRON and Haryana Police.

Payment schedule for Equipments and Tools

0] No payment will be made in advance for any supplies under this project.

(i) 70% payment of the equipment and tools/software supplied under the
project will be released upon delivery and inspection.

(iii) 20% payment of the equipment and tools/software supplied, installed &
commissioned will be released after the successful clearance of
Acceptance Test as mentioned above.

(iv) Balance 10% payment of the equipment supplied, installed &
commissioned will be released after one month from the date of
successful clearance of Acceptance Test as mentioned above.

Other payments

0) 100% payment for training will be released after satisfactory completion
of training

(D) Project Management Fees including manpower deployment will be paid
as per the following schedule.

a) Quarterly after satisfactory project management at the end of each
quarter.

(iii) Quarterly release of payment for extended period of warranty at the end
of each quarter.

(iv) Quarterly release of payment for AMC at the end of each quarter.

(v) Earnest money of the vendor will be released after receipt of the
performance guarantee.

(vi) Performance Bank Guarantee will be released after the completion of
project management period/ Warranty period of two years or five years
which ever is later.

Change in company structure

If the Membership / Board structure of the bidder is changed after the bidder is

selected, then the bidder shall accordingly inform the Haryana Police of such

changes within 3 months.

Compliance with laws, permits

The successful vendor shall comply with all local, state, and federal rules,

regulations, ordinances, codes, and laws relating to the work or the conduct

thereof and shall secure and pay for any permits and licenses necessary for the
execution of the work and vender shall be responsible for the same.

Liability insurance

Vendor shall agree to maintain General Liability Insurance, Worker's

Compensation, and Haryana Police's Liability Insurance to cover all its personnel

engaged in the performance of the services herein described, as well as
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damages arising as a result of the performance of such services. Vendor further
agrees to require his subcontractor(s), if any, to maintain General Liability
Insurance, Worker's Compensation, and Haryana Police's Liability Insurance. The
vendor shall also be responsible for Employees Provident Fund (EPF) and other
worker compensation issues, if any, applicable on his or his subcontractors'
personnel.

Forfeiture of earnest money

0]

(ii)

(iii)
(iv)

If the bidder withdraws his bid before the expiry of validity or after the
acceptance of the bid, the earnest money deposited by the bidder will be
forfeited.
If the bidder fails to comply with any of the terms, conditions or
requirement of this contract and the technical specifications for
equipment and tools as indicated in the RFP of this document, the
earnest money deposited by the bidder will be forfeited.
In case vendor fails to comply with the delivery period as specified in the
RFP the earnest money deposit will be forfeited.
In case of issue of the Letter of Intent, if the bidder fails to:
(a) accept the Letter of Intent by returning a duly signed copy within
the time limit specified; and / or
(b) execute the contract agreement; and / or
(© furnish the performance bank guarantee as specified in
this Document. The earnest money deposit will be
forfeited.

Termination of the contract

0)

(ii)

(iii)

In the event of the bidder failing duly and properly to fulfill the contract
or committing breach of any of the terms and conditions of this contract
or repeatedly supplying goods liable to rejection hereunder or failing,
declining, neglecting or delay to comply with any demand or requisition
or otherwise not executing the same in accordance with terms of this
contract or not achieving the milestones mentioned at RFP if the bidder
or his agent or servants being guilty of fraud in respect of this contract or
any of his partners or representatives found directing, giving, promising
or offering any bribes, gratuity, gift loan, perquisite, reward or advantage
pecuniary or otherwise to any person in the employment of Government
in any way relating to such officers or person or persons, officer or
employment or if the bidder or any of his partners become insolvent or
apply for relief as insolvent debtor or commence any insolvency
proceedings or make any composition with his/their creditors or attempts
to do so, then without prejudice to HARTRON's as well as Haryana
Police's rights and remedies otherwise, HARTRON on behalf of and in
consultation with Haryana Police shall be entitled to terminate this
contract forth with and to blacklist the bidder and may claim back all or
part of the money already paid to the bidder.

The termination of this contract in whole or part under any conditions
shall not be affected by the acceptance, meanwhile or subsequently, of
supplies accepted or made at any station whether in ignorance of the
termination or otherwise.

If during the currency of the contract, the vendor becomes bankrupt or
otherwise insolvent or is likely to become insolvent or bankrupt,
HARTRON on behalf of and in consultation with Haryana Police may, at
any time, terminate the contract agreement by giving written notice to
the vendor. Notwithstanding the above, such termination will not
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prejudice or affect any right of action or remedy, which has accrued or
will accrue thereafter to HARTRON and Haryana Police.
9.21 Consequences of termination

0) Upon termination, the vendor shall deliver or cause to be delivered all
works carried out for and on account of the Haryana Police and all data
and records required from or on account of the Haryana Police to the
Haryana Police.

(i) Termination of the contract agreement shall not affect any continuing
obligations of the vendor under the contract agreement, which, either
expressly or by necessary implication, are to survive its expiry or
termination such as confidentiality obligations of the vendor.

iii) Upon termination of the contract agreement for any reason whatsoever,
the vendor shall return to the Haryana Police, any and all confidential
information and any other property of the Haryana Police.

(iv) HARTRON on behalf of and in consultation with Haryana Police may
procure services similar to those undelivered, upon such terms and in
such manner, as it deems appropriate, at the risk and responsibility of
the vendor and the vendor shall be liable for any additional costs for such
services.

(v) The vendor shall continue the performance of the contract agreement to
the extent not terminated.

(vi)  Upon termination of the contract agreement for whatsoever, HARTRON
on behalf of and in consultation with Haryana Police shall have the right
to impose the following penalties:-

(a) Forfeiture of earnest money
(b) Revoking of performance bank guarantee by HARTRON on advice
of Police Department.
(© Imposition of liquidated damage.
(d) Black listing of the vendor.
9.22 Un-avoidable circumstances
If the vendor is prevented from performing any of its services under the
contract agreement due to causes such as fire, acts of God, or elements,
embargoes, governmental orders, the vendor shall be excused from the non-
performance of its obligations during the period that such cause continues to
exist, but if such cause continues to exist and prevents performance by the
vendor of its obligations for more than 60 days, HARTRON on behalf of and in
consultation with Haryana Police may terminate the contract agreement in
whole or part thereof effective upon delivery to the vendor of written notice of
such termination. Upon termination of the contract agreement under this
Section, the provisions regarding consequences of termination set out in
relevant Section shall apply.
9.23 Arbitration
If any question, difference or objection whatsoever shall arise, in any way
connected with or arising out of this contract or the meaning or operation of
any part thereof or the rights, duties or liabilities or either party then save in so
far as the decision of any such matter is hereinbefore provided for and has been
so decided every such matter including whether its decision has been otherwise
provided for and/or whether it has been finally decided accordingly in whether
the contract should be terminated or has been rightly terminated in whole or
part and as regards the rights and obligations of the parties as the result of
such termination, shall be referred to for arbitration to the Principal Secretary
and Financial Commissioner for Haryana Government, Home Department or any

Page 51 of 87



RFP no. Hartron/Proj/ Cyber Crime equipments/2011-12/Re 1

other officer/official appointed by him and his decision shall be final and
binding, and where. The matter involves a claim of the amount if any awarded
in such arbitration it shall be recoverable in respect of the matters so referred
to.
9.24 Acquaintance with all conditions

The bidder acknowledges that he has made himself fully acquainted with all the
conditions and circumstances under which the supplies required under the
contract will have to be made or furnished and with all the terms, clauses,
conditions, specifications and other details of the contract and the bidder shall
not plead ignorance of any of those as excuse in case of complaint against or
on rejection of supplies tendered by him or with a view either to asking for
encashment of any rates agreed to in the contract or to evading any of his
obligations under the contract.
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Section 10

Bill of Material
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10. BILL of MATERIAL

S.No | Equipment Quantity
1 High End Forensic Workstation 1
2 Forensic Workstations 2
3 Kit consisting of External IDE/SATA, SCSI, USB write protect 1
devices
4 High Speed Imaging device with all adapters 1
5 Live Server Acquisition Kit 1
6 Portable Cyber Forensic Laboratory 1
7 Integrated Disk Forensic software 2
8 Password Recovery Tool Kit Bundle 1
9 Advance Link Analysis system with database designer and 1
pattern analysis capability
10 Steganograpy Investigation Tool 1
11 Voice Biometric 1
12 3 KVA true online UPS with 4 hrs battery backup 1
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PROFORMAS
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(To

To,
Managing Director
HARTRON
SCO 111-113
Sector 17 B
Chandigarh 160017
Subject :
Laboratory for Haryana Police
Dear Sir,
1.
2. PRICE AND VALIDITY

be enclosed with pre-qualification bid).
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Proforma 1

BID PROPOSAL SHEET

Bidder’s Proposal Reference
No. and Date

Bidder's Name and Address

Tel. No.

Fax No.

Bidders Correspondence

address

Tel. No.

Fax No

Name of contact Person

Designation

Telephone No (s)

Fax No (s)

Mobile No

Email ID

Supply, installation and commissioning of Cyber Crime Investigation

We, M/s , having read and examined in detail the specifications,

requirements as mentioned in the RFP do hereby propose for Supply, installation and

commissioning of Cyber Crime Investigation Laboratory, for Haryana Police.

All the prices mentioned in our proposal are in accordance with the terms as specified

in bidding documents. All the prices and other terms and conditions of this proposal
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are valid for a period of 120 days from the opening of the commercial bid or six

months from the last date of submission of the RFP, which ever is later.

3. EARNEST MONEY
We have enclosed the earnest money in the form of Bank Draft amounting to Rs. 2
lacs in favour of Haryana State Electronics Development Corporation Ltd.
payable at Chandigarh. It is liable to be forfeited in accordance with the provisions
of RFP document.

4. ASSURANCE
We declare that all the services shall be performed strictly in accordance with the
technical specifications and other terms and conditions covered in RFP document.

5. BID PRICING
We further declare that the prices stated in our proposal are in accordance with your
terms & conditions in the bidding document.

6. QUALIFYING DATA
We confirm having submitted the qualifying data as required by you in your RFP
document. In case you require any further information/ documentary proof in this
regard before evaluation of our bid, we agree to furnish the same, in time, to your
satisfaction.

7. We hereby declare that in case the contract is awarded to us, we shall submit the
Bank Guarantee as per terms of RFP document.

8.  We hereby declare that our proposal is made in good faith, without collusion or fraud
and the information contained in the proposal is true and correct to the best of our
knowledge & belief. We further declare that we have read the provisions of this RFP
and confirmed that these are acceptable to us.

9.  Bid submitted by us is properly prepared and sealed so as to prevent any subsequent
alteration and replacement.

10. We understand that you are not bound to accept the lowest or any bid by you.

Thanking you,
Yours faithfully,
(Authorised Signatory)

Date: Name:

Place: Designation:

Business Address: Seal of the company:

Page 57 of 87



RFP no. Hartron/Proj/ Cyber Crime equipments/2011-12/Re 1

(To be enclosed with Pre Qualifying Bid)

Proforma — 2
PARTICULARS OF BIDDERS AND MANUFACTURERS

FOR RFP NO.

1. Name of the Bidder

2. Address of the Bidder

Tel. Fax

3. Year of establishment

4. Bidder’s proposal
number and date

5. Name, Designation and
address of the officer
to whom all references
shall be made
regarding this RFP

Tel: Mobile:

Fax: Email:

6. Annual turnover of the | Year Turn over Profit
firm for the last 2
successive years (in

Rs.) 2009-2010

2008-2009

7. Details of Draft for Draft No.
Earnest money
deposited

Bank Name:

Signature
Name
Designation
Date
Company seal

Page 58 of 87



RFP no. Hartron/Proj/ Cyber Crime equipments/2011-12/Re 1

(To be enclosed with Pre Qualification Bid)

Proforma 3
MANUFACTURER/ AUTHORISED RESELLER WARRANTY

We, M/S —--mmmmmmm oo warrant that everything to be supplied by us hereunder
shall be brand new, free from all encumbrances, defects and faults in material.
Workmanship and manufacturing shall be of the highest grade and quality and consistent
with the established and generally accepted standards. Materials of the type ordered shall

be in full conformity with the specifications, drawings or samples, if any, and shall operate

properly.

We, M/S--------mmmmemeeo also undertake that in case any item supplied by us

found to be defected, faulty, or used at any stage, it shall be replaced by us at our cost.

Signature of the Witness Signature of the Tenderer
Name Name
Address Address

Seal
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(To be enclosed with Prequalification bid on the official letter head of the bidding
company)

Proforma - 4
UNDERTAKING FOR MANAGEMENT

We, M/S ------- --- undertake that we will provide the on site project

management for Cyber Crime Investigation Laboratory for Haryana Police during the

installation and commissioning period as per RFP.

We, M/S --mmmmmmmmm oo further undertake that we will manage the said system
for a period as per the terms and conditions mentioned in the RFP document. The period of
this facility management and operation will begin after the clearance of acceptance test of
the project and with effect from the date on which acceptance certificate for the successful

commissioning of the system is issued.

We M/s also agree to extend the project management s per the terms and

conditions mentioned in the RFP Document if required by the tenderer.

Signature of the Witness Signature of the Tenderer
Name Name
Address Address

Seal
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(To be enclosed with Technical Bid on the official letter head of the bidding
company)

Proforma -5
UNDERTAKING FOR SYSTEM INSTALLED IN COMPLETE RESPECT, TRAINING,
ETC.

We, M/S —---mmmmm oo undertake

1. That we undertake that the Cyber Crime Investigation Laboratory proposed to be
installed and commissioned is complete in all respects adhering the requirements
specified in the RFP.

2. that after the expiry of the project management period, we will handover the total
system in running condition with the same or improved specifications as was
supplied by us.

3. that we will accordingly train the manpower of Haryana Police as per the scope of
training under RFP document, so that the concerned officers/officials of Haryana

Police can handle the system, once the project management period is over.

Signature of the Witness Signature of the Tenderer
Name Name
Address Address

Seal
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(To be enclosed with Prequalification bid on the official letter head of the bidding
company)

Proforma 6
Indemnification from proprietary rights
From

To

Managing Director,
HARTRON, SCO 111-113
Sector 17-B, Chandigarh

We M/s indemnify Hartron & Haryana Police against all third

party claims of infringement of patent, copyright, trademark and trade designs arising from

use of the goods or any part thereof in India.

Signature of the Witness Signature of the Tenderer
Name Name
Address Address

Seal
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(To be enclosed with Prequalification bid on the official letter head of the bidding
company)

Proforma 7
Indemnification from patent rights

From

To

Managing Director,
HARTRON, SCO 111-113
Sector 17-B, Chandigarh

We M/s indemnify Hartron & Haryana Police against all third-

party claims of infringement of patent, trademark or industrial design and intellectual

property rights arising from the use of the Goods or any part thereof.

Signature of the Witness Signature of the Tenderer
Name Name
Address Address
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(To be enclosed with technical bid)

Proforma 8
TECHNICAL BID

Managing Director
Haryana State Electronics Dev. Corpn. Ltd.,(HARTRON)
SCO 111-113, Sector 17-B,

Chandigarh.

We M/s

offer to undertake that the Cyber Crime

Investigation Laboratory for Haryana Police proposed to be installed and commissioned is
complete in all respects adhering to the requirements specified in the RFP in conformity
with this offer as may be ascertained in accordance with the Schedule of Prices provided
in the Commercial Bid.

Sr.no Name of the item Oty Make/model
1. High End Forensic Workstation 1
2. Forensic Workstations 2
3. Kit consisting of External IDE/SATA, 1
SCSI, USB write protect devices
4, High Speed Imaging device with all 1
adapters
5. Live Server Acquisition Kit 1
6. Portable Cyber Forensic Laboratory 1
7. Integrated Disk Forensic software 2
8. Password Recovery Tool Kit Bundle 1
9. Advance Link Analysis system with 1
database designer and pattern
analysis capability
10. Steganograpy Investigation Tool 1
11. Voice Biometric 1
12. 3 KVA true online UPS with three hrs 1
backup
13. Training
14. Deployment of manpower
15. Project management for two years
16. Project management for 3" year
17. Warranty for two years clause no 2.5
18. Warranty period of five years as per
clause no 2.5
19. AMC for two years after warranty
period of warranty period of two
years as per clause no 2.6
20. AMC for two years after the expiry of
a warranty period of five years as per
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| | clause no 2.6 | | |

We undertake, if our bid is accepted, to commence the work immediately and to
complete the project deliverables as the case may be within the stipulated time frame of
eight months from the date of receipt of your Notification of Award.

We agree to abide by this bid for a period of 180 days from the date fixed for bid
opening and it shall remain binding upon us and may be accepted at any time before
expiration of that period. Until a formal contract is prepared and executed, this bid,
together with your written acceptance thereof and your notification of award, shall
constitute a binding Contract between us.

We have enclosed demand draft no---------------- Dated --------- drawn in favour of
Haryana State Electronics Development Corporation Ltd. for Rs 2.00 lacs as EMD.

We understand that you are not bound to accept the lowest or any bid you may receive.
We also understand that you have the right to vary the quantities.

Dated Day of 2011

Signature & Seal

(in the Capacity of)
Only Authorized to sign bid for and on behalf of

Full Name

Full address
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(To be enclosed with technical bid)

Proforma 9
TECHNICAL DEVIATIONS

Subject: Technical Deviations for Supply, installation and commissioning of
Cyber Crime Investigation Laboratory for Haryana Police

Dear Sir,
Sr. Clause Page Statement of deviations
No. No. No. and variations
Date Signature

Name
Place Seal
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(To be enclosed with Commercial bid)

Proforma 10
FINANCIAL BID

Managing Director

Haryana State Electronics Dev. Corpn. Ltd.,(HARTRON)
SCO 111-113, Sector 17-B,

Chandigarh.

We M/s offer to undertake that the Cyber Crime
Investigation Laboratory for Haryana Police proposed to be installed and commissioned is
complete in all respects adhering to the requirements specified in the RFP in conformity
with this offer as may be ascertained in accordance with the solution provided in the
technical Bid.

Sr.no Name of the item Oty Make/model | Unit rate Total
cost

1. High End Forensic Workstation 1

2. Forensic Workstations 2

3. Kit consisting of External 1

IDE/SATA, SCSI, USB write
protect devices

4, High Speed Imaging device 1
with all adapters

5. Live Server Acquisition Kit 1

6. Portable Cyber Forensic 1
Laboratory

7. Integrated Disk Forensic 2
software

8. Password Recovery Tool Kit 1
Bundle

9. Advance Link Analysis system 1

with database designer and
pattern analysis capability

10. Steganograpy Investigation 1
Tool

11. Voice Biometric 1

12. 3 KVA truw online UPS with 4 1
hrs Back up

A Total equipment cost

13. Training

B Deployment of manpower for | 2 nos

two years on full time basis B

14. Warranty for additional three
years after the expiry of two
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years warranty as per clause no

2.5

15. 3" year

16. 4™ year

17. 5" year

C Warranty cost (15+16+17)

18. Project management for 1%
year

19. Project management for 2™
year

D Total cost for project
management (17+18)

Total cost (A+B+C+D)

20. Project management for 3™
year

21. AMC after the expiry of
warranty of two years as per
clause no 2.6
AMC for 3" year
AMC for 4™ year

22. AMC after the expiry of
warranty of five years as per
clause no 2.6
AMC for 6" year
AMC for 7" year

1. Period of Delivery: We do hereby undertake, that in the event of acceptance of our
bid, the job will be completed within one month unless other wise specified in the
purchase order.

2. Terms of Delivery: The landed prices quoted are inclusive of current Excise Duty,
Freight, Insurance, Sales Tax, etc.

3. We agree to abide by our offer for a period of 180 days from the date fixed for
opening of the Technical bids and that we shall remain bound by a communication
of acceptance within that time.

4, We hereby certify that we have read and understood the terms and conditions
applicable to the bidder and we do hereby undertake to supply as per these terms
and conditions.

5. Certified that the Bidder is:

A sole proprietorship firm and the person signing the bid/offer is the sole
proprietor/constituted attorney of the sole proprietor.

Or

A partnership firm, and the person signing the bid/offer is a partner of the firm and
he has authority to refer to arbitration disputes concerning the business of the
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partnership by virtue of the partnership agreement/by virtue of general power of
attorney.

Or

7. A company and the person signing the bid/offer is the constituted attorney.

NOTE: Delete whatever is not applicable. All corrections/deletions should invariably
be duly attested by the person authorized to sign the bid/offer document.

8. We do hereby undertake that until a formal Contract is prepared and executed, this
bid, together with your written acceptance thereof and placement of letter of intent
awarding the Contract shall constitute a binding Contract between us.

Dated: this day of 2011

Signature of Bidder

Details of enclosures Full Name

Full address

Tel. No. Fax
no
E-mail:

Page 69 of 87



RFP no. Hartron/Proj/ Cyber Crime equipments/2011-12/Re 1

(To be enclosed with commercial bid)

Subject:

Dear Sir,

Proforma 11
FINANCIAL DEVIATIONS

Financial Deviations for carrying out various activities related to
Supply, installation and commissioning of Cyber Crime
Investigation Laboratory for Haryana Police.

Sr. Clause Page Statement of deviations and
No. No. No. variations
Date Signature
Name
Place Seal
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Proforma 12
DECLARATION BY THE BIDDER

(To be enclosed with pre qualification Bid)

NAME OF THE BIDDER: M/s

The bidder is requested to sign and affix their seal on each page of this document and
submit this duly signed original RFP document with pre-qualification bid in respective cover
without fail.

The bidder is also requested to give the following declaration as per the format.
We M/s have gone through the terms and

conditions and will abide by them as laid down vide pages from 1 to 92 (RFP containing Pre-
qualification, Technical, Commercial Bid and all relevant Annexures and formats enclosed)

We M/s hereby confirm that our firm has not
been blacklisted by any State Government / Central Government. We M/s
further confirm that our firm has no legal case
pending in any of the courts for winding up the company.

We M/s hereby declare that the

particulars furnished by us in this offer are true to the best of our knowledge and we further
understand and accept that, if at any stage the information furnished is found to be
incorrect or false, we are liable for disqualification from this tender and also is liable for any
penal action that may arise due to the above.

Signature :
Date: Name :
Place: Designation :

Seal of Bidder:

Page 71 of 87



RFP no. Hartron/Proj/ Cyber Crime equipments/2011-12/Re 1

Proforma 13

(To be enclosed with Technical Bid)
Managing Director
Haryana State Electronics Dev. Corpn. Ltd.,(HARTRON)
SCO 111-113, Sector 17-B,
Chandigarh.

We M/s confirm that the product quoted by us
for each item against this tender meets the minimum suggestive technical specifications
as mentioned in the Section 1V of the RFP.

Sr.
No.

Technical specifications as per RFP Specifications | Pg. No. of | Compliance
of the quoted | brochure
- Yes/No
equipments

High End forensic workstation

1. Intel® Workstation Board S5520SC

2. Highly scalable DDR3 memory

3. 12 DIMMs of registered or un-buffered DDR3
ensure ample capacity and energy-efficient
performance for any application

4. High-performance 1/0 architecture

5. expansion slots, including 2 fast PCl Express*

2.0 x16 slots provide optimal 1/0 flexibility

Flexible storage configurations

7. Integrated 6 SATA ports plus optional 4 port

SAS and SAS RAID Intel® 1/0 Expansion

Modules provide versatile storage

configurations

USB 2.0/IEEE 1394a port

9. Offers sustained, high-performance connectivity
and control to external devices

10. Thermal solutions

11. Intel® Thermal Solution STS100 series

12. Server chassis

13. Intel® Server Chassis SC5600

14. Intel® Server Chassis SC5650

15. RAID

16. Intel® RAID Controllers 5/10

17. Server adapters

18. Intel® Server Adapters

19. I/0  expansion modules

20. Intel® 1/0 Expansion Modules

21. Intel Xeon Processor W5590 (Product code
BX80602W5590)

22. Clock speed 3.33 Ghz, Intel QPI Speed
6.40GT/s, Shared L3 Cache 8 MB

23. Memory Speed 1333MHZ, No. of cores/Threads
4/8

24. Memory 48 GB DDR3

25. 2X1.5 TB HDD of 10000 rpm

26. Window 7 professional x64 Edition

27. Anti-Virus Software Corporate version for Five

o

c
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years
28. Write Protected IDE & SATA Bay.

e Multimedia Card Reader

e DVD writer

e 12xHi-Speed USB 2.0(8 Back Port, 4
Ports via 2 internal headers)

e Fire wire Card

e Intel PRO 10/100/1000 Network
Connection

e Cooling System

e 5 x 5.25” Peripheral Drive Bays (1
IDE & 4 SATA) with cables and
connectors

o1l swappable bay cable and
connectors for Laptop HDD

e 1 x 5.25” Drive Bay for 3.5” 1.44MB
Floppy Drive

e 7 x Full-height, Full-length
expansion slot

e 2 X 120mm Hot-swappable Fans

e 1 x 120mm Rear-exhaust Fan

e Power Switch & 5 LED Indicators

o Mobile Rack

e Speaker with woofer

e 22" LCD wide

e Keyboard

e Mouse Optical

Forensic workstation

i. Corei?
ii. WX58 BP Intel Org Server board
iii. Chipset Intel® X58 Express with Intel® 1/0
Controller Hub 10R
iv. Memory 4 DDR3 DIMM sockets in three

channels
(Un-buffered ECC or non-ECC) (1066/1333MHz)
Slot types

e 2 PCIl Express* 2.0 x16 slot

e 1 PCI Express 2.0 x4 slot

e 2 PCI Express 1.0 x1 slot

e 1 PCI 32/33 slot

v. Storage 6 SATA ports (3 Gbps) via ICH10R with
Intel® Matrix Storage Technology (RAID 0, 1,
10, 5 and new Intel® Rapid Recover
Technology) Integrated LAN Embedded Intel®
82567LM Gigabit Ethernet Controller Integrated
audio Dolby* home theater with high definition
audio Graphics technology Supports ATI*
CrossFireX* Technology.

vi. 16 Gb Ram DDR3

vii. 1.5 Tb Hard Disk of 10000 RPM

Page 73 of 87




RFP no. Hartron/Proj/ Cyber Crime equipments/2011-12/Re 1

viii.

Xi.
Xii.

Xiii.
Xiv.

XV.
XVi.
XVii.
Viii.
XiX.
XX.
XXi.
XXii.
Xiii.
Xiv.

ATX Server Chasis

Multimedia Card Reader

DVD writer

12xHi-Speed USB 2.0(8 Back Port, 4 Ports via 2
internal headers)

Upto 2 IEEE 1394a Ports (1 back port, 1 via
inter header)

Intel PRO 10/100/1000 Network Connection
Four (04) Swappable bays Cables and
Connectors for IDE, SATA and LAPTOP disk
drives.

Keyboard

Mouse Optical

Speakers with woofers

22" LCD wide

Cooling System

Graphic Card Nvidia

800 W Power Supply

QPI

Windows 7 Professional x64 Edition
Standard ATX (11.6” x 9.6”) Processor support

Kit consisting of External IDE/SATA, SCSI, USB write protect d

following

evices Kit should have the

1.

o0k ®N

10.
11.

12.
13.
14,
15.
16.

1 x IDE + SATA Combo write blocker and
Forensic Disk Duplicator
a. Should show Hash after completing
duplication operation.
b. Should support wiping of Destination
drive DoD Standard
¢. Should allow user to preview suspected
drive in write protected mode on
laptop/PC
1 x SCSI write protect bridge
1 x USB write protect bridge
1 x SAS write protect bridge
1 x FireWire Write protect bridges
2 x power supplies with power lead for main
units
FireWire cables + Two USB cables + all other
necessary cables for IDE/SATA and SCSI
1 x SCSI 68 pin to 50 pin and SCA adaptor
1 x 2.5"Adaptor laptop
1 x Laptop 1.8”Adaptor
1 x Laptop ZIF Adaptor set for Hitachi and
Toshiba HDD
1 x Micro SATA adapter
Write protected multimedia card reader.
Waterproof, dust proof pelican case (Black)
1 x Disk Monitor software
1 x Compatible Disk Imaging software
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High Speed Imaging Device with all type of Adaptors

1.

ook wd

© N

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.
22.

23.

24.
25.

26.

Should be a standalone device for creating
forensic images of
IDE/SATA/SCSI/SAS/USB/Fire wire devices
IDE Drives

SATA Drives

SCSI Drive

SAS Drives

USB Devices — thumb drives and external
drives

Fire wire devices

Multimedia cards

The device should have interactive touch
screen for smooth operations

Should have 2 external SATA/SAS connections
and 2 USB 2.0 connections. (Operator can
choose to use either the SAS/SATA connection
or the USB connection for each of the two
“Suspect” positions)

Should support Cross Copy which allows user
to image any “Suspect” Drive interface to any
“Evidence” Drive interface. (ie. IDE “Suspect”
drive to SATA “Evidence” drive)

Should have proper cooling arrangements to
prevent over heating of source or destination
drive under Indian field conditions

All Suspect  connections  should be
permanently write-protected at all times to
prevent changing Suspect Data

Should have 2 external SATA/SAS connections
and 2 USB 2.0 connections for destination
drives

Should Captures ‘Suspect” drive to one
“Evidence” drive (Single Copy Mode)

Should Captures “Suspect” drive to two
“Evidence” drives (Multi Copy Mode)

Should Captures 2 “Suspect” drives to two
“Evidence” drives (Parallel Copy Mode)

Should allow examiner to perform Drive
Wiping and Sanitization on destination drives
with user defined patterns or DoD wipes
Should support following types of hashing
MD5,SHA1,SHA256,SHA224,SHA384,SHA512
,CRC for Linux DD images

MD5,SHA1 for e01 images

Should have Linux DD: Supports storing single
or multiple DD images (industry standard) on
a single “Evidence” Hard Drive or USB storage
device.

User should be able to define the size of the
Linux DD segments.

Should support EO1 files format

Forensic disk duplicator should allow for the
imaging from one large “Suspect” drive to
multiple smaller “Evidence” drives.

Should be able to restore following image

types to a 100% copy (fully bootable working
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27.
28.
29.

30.

31.

32.

33.

copy).
Linux DD image

EO1 image

Should Support single pass drive wiping or full
Department of Defense (DoD) Sanitization.
Should allow the upload of Suspect Data
Images to networked storage area using a
built-in 1 Gigabit Ethernet connection. This will
allow user to take advantage of large storage
repositories (SAN) for the purpose of
processing and archiving images.

Should allow examiner to preview active files
on the Suspect Drive utilizing Windows XP file
viewers that allow previewing Word, Excel,
PDF, text or multimedia (pictures, video and
audio) files prior to seizing the data.

Unit should also features a built-in Audio Head
Phone Jack for discreet listening.

Should allow image creation from systems
(Windows and MAC) without opening the
system using live CD.

Live

Server Acquisition Kit

1.

2.

Should allow examiner to take RAM dump from
32 Bit and 64 Bit Systems.

Should allow examiner to capture System
protected files like registry files.

Should extract information related to Currently
logged on user / user accounts

Should extract information of Installed
applications and drives including network drives
Should extract information of USB devices used
in suspected machine.

Should support acquisition of suspected server
RAID irrespective of Configuration

Should provide Acquisition in
Linux/windows/MAC disk format.

Should support making forensic image from a
computer or laptop without opening its hard
drive.

Should include USB External Storage of TWO
Tera Byte for creating forensic images and RAM
Dumps.

10. Speed 3GB per minutes

Portable Cyber Laboratory

1.

Should have integrated disk duplication device
which support forensic duplication of following
types of suspect drives

IDE Drives

SATA Drives

Laptop Drives 1.8”

Laptop Drives 2.5”

Laptop Drive ZIF (Toshiba & Hitachi)
Micro SATA Drives

~ooo T
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10.

11.

12.

13.

14.

Should have proper cooling arrangements to
prevent over heating of source or destination
drive under Indian field conditions
Should have sustained data transfer rate
greater than 5GB/minute while simultaneously
calculating both MD5 and SHA-lor SHA256
hashes.
Should have Two External SATA signal
connectors: One for source drive, and one for
destination
Should have Two External IDE signal
connectors: One for source drive, and one for
destination
Should have Two External 4-pin male “drive
power” connectors: One for source drive, and
one for destination
Should have following operational functions
g. Disk duplication-Disk-to-Disk, Disk-to-
File (Raw/DD, EnCase .e01)
h. Format Disk-(Destination Only) FAT32
format
i. Wipe Disk-(Destination Only) ATA
Security Erase, One-Pass Write, Multi-
Pass Write
j.  Blank disk check-Source is blank or
not and Destination is having any data

or not

k. Disk Information-(Source or
Destination) Display detailed disk
information

Should have hardware write blockers for

I. IDE & SATA Drives

m. SCSI Drives

n. USB Drives

Should allow the examiner to perform

keyword search on suspected drive before
duplication.

Disk duplication device should allow the
examiner to wipe destination drives for
duplication purpose.

It should have all cables and connecters for
connecting IDE/SATA/SCSI/USB and laptop
drives.

Should have a high-end laptop (Core i7, 4 GB
RAM, 500 GB HDD) to perform analysis in the
field.

Should allow examiner to take RAM dump of
the suspected windows machine 32bit or 64bit
machine if turned on.

Should have power extension cord and Screw
driver set along with a Digital Camera for
working at crime scene.
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15. It should also have a forensic SIM card
acquisition and analysis tool to extract vital
information from SIM card.

16.  Should have disk forensic software installed
and configured on the laptop for performing
forensic analysis of image of Windows and
MAC computers in the field for

0. Deleted Data
p. Password Protected files
g. Misnamed files by using over 45 Million
Known File Hashes.
17. The disk forensic software should have built
in,
. data indexing and carving engine
s. Password recovery suite (For 100+
applications) like
i. MS Office
i.  WinZip
iii. Financial Accounting software
Tally and others
iv. PDF etc.
t. Registry viewer for examining system
registry files.
18. Should have a bundle of other utilities like
u. Disk Wipe (GUI Based no Installation
required) Uses several advanced
shredding algorithms (Dod 5220-22.M,
US Army, Peter Guttman) to securely
wipe data.
v. USB blocker (GUI based),
w. Partition Master (GUI based ),
X. Windows Auditing System and Root Kit
Scanner etc.
The whole solution should come in tough, airtight,
watertight ruggedized carrying case.

Inte

grated Disk Forensic Software

1. Should have built in module to Create forensic
images of suspected storage device in DD,EO1
format with authentication with MD5 and
SHA1 or SHA 256 hash.

2. Should have built it module to analyze registry
of windows based machine to extract vital
information like Typed web address, USB
device information, saved passwords, OS
install date, OS name and version etc.

3. Should have built in module to_Recover
passwords (Password recovery Tool) from
100+ applications like

i MS Office up to version 2010
ii. Adobe PDF
iii. Financial Accounting software Tally
iv. Win Zip
V. Stegnos, Stool etc.
4, Should allow examiner to perform distributed

password recovery by harness idle CPUs
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10.

11.

12.
13.

14.

15.

16.
17.
18.
19.

20.

21.

22.
23.
24.

across the network to decrypt files and
perform robust dictionary attacks.

Should have Known File Filter hash library with
45 million hashes.

Analyst should never lose work due to a crash,
as components should be compartmentalized
in database, worker and GUI
Should allow user to create physical drive from
image
Should use robust Oracle or SQL database in
background to store large amount of data.
Should allow distributed processing with
provided 3 distributed engines analysis.
Should have Wizard-driven processing to
ensure no data is missed.
User should be able to Cancel/Pause/Resume
processing
Should show real-time processing status
Should send email notification upon
processing completion
Should have advanced data carving engine
which allows examiner to carve allocated and
unallocated data on following criteria to
reduce the amount of irrelevant data carved
while increasing overall thoroughness.

vi. file size

Vii. File Type

viii. pixel size (Images)
Should perform analysis of RAM dump and
show all running processes including those
hidden by rootkits
display associated DLLs
network sockets
support 32&64 bit windows machines
Should have Broad file system, compound file
and email support.
Should support email analysis of various email
clients like

iX. Notes NSF
X. Outlook PST/OST

Xi. Exchange EDB

Xii. Outlook Express DBX

Xiii. Eudora

Xiv. EML (Microsoft Internet Mail)

XV. Earthlink

XVi. Thunderbird

XVii. Quickmail
XViii. Netscape
XiX. AOL
XX. RFC 833

Should Supports analysis of encrypted images
with popular encryption technologies, such as
Credant, SafeBoot, Utimaco, EFS, PGP and
Guardian Edge with known passwords.

Should have Comprehensive support for Mac
Process B-Trees attributes for metadata

PLIST support
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25.
26.
27.
28.
29.

30.

31.

SQLite database support

Apple DMG and DD_DMG disk image support
Crack Sparse Images or Sparse Bundles

JSON file support

Should Create detailed reports and output
them into native format, HTML, PDF, XML,
RTF, and more - with links back to the original
evidence

Should have Easy-to-understand and easy-to-
use GUI with pre-defined and customizable
data views, advanced filtering, dockable
windows and automated data categorization.
Should have Database Memory Adjuster to
adjust the amount of ram data base can utilize
to perform data importing to increase overall
performance of GUI.

Password Recovery Toolkit bundle

1.

Should come with a storage of 9 tera byte to
store rainbow tables

Should break 40 bit password for MS office
(Word and Excel), adobe PDF and windows
login password in few min.
Should come with software
password protected files.

Should support password breaking of multiple
files simultaneously

Should have security dongle to prevent
unauthorized access

Should be compatible with Password Recovery
Toolkit and Distributed Network Attack

to import

Advance Link Analysis system with database designe

r and pattern analysis capability

1.

Should be standalone software for link analysis
and visualization of complex networks.

Should be also capable of importing the data
directly without sending it to a complex
database system like SQL when data set is
small.

Should also have more than 20 different data
transformation combinations to normalize the
structured data like-

add prefix or suffix.

remove prefix or suffix
substitute from selected files.
merge Columns.

Replace Values.

Should trim characters

Should quickly visualize and identify the
common elements and connections hidden
within data

Should graphically present results making them
more accessible and easier to understand.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

Should produce dynamic briefing charts by
including photographs, video clips and
electronic documents.

Should rapidly change the representation and
emphasis of chart from link style to timeline
style and vice versa.

Should easily navigate charts and search for
Elements of data within them.

Should Print charts or distribute them
electronically. All reports should be exportable
to MS Word, Excel and pdf formats.

Should support Social Network Analysis on
various centrailities like betweeness ,closeness
and Degree etc.

Betweenness-Find the gatekeeper entries who
may control the information flow between
different parts of the network.

Closeness-Find the entries who may have the
best access to other parts of the network and
visibility of activities within the rest of the
network.

Degree-Find the entities who may be the most
active in the network based on the number of
direct links to other entities.

The range of analytical tools should include

The list items

The entity matching.

The visual search for investigation

Find Association part

Find linked Analysis

Identify Clusters.

Should allow automatically generate charts by

importing data from source data files like
csv,tsv,xls,xIsx,xmI,MDB and from data held in
the clipboard.

Specification should be able to be saved and
able to be used again.

Should support mapping of chart entity on maps
like Google Earth as well as export their .KMZ
files.

Should Support direct data import of data
extracted by UFED from cell phones directly
into analytical charts.

Should allow user to open multiple tabs for
simultaneous working on multiple charts.
Should easily create own multi-user databases
without advanced technical expertise or jump
start designs using pre defined templates.
Should set up comprehensive security at the
field, record or case level to restrict access by
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23.

24.

25.

26.

27.

28.

29.

30.

user or user group.

Should quickly find exact matches, synonyms or
words that sound similar to those in the search
criteria using search 360. This can be especially
useful when searching for names with spelling
variations.

Should maintain quality of the database by
quickly searching a set, a query result or entire
database for duplicate information.

Should allow analyst to add any information in
to user defined data sets so that common or
uncommon entries can be extracted.

Should have dedicated Call Data Analysis
Module which performs following tasks

Should accept almost all (Excel, TXT, HTML,
CSV, TSV) and standardize all the formats of
service provider of all states into one common
format.

a. It should automatically identify CDRs
format & process it in batch mode.

b. It should shows the relation between
other party to target(s) in single screen,
and it will also generate the common
numbers between them in single click

c. It should show the relation between IMEI
and Target(s) in single screen with
common IMEI among them if any.

d. It should help in finding new number by
comparing the other party number from a
given row number and by analyzing the
call pattern

e. It should handle and store the Cell ID, by
which you can get all your cell ids
decoded

f. It should apply different filters (like - date,
time, duration, Suspect number, B party
number, cell ID, B party Service provider
City/Circle-state- Country) on your CDR

All filter combinations should be applicable on

all reports simultaneously.

Should maintain subscriber database, Suspect
list etc.

Should run only after inserting a security dongle
(USB Type) for preventing unauthorized use.

Steganography Investigation Tool

Should be capable of detecting Steganography
Applications and files on computers.

Should be capable of detecting Steganography
files on web pages.

Should be Easy to use in case management
with full suite of tools

Should perform Rapid identification of over
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500 known steganography programs

Should Detect suspicious files through blind
anomaly-based approach

Should Easily identify image artifacts and
image characteristics

Should have State-of-the-art image analysis
with advanced image filters

Should have State-of-the-art audio analyzer
Should Crack and extract payloads from
carrier files with a simple point and click
interface.

Should make Court ready investigator html
reports

Should Scan audio files, JPG, BMP, GIF, PNG
etc

Should allow breaking of passwords with use
of password dictionary of supported
algorithms.

Should have following modules

Stego Hunting or equivalent Application
which should be able to quickly, accurately
and easily detect steganography programs as
a first look in the investigation process. Often
we are asked "how do you know if
steganography exists?"

Should have capability to scan forensic
images of other popular forensic tools such as
EO1, adl, dd, raw, I1SO and safeback images.
Stego Watch or equivalent Application :
Once suspected carrier files are found; Stego
Watch should automatically scan the entire file
system and results should be brought back
into a easy to read interface with suspected
files flagged. Files flagged should be detected
with a blind detection technique looking for
artifacts within those scanned media files and
then displayed with a threat association and
notification of any artifacts found. No prior
knowledge of steganography programs would
be necessary.

Stego Analysis or equivalent application
should be a fully featured imaging and
analysis tool allowing investigators to search
for visual clues that steganography has in fact
been utilized in both image and audio files. It
should have a file viewing panel which
displays the individual file image or audio
wave and the file attributes including image
details, DCT coefficients, color pairs and more.
In order to allow investigators to look for
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further clues that steganography is in use, it
should have included filter options that
transform the images into one of three
different presentations: Intesity, Saturation or
Hue. Other filter options should display only
selected Least Significant Bits (LSBs) of
specific colors.

Stego Break or equivalent Application
should obtain the pass phrase that has been
used on a file found to contain
steganography. Should allow examiner to add
own dictionary on selected algorithms

Voice Biometric System

The system should be capable of

a. ldentification of speaker in normal voice

b. Identification of speaker in non contemporary
voice

c. Identification of speaker in disguised voice

d. Identification of speaker in irrespective of text

e. Identification of speaker independent of
language

Should have the accuracy of more than 99% in the

above said cases
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UPS 3 KVA with 4 hrs. battery back up (ISO 9001/9002)

Tender specifications

Specifications
of the quoted
equipments

Pg. No.

brochure

of

Compliance
Yes/No

e Type

< Capacity

« Technology
< Input Volt

< Output Volt
% Output Freq.

<  Wave Form
< Distortion

< Battery Backup time
240mts. On full rated
load
(SMF Batteries)

< LED/LCD Bar Graph

< Make of SMF batteries
battery

< Rack

True ON-LINE

3KVA

PWM Technique using IGBT
160-270V

230V+-1%

50 Hz +- 0.5Hz

(Crystal Controlled)

Sine Wave

<3%

Should not be less than 4 hour (24(
mts.) for 3KVA Minimum battery back uf
should be 11500VAH.

Load Level and Battery Level

Hitachi, Panasonic, CSB, Exide, Amarraja
and Global Yousa SMF(VRLA) or any
other make duly type tested to
JISC8702 from DGS&D approved lab

Suitable metallic rack for housing of SMF
batteries
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Appendix
Format of Performance Bank Guarantee in favour of HARTRON

In consideration of Haryana State Electronics Development Corporation Ltd.
(HARTRON) and having its Headquarter at SCO 111-113, Sector 17B, Chandigarh,
which expression unless the context otherwise requires, shall include its successors
and permitted assigns (the “HARTRON") having agreed to accept from [ ]
(the name of the Successful bidder) a company incorporated, organized and
subsisting under the Companies Act, 1956 (1 of 1956) and having its registered
office at [ ..] which expression unless the context otherwise requires,
shall include its successors and permitted assigns (the "Successful bidder") under
the terms and conditions of an agreement dated the [......... ] day of [........ ] between
the HARTRON and the Successful bidder for Supply , Installation & Commissioning
and project management of cyber crime investigation laboratory for Haryana Police
on turnkey basis as specified in the RFP Document for the same. Security deposit for
the due fulfilment by the Successful bidder of the terms and conditions contained in
the Contract Agreement on production of an interest free bank guarantee
("Performance Bank Guarantee") of 10% of the total project value of
Rs. ( rupees only) amounting to Rs.
( rupees only) in favour of the HARTRON to be renewed annually up to
the currency of the contract Agreement. The guarantee amount for such annual
renewal shall be calculated on the basis of the balance amount of the total project
cost.

1. We, [ ] (name of the, Bank) do hereby guarantee and undertake to
indemnify and pay and keep indemnified the HARTRON in terms of the
Contract Agreement to the extent of this Bank Guarantee value of
Rs. ( rupees only).

2. We, [ ] (name of the Bank) further agree that if a demand is
made by the HARTRON for honouring the Performance Bank Guarantee we, [
] (name of the Bank) having no right of decline to cash the same for any
reason whatsoever. The fact that there is a dispute between the HARTRON
and the Successful bidder is no ground for us [ ] (name of the Bank)
to decline to honour the Performance Bank Guarantee.

3. We, [ ] (name of the Bank) further agree that a mere demand
by the HARTRON is sufficient for us [ ] (name of the Bank) to pay
the amount covered by the Performance Bank Guarantee without reference to
the Successful bidder and any protest by the Successful bidder cannot be valid

for us [ ] (name of the Bank) to decline payment to the
HARTRON.
4. We, [ ] (name of the Bank) further agree that the HARTRON shall

have the fullest liberty, without affecting in any manner our obligations
hereunder to vary any of the terms and conditions of the Contract Agreement
or to extend time of performance by the Successful bidder from time to time
or to postpone for any time or from time to time, any of the powers
exercisable by the HARTRON against the Successful bidder and to forbear or
enforce any of the terms and conditions relating to the Contract Agreement
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and we shall not be relieved from our liability by reasons of any such variation
or extension being granted to the Successful bidder or for any forbearance,
act or omission on the part of the HARTRON or any indulgence by the
HARTRON to the Successful bidder or any such matter or thing whatsoever
which under the law relating to sureties would but for this provision have
effect of so relieving us [ ] (name of the Bank).

5. We [ ] (name of the Bank) lastly undertake not to revoke this
Guarantee during its currency except with the previous consent of the
HARTRON in writing.

6. Our liability under this bank guarantee shall not exceed Rs /-
(Rupees only).

7.  This bank guarantee shall be valid upto -----------

DATED THE [ 1 DAY OF[ ] Signatures

Name

Designation

For [Name of the Bank]

(Seal of the Bank)
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